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Organization Summary

= Lectures are held on Mondays from 14:15 to 16:00 in ETF C1 until further notice. Life streaming
and slides are available via the web page of the lecture from the previous year (some part will
be new!!). In addition, you find audio and video recordings of most of the slides as well as
recordings of this years and last years life streams on the web page of the lecture.

= Exercises: The exercises are made available before the date of the exercise. During an exercise,
teaching assistants will summarize the lecture material required to solve the exercise questions,
give hints how to approach the solution, answer your questions and discuss the correct solution
at the end of the exercise. The electronic version of the exercise questions and solutions will be
placed online after the exercise has been conducted. Exercises will take place from 4pm - 6pm
on Wednesdays and Fridays as indicated in the timetable.

= Laboratory: Laboratory exercises will be conducted in teams of 2 people. Due to the large
number of students, there will be two successive ES-Lab sessions at the days of the ES-Lab (see
timetable): Session A from 4pm - 6pm on Wednesday and session B from 4pm - 6pm on Friday.
Both sessions will take place in rooms D61.1 and D96. If you still need to sign up you can do this
in the lecture (preferred) or via email to the lecture coordinator.

Organization

https://pbl.ee.ethz.ch/education/embedded-systems.html
Michele Magno <michele.magno@pbl.ee.ethz.ch>; Lothar Thiele,

thiele@ethz.ch;
Coordination: Seonyeong Heo (ETZ D97.7) <seoheo@ethz.ch>
References:

P. Marwedel: Embedded System Design, Springer, ISBN 978-3-319-85812-8/978-3-030-
60909-2, 2018/2021. You can find it also as open access!

G.C. Buttazzo: Hard Real-Time Computing Systems. Springer Verlag, ISBN 978-1-4614-
0676-1, 2011.

Edward A. Lee and Sanjit A. Seshia: Introduction to Embedded Systems, A Cyber-
Physical Systems Approach, Second Edition, MIT Press, ISBN 978-0-262-53381-2, 2017.

The slides contain ideas and material of J. Rabaey, K. Keuzer, M. Wolf, P.
Marwedel, P. Koopman, E. Lee, P. Dutta, S. Seshia, and from the above cited books.
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Further Material via the Web Page (under

development)

Lecture Slides
All lecture slides are available for download as a bundle:

- Embedded Systems lecture slides [single page format] +

- Systems lecture slides [4on1 page format] L

Lecture Recordings

Life Recordings Autumn 2021

The life recordings of the lectures in Autumn Semester are available at the following link:

Embedded Systems Life Recordings AS 2021

~

The life recordings of last years lecture are available at the following links:

Life Recordings Autumn 2020

1. Lecture 1: Chapters 1. Introduction and 2. Software Development

Exercises and Laboratory

Generic Documents
Embedded System Companion

Remote Installation Instructions

Documents for Lab 0
Handout

Slides and videos
Documents for Lab 1
Handout

Slides and videos
Documents for Lab 2
Handout

Slides and videos

Nnrumante far | 2h 2

Supplementary Material

Source (code)

Solution (code and handout)

Source (code)

Solution (code and handout)

Source (code)

Solution (code and handout)

When and where?

When Where
Lectures Monday 14:15 - 16:00 ETFC1
Exercises Wednesday 16:15 - 18:00 ETFE1
Friday 16:15 - 18:00 ETFE1
Labs Wednesday 16:15 - 18:00 ETZD61.1,ETZ D96.1

Friday 16:15 - 18:00

ETZD61.1,ETZ D96.1

2. Lecture 2: Chapters 2. Software Development and 3. Hardware-Software Interface

~

Some of the chapters are documented via carefully recoreded videos. They contain some

Audio and Videos of Selected Chapters

of the slides as well as audio explanations.

- 1. Introduction

- 2. Software Development

- 3. Hardware Software Interface

What will you learn?

= Theoretical foundations and principles of the analysis and design of embedded
systems.

= Practical aspects of embedded system design, mainly software design.

The course has three components:
= [ecture: Communicate principles and practical aspects of embedded systems.

= Exercise: Use paper and pencil to deepen your understanding of analysis and
design principles . EXAMS ©

= [aboratory (ES-Lab): Introduction into practical aspects of embedded systems
design. Use of state-of-the-art hardware and design tools.

Date Lecture Exercise Lab
26.09.2022 1. Introduction

2. Software Develop-

ment
28.09./30.09.2022 0. Prelab [SH]
03.10.2022 2. Software Develop-

ment

3. Hardware-Software
Interface (Processor vs
Microcontroller)

Please read carfully!!

= https://pbl.ee.ethz.ch/education/embedded-systems.html

Exercises and Laboratory

We urgently ask all students to install required software for the labs on their own hard-

ware. You can find the installation instructions on GitLab. We have tested this setup on

PCs and Laptops with an USB port that run Windows 11, as well as Linux Mint and Linux
Ubuntu 20.04 and 22.04. You are not allowed to enter ETZ D61.1 or ETZ D96.1 during the
laboratory hours if you do not have an allocated slot.




Practical part of this course.

Discovery kit for IoT node with STM32U5 series

Ultra-low-power STM32US85AII6Q based on the Arm® Cortex®-M33 core with Arm® TrustZone®, 2 Mbytes of
Flash memory and 786 Kbytes of SRAM, and SMPS in UFBGA169 package
512-Mbit Quad-SPI Flash memory, 64-Mbit Octo-SPI PSRAM, 256-Kbit 12C EEPROM
USB FS, Sink and Source power, 2.5 W power capability
802.11 big/n compliant Wi-Fi® module from MXCHIP
Bluetooth® Low Energy from STMicroelectronics
MEMS sensors from STMicroelectronios
«  2digital microphones.
Relative humidity and temperature sensor
3-axis magnetometer
3D accelerometer and 3D gyroscope
Pressure sensor, 260-1260 hPa absolute digital output barometer
Time-of-flight and gesture-detection sensor
Ambient-light sensor
Authentication and security for peripherals and loT devices from STMicroelectronics
2 user LEDs
User push-button
Reset push-button
Board connectors
+ USBType-C®
+ ARDUINO® Uno V3 expansion connectors
*+  Camera module expansion connector
* 2x STMods+ expansion connectors
* Pmod™ expansion connector
Flexible power-supply options: ST-LINK USB Vgys, USB connector, or external sources
On-board STLINK-V3E vith USB capability: mass storage, Virtual COM port, and debug
port

Comprehensive free software libraries and examples available with the STM32CubeUS MCU Package
Support of a wide choice of Integrated Development Environments (IDE) including IAR Embedded Workbench®, MDK-ARM,
and STM32CubelDE

You have to return the board at the end!

sresrrmresasdey

Be careful and please do not

Embedded Systems - Impact



Embedded Systems

Embedded systems (ES) = information processing systems
embedded into a larger product
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Often, the main reason for buying is not information processing

Many Names — Similar Meanings

Smarter N
\
Internet of Planet m to j;
Everything 7~
Internet of
Things The Fog
(loT) )
A TSensors
Industry 4.0 . (Trillion
The Industrial Sensors)

Internet

Cyber-Physical Systems

© www.braingrid.org

© www.openpr.com
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Embedded System
Embedded System
\

1-

© Edward Lee
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( Computation

reasoning
deciding
big data

Communication

— influencing ﬁ—

CYBER
WORLD
observing
PHYSICAL
WORLD physical/biological/social
processes
Use feedback to influence the dynamics of the physical ]

[ world by taking smart decisions in the cyber world
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Reactivity & Timing - Predictability & Dependability T =
Sensor
Embedded systems are often reactive: 7 — e 2~ &
= Reactive systems must react to stimuli from the system environment : »

CPS = cyber-physical system

»A reactive system is one which is in continual interaction with is environment and
executes at a pace determined by that environment” [Bergé, 1995] \

“It is essential to predict how a CPS is going to behave under any
Embedded systems often must meet real-time constraints: circumstances [...] before it is deployed.”Mail4
= For hard real-time systems, right answers arriving too late are wrong. All other

time-constraints are called soft. A guaranteed system response has to be explained

without statistical arguments. - .
& “CPS must operate dependably, safely, securely, efficiently and in

real-time.”Rail0

,A real-time constraint is called hard, if not meeting that constraint could
result in a catastrophe” [Kopetz, 1997].

Majl4 R Majumdar & B. Brandenburg (2014). Foundations of Cyber-Physical Systems.
Raj10 R Rajkumar et al. (2010). Cyber-Physical Systems: The Next Computing Revolution.

Efficiency & Specialization Comparison

= Embedded systems must be efficient: Embedded Systems: General Purpose Computing
* Energy efficient =  Few applications that are known at = Broad class of applications.
= Code-size and data memory efficient design-time.
= Run-time efficient * Not programmable by end user. = Programmable by end user.
= Weight efficient = Fixed run-time requirements (additional ®* Faster is better.

= (Cost efficient computing power often not useful).

Embedded Systems are often specialized towards a certain " Typical criteria: = Typical criteria:
application or application domain: " cost = cost
; . . = power consumption . ti
= Knowledge about the expected behavior and the system environment at design - size and weight power consur:p ion
time is exploited to minimize resource usage and to maximize predictability and = dependability average spee

reliability. = worst-case speed



Lecture Overview

1. Introduction to Embedded Systems .,

\

2. Software Development
. Hardware-Software Interface \
. Programming Paradigms
Software & - - “, Hardware-
. Embedded Operating Systems 5
/ Software

. Real-time Scheduling /

i
'
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. Shared Resources :

\

. Hardware Components /
Hardware . Power and Energy /
N _10. Architecture Synthesis and

System Integration

Components and Requirements by Example

-24

-26

Agenda Embedded Systems

DATE

Lecture 1: Chapters 1. Introduction

Lecture 2: Chapters 2. Software Development and Chapter 3. Hardware-
Software Interface (Processor VS MCU, Core ARM cortex-M 33,

Lecture 3: Chapter 3 Hardware-Software Interface (Clocks, Memory,
Interrupts of ARM Cortex M33)

7.10 / Magno Lecture 4: Chapter 3 Hardware-Software Interface (Serial Interface)
410/ Mag no Lecture 5: Chapter 3 Hardware-Software Interface ( ADC/ DAC/Timers/PWM)

1.10/ Dr. Heo Summary, Labs, exercises

Lecture 6: Chapter 4 Programming Models and Chapter 5 Operating
systems

Lecture 7: Operating Systems and. Chapter 6 Aperiodic and Periodic
Scheduling

Lecture 8 L Chapter 6. Aperiodic and Periodic Scheduling

1.11/ Thiele
8.11 / Thiele
5.12 / Magno

Lecture 9: Chapter 7 Shared Resources
Lecture 11: Chapter 8 Power and Energy

Lecture 12: Chapter 9 ing; energy
vs. temporal density.

Lecture 13: Chapter 10 Architecture Synthesis and System Integration

ions, data rates, buffering, spatial

pury
N
~
=
. Q
>
@
(0]
L

0-4;‘—4:



Components and Requirements by Example
- Hardware System Architecture -

-30

High-Level Block Diagram View

low power CPU
* enabling power to the rest of the system

* battery charging and voltage
measurement

* wireless radio (boot and operate)
* detect and check expansion boards

I
\\ nRF51822

Push | B3 6MHz Cortex-MO

button

:UART

higher performance CPU

* sensor reading and motor control

» flight control

* telemetry (including the battery voltage)
* additional user development

* USB connection

- 16kB RAM, 256KB Flash
- BLE and NRF radio

- |\

STM32F405 &

- 168MHz Cortex-M4 PWM ;
- 196kB RAM, 1MB Flash ARG

| 12C

UART:

* communication protocol (Universal
and  Asynchronous Receiver/Transmitter)

— * exchange of data packets to and from

d interfaces (wireless, USB)

EEPROM

> .0 system architecture

-31



Acronyms:

Wkup: Wakeup signal

GPIO: General-purpose input/output

signal

SPI: Serial Peripheral Interface Bus
12C: Inter-Integrated Circuit (Bus)
PWM: Pulse-width modulated Signal

VCC: power-supply

sensor board °
r switched by,

10DOF IMU
- 3-axis accelerometer
- 3-axis gyro
- 3-axis magnetomer

EEPROM:

High-Level Block Diagram View :

electrically erasable programmable
read-only memory

used for firmware (part of data and
software that usually is not
changed, configuration data)

can not be easily overwritten in
comparison to Flash

- Pressure sensor

and battery charger

MUSB port

——
AIIIZC/GPIOJPWM
WKkup/OW/GPIO v
. EEPROM
Charge/VBAT/VCC Exgansion port

Flash memory:

non-volatile random-access memory
for program and data

m architecture

1-32
High-Level Physical View
ON power domain Power switched by nRF51 (VCC)
10DOF IMU
\ i
- 3-axis accelerometer
1— 3-axis gyro
- 3-axis magnetomer
- Pressure sensor
Pu
butto Motor driver
12
SPI/I2C/GPIO/PWM |
\ ) Wkup/OW/GPIO
45V Power supplies . EEPROM
and battery charger Charge/VBAT/VCC Expansion port
USB Data
HUSB port to STM32
Crazyflie 2.0 system architecture
1-34

High-Level Physical View

Always ON power domain

Power switched by nRF51 (

P
8. 82 2N
it S e
VIR e s

RF power

amplifier

Push
button

10DOF IMU

- 3-axis accelerometer
- 3-axis gyro

- 3-axis magnetot
- Pressure senso:

+5V Power supplies
and battery charger

SPI/I2C/GPIO/PWM / |

=

USB Data
HUSB port to STM32

Expansion port

IEEPROM

Crazyflie 2.0 system architecture



Low-Level Schematic Diagram View

T T T ¥ T

i

D (1 page out of 3)

High-Level Software View

61 ELCSH
PBE
PBY g; MOTOR4
PB10
pR11 30— MOTOR2
P
P12 5 Rer_swouk
PB1Y 33 x
pB15 [—36 RF_SWIO
PCO/ADC12_IN1O [—B LED_RED
PC1/ADC12_IN11 [—2 LED_GREEN_L
PC2/ADC12_IN12 [—10 LED_GREEN,
PC3/ADC12_IN13 (1L LED_RED.
1-36

= The software is built on top of a real-time operating system “FreeRTOS”.

= We will use the same operating system in the ES-Lab ... .

Crazyflie Software

FreeRTOS

Tasks

Queues

FreeRTOS Hardware-Interface Code

oas |61 E_CS3
hol 82 MOTORA
. . . 29
Low-Level Schematic Diagram View ot Cae ™ woom )
T I T T I 1 . igg _E_)MRF SWCLK
P 36 NRE_swig
B AL o LED_RED_L
xooe_| betsantiz mes |8 TED.GREER L
pc2/apciz iniz 10 LED_GREEN R
PC3/ADCL2_IN13 |11 LED_R
-

e
EON/WKUE ¢
YOORERP g
F 0 —

Mair]
Lice

PMV31XN

o < Bitc
(1 page out of 3) . Motors MREE
T T : T|-37
High-Level Software View
The software architecture supports
= real-time tasks for motor control (gathering sensor values and pilot commands,
sensor fusion, automatic control, driving motors using PWM (pulse width
modaulation, ... ) but also
= non-real-time tasks (maintenance and test, handling external events, pilot
commands, ... ).
1-40



High-Level Software View

Block diagram of the stabilization system:

Yariance
> e
take bias .
Components and Requirements by Example
Set to:
Sarnpled value H
cperamiae [P Soo [T[P] 2 reeoing [—f cenereso - Processing Elements -
lowpass filter: 256 Hz egrs l l
Sengor fusion filter H—# Stabilization = A;L‘}J;Iﬁr o L Mators
MPUSDSO Accel
St 1o T T
ad cl
Accsample rate 1 KHz T IZEESZZ R Inw’;amstsﬂ(t@EEDer ™ ?;ﬂg‘rid\/i‘-‘é
Lowpass filbered 260 Hz
Cornrmander
(pilat contral)
sensor reading & transfer to cleaning and information .
analog-digital processor preprocessing extraction from automatic control actuation
conversion sensors
on sensor
component 1-41
. o
From Computer Engineering
' $50,000,000,000
10,000,000,000
5,000,000,000
1,000,000,000
500,000,000
° ? 100,000,000
What can you do to increase performance?
g 10,000,000
& 5000000
o
2
1,000,000
500,000
100,000
50,000
10,000
5,000
1,000
1-43

you find more visualizations and research on

icens

d under CC-BY-SA by the

author Max Roser



From Computer Engineering

IS

iPhone Prozessor A12 |

* 2 processor cores
- high performance

* 4 processor cores - less
performant

* Acceleration for
Neural Networks I 1

System Ca the |

* Graphics processor
* Caches

Tech
i Small Cores Insnghts
DDR Logic’ - *

Embedded Multicore Example

Trends:

= Specialize multicore processors towards real-time processing and low power
consumption (parallelism can decrease energy consumption)

= Target domains: | (o) e Vx A
TiMAGE  SGNAL P ggmypRc  COMTROL

Core Generation umbe GFLoPSW | Gopsw
Processing Cores

Andey 256 25 75
Bostan (2014) 256 50 20
Coolidge (2015) | 64/256/1024 75 115

What can you do to decrease power consumption?

Why does higher parallelism help in reducing power?

-48

-50



System-on-Chip

Samsung Galaxy S6
— Exynos 7420 System on a Chip (SoC)

— 8 ARM Cortex processing cores
(4 x A57, 4 x A53)

— 30 nanometer: transistor gate width

Exynos 5422

Display / Camera Cortex-A15 Quad Cortex-A7 Quad Memory 1/ F

Single WQXGA 60fps. cPuo cPu cPuO cPuo
5GHz

LPDDR3 933MHz DDR
21GHz 32bit2-ch, /s

21GHz 1.5GH
32kB/32k8 | 32KB/32K8 30K8/ 32Kk8 | 328/ 32KE

Tl == How to manage extreme workload variability?

15GHz

I!

=
e | e e e ey

R e i BEal B oaey

oupsorae e

ez

i

2MBL2 Cache

DRC, FD, 3DNR

2-ch 4ane MIPICSIZ
4

Multimedia

512KBL2 Cache.
A
1080p 120fps Codec
m
VP8 Codec

Low Power Multi-layer AXI / AHB Bus. Mal-T600 series
JPEGHW codec
crpto
|
External Peripheral
High speed 1/ F
Systems 2Us830

Dynamic addressing

e | oo

'DVFS control for Low Power

|5

[
=

System-on-Chip From Computer Engineering

Samsung Galaxy S6 iPhone Prozessor A12 o
— Exynos 7420 System on a Chip (SoC) "

— 8 ARM Cortex processing cores
(4 x A57, 4 x A53)

— 30 nanometer: transistor gate width

Exynos 5422 * 2 processor cores
- high performance

Cortex-A7 Quad Memory 1/ F

Display / Camera Cortex-A15Quad
cou0 LPDDR3 933MH2DDR
1561 4568/5

v 4 processor cores - less
S performant

cPU1
GH 2

I!
.

cPUO
21GHz

e [ e | | e | et Tooumsaoousn
o * Acceleration for

!
|
{

s e b— Neural Networks : =
o Ca:nd
L} * Graphics processor B Core 2

e ——r

T

== e cscee * Caches
z: I

External Peripheral
High speed 1/ F

Systems AUSB30

ormcoresng | s | xusaz0 2
crceaternes | aenom | Smail L2 Tech
] . d | ec
[T— Modem 1/ e | smatcoes | INSIghts
‘ .. DDR Logic’ *

I

'DVFS control for Low Power

i H

«
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Components and Requirements by Example
- Systems -

Zero Power Systems and Sensors

Wirebonding
Vsouar L Power-On Reset (POR)
%Sular Sleep | = =
Cell | Ctrl | Imager Ctrl =& Imager
12v b Gl . | Layer 1
0.6V, ¥ == Timer |(430nm)

Time/Temp

{c aa Laver
Ctr

i Te
T Lyl Tracking o] Temp
Sensor

Layer 2

o | Power-On Reset (POR) Sleep Ctrl
i T P
< S c B DSP Core | NRSRAM nm|
2 |- Gl ™% (Cortex-M0) | (16k8)
=
3 Power-On Reset (POR)
Brown-Out Detector (BOD)
GOC Frontend Locations Power Management Unit
1 (PMU) Layer 4
2210 pm ¥ ¥ (180nm)

Sleep Ctrl

240 um 190 um — N Layer [T
VC =& o CTRLCore | RSRAM
o I ¥ ~* (Cortex-Mo0) | (3tB)
ery
; ¥ 1 Global Optical Ce (GOC)
b DECAP LAYER Layer 5

Vearr

IEEE Journal of Solid-State

IEEE Journal of Solid-State Circuits,

Jan 2013, 229-243. Circuits, April 2017, 961-971.

1-58

Zero Power Systems and Sensors

Mainframe

: Workstation
Streaming information to
and from the physical world:

_‘

o
I

*

*.

— 10° \

€ i mm-scale

& 10° -lg_ll'l sensors ¢ “Smart Dust”

g X * Sensor Networks

5 4¢° Mini- )

S 10 Computer X * Cyber-Physical Systems
10° Compter « Internet-of-Things (IoT)
ool SmartPhone

1960 1970 1980 1990 2000 2010 2020
Year
Trends ...

=  Embedded systems are communicating with each other, with servers or with the cloud.
Communication is increasingly wireless.

= Higher degree of integration on a single chip or integrated components:
= Memory + processor + I/0O-units + (wireless) communication.
= Use of networks-on-chip for communication between units.
= Use of homogeneous or heterogeneous multiprocessor systems on a chip (MPSoC).

= Use of integrated microsystems that contain energy harvesting, energy storage, sensing,
processing and communication (“zero power systems”).

= The complexity and amount of software is increasing.

= low power and energy constraints (portable or unattended devices) are increasingly important,
as well as temperature constraints (overheating).
= There is increasing interest in energy harvesting to achieve long term autonomous operation.

-57

-59



Learning objective of Today Class

= Where we are what we will do.

= What are Embedded Systems and CPS

= Both hardware and software are important and you will learn
= Processors and evolution of them

= Trends and topics

Research focus: Embedded Systems and Wireless
Smart Sensors for a better and greener world

An embedded system is some combination of computer hardware and software, either fixed in capability
or programmable, that is designed for a specific function or for specific functions within a larger system.

Main Teaching at ETH

+ Embedded systems — 300 students per year
* Machine Learning on Microcontrollers — 100 students per year
+ Over 100 students projects per year.

Michele Magno

26/09/2022 62
1-62

How we do learning at PBL?

29.05,2 . .
9.0 e())( OGeneratlon of loT devices: Always-on Smart Sensors

PBL research activities in all the 4 areas.

1.) Edge Signal Processing and Al
Smart devices

for perpetual operation

3.) Low power system design 2.) Energy harvesting

4.) Low Power and long-range communication

-61

-63



You are kindly invited for the PBL OPEN day... right
now © See you later or next week!

Mon 26 Sept.
en Day .25,

Open to all students and
D-ITET staff!

Thank you for your
attention!

16:00 - 18:00
Projects exhibition
Live demo of the center projects

i 18:00 - 19:00

Apéro and awards ceremony f}i\

@ -u%d Michele.magno@pbl.ee.ethz.ch

‘®

\‘3
@

pbl.ee.ehtz.ch

Check our projects here

Embedded Systems 5 " ber 2
O you hemembper :
Lecture 2. y
Hardware Software Architecture and Software Dev.
© Lothar Thiele
Computer Engineering and Networks Laboratory
Michele Magno
D-ITET center for project based learning
ETH Source the Slides or adaptation from:

Eidgensssische Technische Hochschule Ziirich

Swiss Federal Institute of Technology Zurich Embedded SyStemS. P. Marwedel



Where we are ...

1. Introduction to Embedded Systems

|

2. Software Development

3. Hardware-Software Interface ¢ ] T(I)"C?ggecr)f

Software & 4 Programming Para.dlgms Hardware-
] 5. Embedded Operating Systems )
) / Software

: 6 Real-time Scheduling /

7. Shared Resources
.-8. Hardware Components ;

Hardware <Z:’ 9. Power and Energy ‘

High-Level Physical View High-Level Physical View

ON power domain Power switched by nRF51 (VCC) Always ON power domain Power switched by nRF51 (

bitcraze.se,

—~—| 10DOF IMU 10DOF IMU
]- 3-axis accelerometer - 3-axis accelerometer
- 3-axis gyro - 3-axis gyro
EF power - 3-axis magnetomer RF pquer - 3-axis magnetol
amplifier - Pressure sensor amplifier - Pressure senso

Push
button

Motor driver

Pu
buttol

12¢
SPI/I2C/GPIO/PWM | SPI/I2C/GPIO/PWM / |
\ i Wkup/OW/GPIO i Wkup/OW/GPIO Ji
45V Power supplies . EEPROM 45V Power supplies . EEPROM
and battery charger Charge/VBAT/VCC Expansion port and battery charger Charge/VBAT/VCC Expansion port

USB Data
HUSB port to STM32

Crazyflie 2.0 system architecture

USB Data
HUSB port to STM32

Crazyflie 2.0 system architecture



Remember? Embedded System Overview

What you will learn In next 4 weeks.

Embedded System

(

Computation \

reasoning
deciding

Hardware-Software Architecture and Interfaces in Embedded Systems

Processing Unit

big data

Storage A/D converter af) information display
. e processing
SRAM / DRAM / Flash sample-and-hol D/A conversion /
" Memory Map ] pulse-width modulation
= nput and Output (physical)

= UART Protocol

sensors environment

actuators

= Memory Mapped Device Access

CYBER Communication
WORLD
observing influencing ﬁ—

PHYSICAL

WORLD physical/biological/social

processes
Use feedback to influence the dynamics of the physical
world by taking smart decisions in the cyber world
3-7

What type of Processing unit?

FPGA drone

Application-specific integrated circuits (ASICs)

= Energy efficient

= Low flexibility, designed for a specific task-application high cost to market
Digital Signal Processor

= Specialized Microprocessor (i.e. to audio streams, video stream etc.)

= Cost-energy effective

GiPU drone

Microcontroller
= Low cost and fully integrated solutions including control
= Toward general purpose but still general purpose

Microprocessors

= General purpose (i.e. Intel Processors)

* High performance MCU drone

SoC/GPU/Others q‘
= Can include all the above architecture with also GPUs. ‘ P \
FPGA B o

= Field Programmable Gate Array

= SPI Protocol
= Sensors Interface Analog Digital Conversion
= Digital Analog Converter (DAC)
= Interrupts
= Clocks and Timers
= Clocks
=  Watchdog Timer
= System Tick
= Timerand PWM

Digital Electronic Integrated circuit

energy source

Fenergy storage

1
[Rddadad B> o

A Microprocessor _§
% Microcontroller %
g g
Eﬁ DSP (Digital Signal Processor) %

ASIC (Application specific IC) v%

D General purpose

D Application specific



The Processor Design Space

Performance

Microprocessors

Performance is
everything
& Software rules

Microcontrollers

Cost is everything

Cost

What is a microcontroller ?

A Microcontroller is a small CPU with many support devices built

into the chip

Self Contained (CPU, Memory, I/O)

Application or Task Specific (Not a general-purpose computer)
Appropriately scaled for the job

Small power consumption

Low costs ( $0.50 to $5.00.)

Microcontrollers

Market overview

Microchip Technology™ Delivers 10 Billionth PIC®
Microcontroller to Samsung Electronics Co.
2011, Sept 15t

approximately 10 months
after delivering its
9 billionth

This accounts only the
microprocessors of a single
manufacturer

-12
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Example of MCU Architecture

Clock Memory ADC - DAC 1/0 Port
XN XOUT DV DVgs  AVeo Weg FIETINMI Pt P2 P2 4 FS PE
| | J | [ o [
. = N
Rcez How— cectiator (b acu | | sowe Fisn | 2ke RaM Dact2 1 Pt 2| Ve port 2| (Vo Pt 58
XT2IN H— ™ | 16105, 16 108 16 108
Systm |- sMcH | daie Fiash | 2K8 RAM 1261t win | il
mzour H— 2chann Intsmupt
22KE Flash| | 1KE RAM /| [vaitage cuf Capabiity H
MoLK
cpul TS 1]
1 - Mag,
N/ N Bt
MAE, 16-Ell
TTAG
Ry
N -
el 16 R
] Ex
5§ N
E= MDE, 16-BIt MOE, BEIl
™ ; Hardware f
. H o [ watenaog [ Timer_B7 [ Tme_sa 1 FoR USARTD [ USARTY [—
TeK § Multpler H contrcir | mimer - H H — svs o A& H il
o 700 200 Ra BroAnaut UART Mode| [UART Mcdk
T ) Mo s acname | 15150 || Shadon’ ? SPI Mok | | SPI Mack
TOOTDI ' Reg G Mode

Abstract View of a CPU

The CPU consists of a data section containing registers and an ALU (Arithmetic and Logic Unit), and a

control section, which interprets instructions and effects register transfers. The data section is also

known as the datapath.

Registers
¢ < »| Control Unit
ALU
L 1 I |
Datapath Control Section
(Data Section)
System

CPU - Central Processing Unit

| Bus Interface Unit ‘
Data
TLE |Cache | | Code Cache | 7 p BB
KB 8KB
Prefetch Buffer .
Hicrocode
Instruction Decode ROM
Control } I
unit
v-Pipelin | u-Pipeline | Fioating
Point
Pipeline
’Regi%‘
Characteristic

= Instruction set

L. [y

=

a

= CISC Complex Instruction Set Computing (Intel x86 family; Motorola 680x0 Family)
= RISC Reduced Instruction Set computer (AIM Power PC, ARM family, ATMEL AVR

Family)

= Architecture (respect integer operand maximum dimension)
= 8 bit (Intel 8051, Motorola 6800, ATMEL AVR )
= 16 bit (Intel 8088, Motorola 68000, TI MSP430)
= 32 bit (x86 family, Motorola 680x0 Family, Power PC, ARM)
= 64 bit (x86-64 family, Power PC)

An Example Datapath

Register Register
Source 1 Source 2
(rs1) (rs2)
From Data
Bus |
—— e
>
Register
File .
Control Unit selects
e registers and ALU
function
To Address To Data
Bus ALU Bus

*The datapath usually consists of a collection of registers known as the register file

Register Destination (rd)

Status to Control
Unit

and the arithmetic and logic unit (ALU).



Memory System Architectures

= Two types of information are found in a typical program

code:
® Instruction codes for execution The instruction cycle (also known as
= Data that is used by the instruction codes the fetch—-decode—execute cycle)

= Two classes of memory systems designed to store the
information:

= vyon Neumann architecture
= Harvard architecture

von Neumann Architecture

The von Neumann architecture utilizes only one memory bus for both instruction fetching

and data access

» simplifies the hardware and glue logic design

* code and data located in the same address space
Data
Table

Data

-

Single path (bus) for both Data
Code & Data

Code

FFFFh

0000h

CPU Architectures
0 Memory
Address Bus
Program Von Neumann
CPU | DataBus |+ Data )
Architecture
2"
Memory
Address Bus
7l P
CPU | FetchBus | O Harvard
Address Bus 0 Architecture
_ Data Bus : Data

von Neumann Features

Single memory interface bus
» simplifies the hardware and glue logic design
More efficient use of memory
* code and data can reside in the same physical memory chip
More flexible programming style
* e.g., can include self-modified code
But data may overwrite code (e.g. due to program bug)
* need memory protection (e.g. hardware-based MPU)
Bottleneck in code and data transfer

* only one memory bus for both data and code fetching

-20
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Harvard Architecture

The Harvard architecture utilizes separate instruction bus and data bus
* code and data may still share the same memory space

FFFFh

8000h
Separate bus

7FFFh
for Code & Data -

0000h

Architecture Variations

FFFFh

Independent data Bata - Code
and code memory but
with one shared bus Data Code
(e.g. 8051)

FFFFh

Data Code

0000h

FFFFh

. Data
Two separate internal

bus for code & data
(e.g. ARM9)

Code

Data

Code

0000h

Harvard Features

» Separate instruction and data buses

* allow code and data access at the same time which gives improved
performance

* provide better support for instruction pipeline operations and shorter
instruction execution time

« allow different sizes of data and instructions to be used which results in
more flexibility

* do not incur any code corruption by data which makes the operations
more robust

* But more sophisticated hardware glue logic is required to
support multiple interface buses

von Neumann vs. Harvard

= Harvard allows two simultaneous memory fetches.

= Most DSPs use Harvard architecture for streaming data:
= greater memory bandwidth;
= more predictable bandwidth.

= Harvard cannot deal with self-modified code

= Code that alters its own instructions while it is executing (We

don’t see it in this course ©)

-24
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von Neumann Architecture

an example

MSP430
Texas Instruments

von-Neumann architecture

All program, data memory and
peripherals share a common bus
structure.

Consistent CPU instructions and
addressing modes are used.

Processor Size

MAB

—
SMCLK

L T T T T T |

1

]

1

1

ACLK i
> [}

]

1

1

]

= Processor size is described in terms of ‘bits’ (e.g. an 8-bit or 32-bit

processor)

= corresponds to the data size that can be manipulated at a time by the

processor

= typically reflected in the size of the processor (internal) data path and

register bank

= An 8-bit processor can only manipulate one byte of data at a time, while a
32-bit processor can handle one 32-bit double word sized data at a time
even though the data content may only be of single byte size

-27
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Harvard Architecture an example

*AVR (atmel)
*Harvard architecture

*Separate memories and
buses for program and
data.

*Instructions in the program
memory are executed with a
single level pipelining.

Performance Metrics

_______________________ B

e E—
! Watchdag Power debUgWIRE
\ Tims Supenvision
H Jatchdog _)POF'“EO_?a PROGRAM
1 Osciliator LOGIC
i
H 3
i
Oscillator

i
! Circults ‘ Flash ‘ ‘ SRAM |
! Clock 1T i
| Generation
i
1
| AVR cru
i
: EEPROM
1
. [ i -
| ="
H ¥ v s
: ‘ 8o TIC O I “snmcw ‘ ‘NDC@W. |<—’r~
i
i
1

g > Anakg Tiernal | o
g
BEl ‘{mm‘ I ‘ Comp. }" Bandgep
I
V| E
i
i
i
| ol
i = X
! __"r = l .

; |

|
T 13 v 3 —
! PORTD (8) | [ PorTe®) ‘ ‘ PORTC (7)
i
i
i
i

®= How we compare and classify CPU and microcontrollers?

Performance Metrics NOT easy to define and mostly application

depended.
Eletrical:
= Power Consumptions
= Voltage Supply
® Noise Immunity
= Sensitivity

Goal: best tradeoff

power consumptions Vs
performances

Computation:

= Clock Speed

= MIPS (instructions per sec)
= Latency

= Lateness of the response

= Lag between the begin and the
end of the computation

= Throughput
= Tasks per second
= Byte per second
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Power as a Design Constraint Dynamic Power Consumption

= Why worry about power? C - Total capacitance

= Battery life in portable and mobile platforms SFee" lt"y thefga_te’slﬂut:)l:lts
unction ol wire lengtns,

V — Supply voltage
Trend: has been dropping
with each successive fab

= Power consumption in desktops, server farms transistor sizes,
= Cooling costs, packaging costs, reliability, timing \
= Power density: 30 W/cm?2 in Alpha 21364 ACV2f

(3x of typical hot plate) /' \

. A - Activity of gates f— clock frequency
Where does power go 1n CMOS? How often on average do Trend: increasing ...
wires switch?

Dynamic power ~ Power due to

consumption short-circuit ll)ol:ver due to t Reducing Dynamic Power
3 eakKage curren
curre-n.t during g Reducing V has quadratic effect; Limits?
transmfn Lower C - shrink structures, shorten wires

T
Il

Reduce switching activity - Turn off unused parts or
AV lghortf + Vieak

use design techniques to minimize number of transitions

Leakage Power
Short-circuit Power Consumption

Ve=0v Va=Voo

]— Vo=0v
o]

Vo=Voo Vs=0v

AVI f Vieak ==
£ short ﬁ

Tarot Invur{i:nn Layer
Finite slope of the input signal I

4d causes a direct current path T Ve=0v vazov

) between V, and GND for a = o
Vin Liord Vout ghort period of time during o at Vomvon
4| switching when both the NMOS £
:I: Co and PMOS transistors are B g1 2.1
= conductin -
= g Sub-threshold Do S e
5 4+ IGIDL =av
w0
Reducing Short-circuit current R
Lower the supply voltage V
Slope engineering — match the rise/fall time of the input and output signals Sub-threshold current grows exponentially with

increases in temperature and decreases in Vt



How can we reduce power consumption?

= Dynamic power consumption
= Reduce the rate of charge/discharge of highly loaded nodes
= Reduce spurious switching (glitches)
= Reduce switching in idle states (clock gating)
= Decrease frequency
= Decrease voltage (and frequency)
= Static power Consumption
= Smaller area (!)
= Reduce device leakage through power gating
= Reduce device leakage through body biasing
= Use higher-threshold transistors when possible

|:> Power performance tradeoffs!

Why Ultra-low Power Is so Important

= Longer battery life

= Smaller products

= Simpler power supplies
= Less EMI simplifies PCB
= Permanent battery

= Reduced liability .-

Operating Modes

« Assembler Code Example:
W Vec=3V bis.w #CPUOFF, SR ; LPMO

B Vcc=22V . G Code Example:

ICC/uA @ 1 MHz
N
N
&

_BIS_SR (CPUOFF) ; // LPMO
jg 70 45 =
: A2 onoer
AM LPMO LPM2 LPM3 LPM4
Operating Modes
SCG1  SCG0 OSCOFF CPUOFF  Mode CPU and Clocks Status

0 0 0 o Active CPU is active, all enabled clocks are active

0 0 0 1 LPMO CPU, MCLK are disabled
SMCLK . ACLK are active

0 1 0 1 LPM1 CPU, MCLK, DCO osc. are disabled

DC generator is disabled if the DCO is not used for
MCLK or SMCLK in active mode
SMCLK . ACLK are active

1 0 0 1 LPM2 CPU, MCLK, SMCLK, DCO osc. are disabled
DC generator remains enabled
ACLK is active

1 1 0 1 LPM3 CPU, MCLK, SMCLK, DCO osc. are disabled
DC generator disabled
ACLK is active

1 1 1 1 LPM4 CPU and all clocks disabled

What about the energy?

* Energy is E = [ Pdt
= Where P is the power consumption in a dt Time.
= Example we have 2 tasks with different power P, and time ¢,

» Energy for a specifictask 0 isE, = fot‘] P, (t)dt
» Energy for a specifictask 1 isE; = fotl P, (t)dt

P more power; less energy?

Py(1) £

Po(1)
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Parallel Architectures

= Assuming we have a CPU working with a task that takes t time to execute at the frequency f

=  Moving toward executing § operations in parallel
= Extend the time for each operation by a factor of

.. r
= We can reduce the original frequency of fact => f =
= to execute at the same time

=> Lower power and eventually lower voltage

STt

Saving Energy

t
= Or we can run the task with the some frequency but for less time ~ t' = E => E = E
Table 2 Basic parameters of CPUs and GPUs '3
Processor Type CPU GPU
Version Intel-E5-2650 v1  Intel-E5-2695 v3 Nvidia Tesla K-40 Nvidia Tesla V-100
8 cores, 18 cores, .
Core number 2880 5120
16 threads 36 threads
Clock rate 2.0GHz 2.3GHz 0.875GHz 1.5GHz Liu, J., Hu, F. Q., & Li, X. (2018).
+ Performance Comparison on Parallel CPU
Memory 32GB 32GB 12GB 16GB and GPU Algorithms for Unified Gas-Kinetic
Compute ability - - 35 7.0 Scheme. arXiv preprint arXiv:1810.08137.
Year of production 2011 2016 2013 2017
3-39
The ARM Processor Architecture
= ARM stands for “Advanced RISC Machine”
— based on Reduced Instruction Set Computer (RISC) architecture
o trading simpler hardware circuitry with software complexity (and size)
o but latest ARM processors utilize more than 100 instructions
Michele Magno 10/10/2022 a1
3-41

ARM- Processors

A Bit of ARM History

Michele Magno

— Apple”siPod® (2001)

» Originally conceived to be a processor for the desktop system (Acorn®)

— now entrenched in embedded markets

= First well-known product:

— Apple”s Newton™ PDA (1993)

based on an ARM6™ core

= Significant breakthrough:

based on an ARM7™ core

Michele Magno

1010/2022 40
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The Microprocessor Market ARM Processors Families

= |n 2007,
illion mi - Previous Armve Armv7
— 13 billion microprocessors were shipped - - -
Armvs Armvée Armv7-A Armv8-A
— 3 billion were embedded processors based on the ARM architecture Cortex-AL7 Celieh o) GRiEebTs High
< Cortex-A15 Cortex-A57  Cortex-A72 performance
— 150 million were for the PC, notebook, and workstation Arm11MPCore B | [ cortexno 7
: eh
:::ﬁ;gj(zé;): %l Cortex AR Cortex-A53 Cortex-A55
:::gizgz bl | [ Cortexnr Cortex-A35 Ultra high
i Cortex-AS Cortex-A32 efficiency
= By February 2008, B
o Armv7-R Armv8-R
— 10 billion ARM-based processors have been produced Bl | | Corexre
Arm1156T2(F)s | [l | | Cortex-R7 Cortex-RS2 Real time
o Cortex-R5
(&} Cortex-R4
H Armva Armv6-M Armv7-M Armvg-M High
= Onlyin 2017 p Cortex-M7
. Arm7TDMI x Cortex-M4 Cortex-M33 Performance
= 20 Billions ARM-Based processors have been produced! pmozor | R CortexM3 | o |
(o] Cortex-MO+ T oE) Lowest power
O Cortex-MO Riee and area
©2017 rmimied arm
Michele Magno 10/10/2022 43 Michele Magno 10/10/2022 44
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ARM Processors Architectures (2) ARM Processors Families
= Key attributes: Implementation size, performance, and very low power.
= Architectures types:
yp . . . . . . . rCor(ex®-M processors rCor(ex®-R processors Cortex®-A processors
= ARMVAT architecture introduced the 16-bit Thumb® instruction set alongside the 32-bit
ARM instruction set. & @
= ARMVSTEJ architecture introduced arithmetic support for digital signal processing (DSP) s
algorithms | Highest performance

i

I

. . . . - . @@ —

= ARMVG architecture introduced an array of new features including the Single Instruction ‘ @ & W U a ﬁ
Multiple Data (SIMD) operations. 0;' (151 - : =

= ARMV7 architecture implementsThumb-2 technology. = i “ S i .

= Cortex-A implements a virtual memory system architecture based on an MMU, an optional
NEON processing unit for multimedia applications and advanced hardware Floating Point.

= Cortex-R —implements a protected memory system architecture based on an MPU
(memory protection unit).

= Cortex-M — Microcontroller profile designed for fast interrupt processing.
=  ARMVS8 implementing 64bit instruction set

ARMCORTEX
o

ology

ARMCORTEX

Cortex-M7

Cortex-M4

Masimum DSC Performance
Digial Signal Control (D5 Fexibe Memory System
e & Cache,TCM, AXIECC.

Performance effclency

Lowest power  Feature rich connectivity Accelerated SIMD. DIESEIR Seplé Prciaba Fe
Oustnding energy Foating pont (F7)
eflicency. Digica Signal Control application space.
“B/16-bi Tradions) spplicaion space “16{32-bit Tradiciona appication space

Michele Magno ~ 10/10/2022 45 Michele Magno ~ 10/10/2022 46
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Thumb-2 Instrution Set

= Mixes 16 and 32 bits instructions

» Enhancements: eg division, bit-field operators, wrt
traditional ARMv4T

= No need to mode switch, can be mixed freely
= Not backwards binary compatible
= But porting is «easy»

- —

Thumb-2 Igu"mu\ug;
32-bitand 16-Lit
Thumb instruction set ARMYT-M
B TS e architecture
Cortex-M3 ,-//

)

| instructions

\\ {16 bits) //

ARM
Incoming — Instructions
Instructions - i I’;ﬂ;ﬁﬁ” ==| Beatng
b remay
= osrm_|—

T bit, 0: select ARM, - -
1: select Thumb —

Cortex-M4 Processor Features

= 32-bit Reduced Instruction Set Computing (RISC) processor
= Harvard architecture

= Separated data bus and instruction bus
= Instruction set

= Include the entire Thumb®-1 (16-bit) and Thumb®-2 (16/ 32-bit) instruction sets
= 3-stage + branch speculation pipeline
= Performance efficiency

= 1.25-1.95 DMIPS/MHz (Dhrystone Million Instructions Per Second / MHz)
= Supported Interrupts

= Non-maskable Interrupt (NMI) + 1 to 240 physical interrupts

= 8to 256 interrupt priority levels

Cortex-M4 Processor Overview

= Cortex-M4 Processor
= Introduced in 2010
= Designed with a large variety of highly efficient signal processing features

=  Features extended single-cycle multiply accumulate instructions, optimized SIMD arithmetic, saturating
arithmetic and an optional Floating Point Unit (When is an Cortex-M4F!).

= High Performance Efficiency

= 1.25 DMIPS/MHz (Dhrystone Million Instructions Per Second / MHz) at the order of pWatts / MHz
= Low Power Consumption

= Longer battery life — especially critical in mobile products
= Enhanced Determinism

= The critical tasks and interrupt routines can be served quickly in a known number of cycles

Cortex-M4 Processor Features

= Supports Sleep Modes
= Up to 240 Wake-up Interrupts

= Integrated WFI (Wait For Interrupt) and WFE (Wait For Event) Instructions
and Sleep On Exit capability (to be covered in more detail later)

= Sleep & Deep Sleep Signals
= Qptional Retention Mode with ARM Power Management Kit
= Enhanced Instructions
= Hardware Divide (2-12 Cycles)
= Single-Cycle 16, 32-bit MAC (Multiply and Accumulator), Single-cycle dual

16-bit MAC
= 8, 16-bit SIMD arithmetic
= Debug

= Optional JTAG & Serial-Wire Debug (SWD) Ports
= Up to 8 Breakpoints and 4 Watchpoints
= Memory Protection Unit (MPU)
= Optional 8 region MPU with sub regions and background region
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Cortex-M4 Processor Features

= Cortex-M4 processor is designed to meet the challenges of low dynamic power
constraints while retaining light footprints

= 180 nm ultra low power process =157 uyW/MHz
= 90 nm low power process — 33 uyW/MHz
= 40 nm G process — 8 uyW/MHz

Cortex-M4 Block Diagram

= Processor core

Contains internal registers, the ALU, data path, and some control logic
Registers include sixteen 32-bit registers for both general and special usage

= Processor pipeline stages

Three-stage pipeline: fetch, decode, and execution

Some instructions may take multiple cycles to execute, in which case the
pipeline will be stalled

The pipeline will be flushed if a branch instruction is executed

ARM Cortex-M4 Implementation Data

Faers 180ULL 90LP 40G

(7-track, typical 1.8v, 25C) (7-track, typical 1.2v, 25C) 9-track, typical 0.9v, 25C)
Dynamic Power 157 pW/MHz 33 pW/MHz 8 pW/MHz
Floorplanned Area 0.56 mm?2 0.17 mm? 0.04 mm?2

Embedded ARM Cortex Processors (M4)

Cortex M4

Embedded processor for DSP with FPU (M4F)

1SA Support

DSP Extensions

Floating Point Unit

Pipeline

Performance Efficiency

Performance Effciency With FPU: 127 1.5 1.95 DMIPS/MHz"" 0 ==
Memory Protection ackground region o
Interrupts 0 prysical termupts o
Interrupt rionty Levels o
Wake-up Interrupt Controller =
«
structions and Sleep On Exit capabity P L
E— [B) ]
) Bus Matrix -
ARM Povwer Managemert Kt ma
Code C
Bit Manipulation Integrated Instructons & Bit Banding o 8 Interface peripheral IF| 1]

Debug

Thumb® / Thumb-2

Single cycle
Single cycle du:

Single precision flating point unit

54 compliant

e + branch speculation
3.40 CoreMarkMHz"

Without FPU: 1.25/ 1.5

1.91 DMIPS/MHz™

Optional JTAG & Serial

e D

ebug Ports. Up to 8 Bre

s and 4 Watchpoints.

N D [ D O OB P BN PO

T T e

lagno

= Up to two instructions can be fetched in one transfer (16-bit instructions)

Instruction 1 Fetch Decode Execute

Instruction 2

Instruction 3

Instruction 4

Fetch

Decode Execute
((Becode )((Exeaute ]

>
—>
Time
3-52
'
Nested Vectored Interrupt ( 32.bit AHB slave
Controller (NVIC) Floating Point Unit (optional) Debug access to complete
Single and double precision ‘memory map

Interrupts ——————

64.bit Instruction TCM.

2x32.bit Data TCM
FastonchipSRAM  ———_

32.bit AHB slave interface

DMA Engineaccess o TCM = =
- g -— Data cache (optional)
s e re—
64.it AMBAS AX] masterinterface =
Siow Flash  off-chip instruciion memory |

chip memory ie. DDR / Slow peripherals

10/10/2022 53
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110240 interrupts + NMI

e pue eYE WOL

‘ External Memory System

2x Perf of M4

ETM (optional)
Full instruction and data trace
(ETMv4)

2008 mastr
| corsiom bepuseroneras

-bit AHB master
Low latency on-chip
peripherais

(optional)

Memory Protection Unit
(opti ‘
8or 16 regions

\ Instruction cache ‘

Up to 64kB, WTTWB cache

Michele Magno
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Future Processors: What are you expecting? Where they will be applied?

First CPU based on Arm Helium technology Hlighest sficiency andsmall memory faotpri TrustZone for Armva-M

Energy-efficient and configurable with vector processing capabiliti 32, 64, 128, or 256 unit multiply-accumulate (MAC) engine Ethos-USS microNPU.

Delivers up to 5x DSP performance and up to 15x ML performance* Welght decoder and DMA for on-the-fly weight decomprs

Confgurable
MACengine

Versatile capability for both classical ML and NN inference Tooling avallable for offline optimization

Works with a range of Cortex-M procs
Advanced memory interfaces for fast access to ML data and weights

Cortex!
Arm TrustZone security, accelerating the route to PSA Certified

Cortex-M33 Cortex-M4

Speed toinference Energy efficiency

=1 r

T

B
Faster responses

Keyword
detection
Smaller form-factors

Data throughput

Improved accuracy

Michele Magno ~ 10/10/2022 55
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Michele Magno

New generation of Embedded Processing (MAX78000
example)

101102022 56
3-56

Memory and Parallel are

also important

GreenWave GAP8/9
RISC-V5 Based PULP

Spresense based on 6
cores Cortex-M4F

Ambiqg Apollo 4
Cortex-M4F

= Multi cores and Convolutional Neural

Networks accelerator Making Inference Energy Practically Irrelevant

Clocking

CNN accelerator

Parallel processors

Max ayers

. GAP9

RISCY Smart OMA

Inference.
(to scale)

Spresense main board processing power  (22.65 GOPS 150.8 GOPS ) __toom | External interfaces rosierpigcia
Model name CXD5602PWBMAIN1 Powerefficiency  4.24 mW/GOP 0.33 mW/GOP il L) 3% UART Maxweights
- x PC (His e UP 10 3.5 M weights)
Size 50.0 mm x 20.6 mm " 256 (speed)
Y Apolio 4 o SIMO/OVS 2xSPIM/S. Data memauy. Data
cPU ARM® Cortex®M4F X6 Model name Ambig Apollo 4( blue) L1 80k 128 kB Ol Max input 1023 %1023 manipulation
4xPulse train %210,
cores cPU ARM® Cortox®M4F x 1 cores RAM 512kB 1.5MB se i i mensions (orcamnl,sreamine)
Maximum clock frequency 156 MHz Maximom dock frequency 192.Ma Non Volatie ~ None 2m8 1Wire master sl
SRAM 1.5 MB SRAM Sswe  Eema QSPU/ HyperBus 2x QSPI/OCTO-SPI/HyperBus/SDIO Parallel camera 8<h 105t ADC
- s b T T outp
Flash memory 8 MB Flash mamor oD MAX Frequency D St onpmes -
y
GPIO, SPI, I12C, UART, - Fc 250 400
Digital input / output 125 Digital input / output GPIO, SPI, 12C, UART, 128 TeamionaT mITe MAX78000
Cluster™ 175 400
Analog input 2¢h (0.7 V range) Anlig ol sy oplon Fixed Point B, 16, 32.61 B, 16, 32, 64Dt
GPS(L1-C/A), QZSS(L1- Current Consumption 3 pA/MHz ] Floating Point None 16/16alt/32, 64-bit***
GNSS C/A), GLONASS(L1), Y — TTiE Soundinterface 2 RxcOnly 128 interfaces 3 MaStel/save SAI fll aupiex, 125 and

WAAS, QZSS(L1-S)

Dedicated paralle!

Camera input interface

8-bit CPI (Camera Parallel

Camera nterace 0oy

TDM 4/8/16 ch capable

8-bit CPI, 2-lane CSI-2

Michele Magno ~ 10/10/2022 58
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ARMVvS 64bit

= Premium smartphones
= Enterprise servers

= Home server

= Wireless Infrastructure
= Digital TV

ARM Partnership Model

ARM® CortexeAS?

W@ BARCO SOTA  [J) LJASHLING CoWare

DNP i iginisisroon  SIEMENS NSW =

adoTecl
! @ Ll ey 4‘.

— ’ VIHO crceniiiin, iNNOVEDA. Computex
_—EE YOGITECH ADS .'lblmn.n/lx' ZAWindRwer Sophia

STEPMI
s Ay T % Axis systems
Znsa @ 2 & Axis e 7y
) TOPPAN quown @G coowmen ., o) Aplix
Al M sy emesson 2 EA Ml Aiant

=) Neomas dnterit
€5 womser TOSHIBA Prie:uad Amy

moToRoLA  ADMtek v
ox: & Qs

SYNOPSYS
KOS

émcoNAS PHILPS (B EISE  umac
& o % Charts

. - E T — .
FRMARE SYSTEHS @) T2 L e ug:{g,,,..ﬂ. G perosonc M mterniche  Microsoft
s e zedvo intg) echrologiss, ne
bIOL lthl(: - e xgﬁn\l.nz:o olar
B e 22y AZEDMY
Y g INTERTRUST
[AGGESS === ) "Moo INIERIRVET
(_)Gtowom(s - USSoftware oy comm g = . ERICSSON 2
- S S0NE) 2 corporation
;&D i moji @ siliconwave RESONEXT ‘ rporation |I'Hﬂll
Microsoft: J;’A/‘ g e ©Bluetooth™  symbian @
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Cortex A57 Block Diagram

'ARM Cortex-A57 Block Diagram
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What did you Learn?

Michele Magno

= Variety of possibility for embedded processing

CPU has an instruction set.

= Different architecture according to the bus

According to the architecture we can run more fast or less fast a task

Energy is different than power Possible exam exercise!

= Frequency affect the latency and the energy, as well as the power

ARM processors

101102022 60
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Exams information.

= 2h written exam
= One in February and one in August.
= They will be 3 main parts.

Embedded Systems -

Energy and latency linked with hardware-software interface

Lecture 3. = Real time and scheduling
. = Architecture Synthesis and systems overview.
Hardwa re SOftwa re ArChIteCture and SOftwa re DEV. = Labs will be not explicitly part of the exam but can help to understand better the
Memory’ CIOCk, GPIOs. questions and perform.
© Lothar Thiele = Exercise
Computer Engineering and Networks Laboratory = By the 31.10 home work with some more exercise will be provided as home work.

Michele Magno = By end of year more home work will be given for practice before the exam

D-ITET center for project based learning

ETH

Eidgensssische Technische Hochschule Ziirich
Swiss Federal Institute of Technology Zurich

= Previous years exams are useful for training
Source the Slides or adaptation from: = Especially last year one.

Embedded Systems. P. Marwedel

Where we are ...

Do you Remember ?

1. Introduction to Embedded Systems:

» Variety of possibility for embedded processing (2-Software Development

* CPU has an instruction set.
« Different architecture according to the bus
» According to the architecture we can run more fast or less fast a task
+ Energy is different than power Possible exam exercise!
+ Different architecture for different execution time
* Frequency affect the time and the energy
+ Parallel processing can affect both
* ARM processors
* What we will use as commodity platform for the lab?

Hardware <

5
6
7. Shared Resources
8
9

. Programming Paradigms

| "~5. Embedded Operating Systems

. Real-time Scheduling

. Hardware Components

. Power and Energy ‘

v
\

3. Hardware-Software Interface ¢ ] Tglcltigt(;leorf

“3:\) Hardware-
/ Software




A recent architecture from ARM - CortexM33. Where we are ...

Cortex‘“”—l\/l]33 processor overview 1. Introduction to Embedded Systems;
«|Armv8-M architecture v
' — 2. Software Development
«[Harvard architecture, 3-stage pipeline oo ] bz
" Floating-Point Unit ‘ 1 3. Hardware-Software Interface N
|- Single Instruction Multiple Data /l \\ \
- Memory Protect < _}--4. i i N
Software &: [~ Programming Paradigms “ Hardware-
-2 Memory Protection Units (MPUS ; "+ [ >5. Embedded Operating Systems \')S f
«|Integrated Nested Vectored Interrupt - S N . / o} tWa re
Controller (NVIC) EXEar=a . *6. Real-time Scheduling /
1 il i lost energy efficient 32- -3 \\ Il
« Invasive and non-invasive debug ?’:‘,?jﬂcﬁﬁf%pgwce;:; SiMBinsictons Tszen i = 7. Shared Resources /
m i signal processing EE /
= .-8. Hardware Components g
3 . ;
. - = Hardware < 9. Power and Energy /
« Seamless architecture across all applications Cortex®-M33 Cortex®-M33 N
ETR oo Tovurm ] comn | cwon [ 10- Architecture Synthes's
e 1
4 2
0 5
Binary and tool compatible Highest Performance ok B
re /| IMHz
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Remember: Computer Engineering | Embedded Software Development

Compilation of a C program to machine language program: [ Software Developer J

previous J
"N [soveecoe | (Csmutaor ]
textual representation imulator
<meene et Source Code
of instructions

( Binary | | operating

. Code system
‘ Object: Machine language module ‘ ‘Object' Library routine (machine language) | Com pller L
A
\\\
N
~, . .
“binary representation
‘ Executable: Machine language program | € of instructions and data

= = : : sensors
Debugger ‘ p actuators
micro-
IU

: processor [i RAM
HOST EMBEDDED SYSTEM




Software Development with MSP432 (ES-Lab)

Status LED
RGB

ESD
protection

Micro-B USB
connector

Power, UART, SWD to target

eveesesene
esvoo0sc0m

@rc CE *

Pmod & Arduino
headers

32.768 kHz
crystal

Target Device
STM32U585

User Interface
& Sensors

bottom side

Software Development (ES-Lab)

Software development is nowadays usually done with the support of an IDE
(Integrated Debugger and Editor / Integrated Development Environment)

= edit and build the code
= debug and validate
RTOS |
Libraries |
c lib
.asm .obj
Sl - -
.cmd

Compiler

Standard |
Runtime !
-asm Libraries |

Discovery
kit for loT

linker -map
commands

LDO Debug MCU
L _____\=
host PC

Software Development with MSP432 (ES-Lab)

Status LED
RGB

ESD

Micro-j UsB
connegtor

protection
LDO Debug MCU
S350 28V !é.
host PC

Power, UART/SWD to target

ovoeeooene
. ©evececeom

@rc e

Pmod & Arduino
headers

32.768 kHz
crystal

Target Device
STM32U585

User Interface
& Sensors

bottom side

Software Development (ES-Lab)

the executable output file
that is loaded into flash
memory on the processor

object libraries
that are referenced

in the code
) RTOS
s lib

.asm .obj
m | B ] .OUt
——

.cmd
linker -map
commands

Linker command file that tells the linker
how to allocate memory and to stitch
the object files and libraries together.

object libraries that
contain the operating
system (if any)

assembly
code

Standard
Runtime
Libraries

,/ the connection to the target
(e.g. USB) and the target device

Discovery
kit for loT

e

source code

fleinc

relocatable _—"

object file

report created by the linker describing
where the program and data sections
are located in memory.

target configuration file specifies



Software Development (ES-Lab)

assembly
code

Software Development (ES-Lab)

object libraries obj
that are referenced  con
in the code sys

source code
file in C

relocatable _—"

object file

) Standard
Compiler Run

Linker command file that tells the li

how to allocate memory and to stitch
the object files and libraries together.

int main(void)

/* USER CODE BEGIN 1 */

/* USER CODE END 1 */

7% MCU CONTAQUIAtION= === === = o m s m s m oo e o e e oo

/* Reset of all peripherals, Initializes the Flash interface and the Systick. */

HAL_Init();
/* USER CODE BEGIN Init */
/* USER CODE END Init */

/* Configure the system clock */
SystemClock_Config();

/* Configure the System Power */
SystemPower_Config();

/* USER CODE BEGIN SysInit */

/* USER CODE END SysInit */

/* Initialize all configured peripherals */
MX_GPIO_Init();

MX_USART1_UART_Init();
/* USER CODE BEGIN 2 */

where the program and data sections

are located in memory.

Software Development (ES-Lab)

assembly
code

object libraries
that are referenced
in the code

object librarig
contain the o
system (if an

-13

/* Entry Point */
ENTRY (Reset_Handler)

/* Highest address of the user mode stack */
_estack = ORIGIN(RAM) + LENGTH(RAM);

source code

fleinC

relocatable _—"

object file

Compiler

_Min_Heap_Size = 0x200 ; /* required amount of heap */
/ _Min_Stack_Size = 0x400 ; /* required amount of stack */
/* Memories definition */
MEMORY
{
Libraries RAM (xxw) ORIGIN = 0x20000000, LENGTH = 768K

SRAMA  (xTwW)
FLASH  (1x)
}

ORIGIN = 0x28000000, LENGTH = 16K
ORIGIN = 0x08000000, LENGTH = 2048K

/* Sections */
SECTIONS
{
/* The startup code into "FLASH" Rom type memory */
isr_vector
{
KEEP(*(.isx_vector)) /* Startup code */
) >FLASH

text
{

/* The program code and other data into "FLASH" Rom type memory */

/* end of "RAM" Ram type memory */

Linker command file that tells the linker
how to allocate memory and to stitch
the object files and libraries together.

o~

are located in memory.

report created by the linker describing
where the program and data sections

-15

0x90 <main> push {x7, 1r}
H H H . 0x92 <main+2> add 7, sp, #0@
assembly ObJeCt Ilbranes Obj 0x94 <main+4> bl 0x94 <main+4>
that are referenced conl 0x98 <main+8> bl 0x98 <main+8>
code . 0x9c <main+12> bl 0x9c <main+12>
in the code Syst 0xa0 <main+16> bl 0xa0 <main+16>
0xa4 <main+20> bl 0xa4 <main+20>
0xa8 <main+24> bl 0xa8 <main+24>
0xac <main+28> b.n 0xac <main+28>
oxae <SystemClock_Config> push {x7, 1r}
Standard 0xb@ <SystemClock_Config+2> sub sp, #120
0xb2 <SystemClock_Config+4> add 17, sp, #0
source code Oxb4 <SystemClock_Configt6>  add.w 13, 17, #24
file in (: 0xb8 <SystemClock_Config+10> movs 12, #96
@xba <SystemClock_Config+12> movs rl, #0
oxbc <SystemClock_Config+14> mov 10, 13
Oxbe <SystemClock_Config+16> bl Oxbe <SystemClock_Config+16>
@xc2 <SystemClock_Config+20> mov 3, 17
Oxc4 <SystemClock_Config+22>  movs 12, #0
0xc6 <SystemClock_Config+24> sty r2, [r3, #0
0xc8 <SystemClock_Config+26> str r2, [13, #4
relocatable / @xca <SystemClock_Config+28> str 12, [r3, #8]
. . Oxcc <SystemClock_Config+30> str r2, [r3, #12
object file SENEE oxce <SystemClock_Config+32> str r2, [r3, #16]
oxd@ <SystemClock_Config+34> str 12, [r3, #20]
0xd2 <SystemClock_Config+36> movs 10, #0
. . . 0xd4 <SystemClock_Config+38> bl 0xd4 <SystemClock_Config+38>
Linker command file that tells the lif] o <« oo conrioin  now o5, z0 :
. Oxda <SystemClock_Config+44> cmp 3, #0
hOW to a”ocate memory and to stitg oxdc <SystemClock_Config+46> beq.n  @xe2 <SystemClock_Config+52>
the object ﬁ|es and |ibraries togeth Oxde <SystemClock Config+48> bl oﬁe <SystemC10ck_Config+48>

Storage



Remember...? En

C10 PB7.
4000000
3 Ton

MSP432P401R (Last year lab - ES-Lab)

LFXIN, LFXOUT,

; o HFXIN HFXOUT PIxtoP10x  PJX
Always ON power domain Power switched by nRF51 (VCC, E . | DCOR
l I~ 77 7 lpMesooman ) l l
10DOF IMU | 1] Gapacitve Toucn w0 0.
S ; i | | [L_Cepacitve Touen 0 1
- 3-axis accelerometer PSS
- 3-axis gyro o s I| RTCC woT_A 52?:55, |
RF power i P 1O Ports 110 Ports
5 mzl ifier - 3-axis magnetomy Somer Sopply ek : Real-Time | | atchdog | | gpany |1
- Pressure senso — M Syet ystem Clock Timer i| P1orto Py
DMA anager ysem | 6KB || 7evos 61/0s
8 Channels | |
(== Address -4-t--31---F1i- 11
Bus  |.Data L
- - -== -1 Control
Push | cPu Fpoy
button 1 |
| SRAM
. ’ ROM
: ARM Flash (g':‘c‘ﬂ? (Peripheral | || RsTCTL || svscTL AES256
Cortex-MaF | | river
| = 256KB Mermory) Library) Reset system | | Secunty | | CRC32
| 128KB S4KB Controller || Controller | | S2avRon:
/ 1 0 32k8 cryption
|
SPI/12C/GPIO/PWM I
112C/GPIOI] | | PU !
- WKUp/OW/GPIO I/ ! 1 1 1
45V Power supplies . EEPROM 1| NvIC, sysTiek | | 1 1 1
and battery charger |  charge/vBAT/VCC Expansionipdrt I 1 1 T1 T1 T1 T1 T1
| FPB, DWT 1 L
| | 6USCI_AD,
. TAQ, TA1 A0 6USCI_BO,
2 Comp_E0, , TAT, 180,
USB Dat: : ™, TPIU | v Co’rrr‘|pp_E1 REF_A, TA2,TA3 Timer32 :528:—2; eﬂgg_g;,
ata - A e |_B2,
MUSB port ——— “cru3n ! M Anal Voltage Timer_A eUSCLA3 eUSCI_B3
° " meswo |1 Yo pard Ref 16 B 2x32:bit
| ) SAR AID Comparator || Reference SeoR Timers (UART, e
) . 1 DA SPY) (FC, SP1)
Crazyflie 2.0 system architecture L e
3.17 Gopyight © 2017 Texas Instruments Incor porated 3.18
von Neumann or Harvard ? Why?
'
LEXIN, LFXOUT,
HFXIN_ HFXOUT PlxioP10x  Px
| DCOR
l 777 7 lpwasooman | l J'
1 Capacitive Touch I/0 0,
| Il Capacitive Touch 1/0 1
Pss
PCM cs | rRTcc WDT_A az‘rﬁ‘p :
Power Power ) i 110 Ports 110 Ports
) | nnC::;;r 55;52‘4 chg:km ! Reg\g&:“e Wanv:‘:rog SGRIQBM : P1to P10 PJ
DMA ) || 7ves 610s
8 Channels . '
== i} Storage
4 sus | [ Data 1
[ Control .
' . R t SRAM / DR lash
! | | SRAM ROM egls ers AM F as
: ARM n Flash (g:‘c“&? (Peripheral | || RsTCTL || svscTL AES256
Cortex-M4F | Driver
1 (8 B 256KB i) Library) Reset System Ef;‘;‘;’:"gn CrO32
| i 128KB oS . Contoller || Conrollr | | Geaeon
| | 32KB
\ MPU |
! 1 Q1 1
1| NVIG, SysTick | | 1 1 1 1
! ! | 1 D I N N N O D O B
| FPB, DWT | 2 o 3
I | eUSCI_AO i
TAQ, TA1 LAO. 6USCI_BO,
Pr Cor ) TAL, |_BO,
! 1™, TPIU 1 " ou’r‘v‘u%EE%' REF_A, TA2.TA3 Tmers2 eyl eUSCIB1, SPENSAL fe
! 1 - eUSCLA3 eUsC! B2,
| 1 Msps, Analog Voltage Timer_A 2% 3260 . eUSCL_B3
| | sme swe | SAR AD Comparator ||| Reference 5'60‘3“ Timers (UART, N
) R VoA 5 (c. sP1)
———

Copyright ®2017 Texas Instruments Incorporated 3-19 3-20



Memory Hierarchies and persistent and volatile

memory

= Processor registers can be seen as the fastest level in the memory hierarchy, with only a

limited capacity of at most a few hundred words.

= The working memory (or main memory) of computer systems implements the storage
implied by processor memory addresses. Usually it has a capacity between a few megabytes

and some gigabytes and is volatile.

Processor

= Hard drive or Flash
= Persistent

Latency

\/

Main Memory

Hard Drive or Flash

capaCIty zI{B! WIB! GB! IB; 3-2

Dynamic Random Access (DRAM)

Single bit is stored as a charge in a capacitor

= Bit cell loses charge when read, bit cell drains
over time

= Slower access than with SRAM due to small
storage capacity in comparison to capacity of
bit-line.

= Higher density than SRAM (1 vs. 6 transistors
per bit)

DRAMs require periodic refresh of charge
= Performed by the memory controller
= Refresh interval is tens of ms
= DRAM is unavailable during refresh

(RAS/CAS = row/column address select)

For reading and writing
row enable

___|
_l_\%/

capacitor

:

CAS

bit-cell array
2" row x 2™-col

(n=m to minmize
overall latency)

Jor

m
—+——sense amp and mux/

}
A DRAM die comprises
of multiple such arrays

3-23

Static Random Access Memory (SRAM)

= Single bit is stored in a bi-stable circuit
Static Random Access Memory is used for

= caches
= register file within the processor core

= small but fast memories
= Read:

1. Pre-charge all bit-lines to average voltage

2. decode address (n+m bits)

3. select row of cells using 2" single-bit word lines (WL)

4. selected bit-cells drive all bit-lines BL (2™ pairs)

5. sense difference between bit-line pairs and read out
= Write:

= select row and overwrite bit-lines using strong signals

DRAM - Typical Access Process

W
Vad
-

BL

(

bit-cell array
2" row x 2™-col

n=m to minmize
overall latency)

m 2m diff pairs
1

3-22

1. Bus Transmission

DRAM

Column Decoder

Data In/Out Sense Amps |
Buffers
MEMORY ... Bit Lines... CPU BUS

|55

CPU BUS | CONTROLLER |—{

Memory

Array

Row Decoder
Word Lines

—>

MEMORY
CONTROLLER

2. Precharge and Row Access

DRAM

Column Decoder

Data In/Out Sense Amps
Buffers

w th

Memory
Array

.| Word Lines §.

Row Decoder




DRAM - Typical Access Process

3. Column Access

» Column Decoder

DRAM

4. Data Transfer and Bus Transmission

» Column Decoder

DRAM

Data In/Out Sense Amps | Data In/Out Sense Amps |
Buffers TT— i u:‘_—B/t Li
[T-- Bit Lines... MEMORY ... Bit Lines...
cPU BUS COP:-E:;SEEER: - 2 BUS | CONTROLLER N
§ = § g Memor
s Memory gl 3 Arrayy
g E Array g i
e =
3-25
NAND and NOR Flash Memory
NAND NOR
Bit line
= Word line _Contacl
Word line | =
Cell =
Array uEE p s
& Unit Cell
Size B UnitCell
Source line B Sourcelmﬁ
Cross- B EH (R
section | H | |
- o e -
Small Cell Size, High Density Fast random access
Features Low Power
= Mass Storage = Code Storage

Flash Memory

Programming via hot electron injection

Electrically modifiable, non-volatile storage

Principle of operation:

= Transistor with a second “floating” gate
= Floating gate can trap electrons
= This results in a detectable change in

threshold voltage

Erasing
to logical “1”

ov
Openﬁ

“Quantum tunneling”
Drains charge from FG

Programming (=writing)
to logical “0”

I +12V

Reading
drain-source resistance

+5V .
+ \
I \
I ~ e gate
M -|:|G-“D v v oase
erased Viead programmed

Turn on low Vt or High Vt?

“Hot-electron injection”
traps charge in FG

Detect I, to read 0 or 1

3-26
Example: Reading out NAND Flash
Selected word-line (WL) : Target voltage (Viarget)
Unselected word-lines : Vread is high enough to have a low resistance in all
v transistors in this row
|
SSL t t 1 Vrea
ke
Unselected WLs m‘] “:] “:] "““: drain-source resistance
Selected WL ::a ::g ::g Vtarﬂet e
u._! -u.]: |||.! vread \
Unselected WLs ::g ::g ::g i \.\_ |l e gate
i e oy Vo o Ve o VOltage
::h :::] ::h 'Itd: erase target programme
GSL :a :a :a Vread
= oV
3-28



Storage
Memory Map

3-29
o
Example: Memory Map in MSP432
OXFFFF_FFFF
Memory map: Oebugrace
0xE000_0000
OXDFFF_FFFF Hexa 0 1 2 3 4 5 6 7
N Unused Binary 0000 0001 0010 0011 0100 0101 0110 0111
hexadecimal 0xC000_0000
representation OXBFFF_FFFF Hexa 8 9 A B c D E E
H U d
gfa 32 bit ) 000 0000 e Binary 1000 1001 1010 1011 1100 1101 1110 1111
‘nary .nljlm er; \ Ox9FFF_FFFF
each digit Unused
corresponds 0x8000_0000
to 4 bit OXTFFF_FFFF
Unused
0x6000_0000
OX5FFF_FFFF 3FFF FFFF -
00111111...1111 Perphersls
\ 0x4000_0000 OXZOO 000 +
00100000.... 0000 s\mpFF_FFFF / 1
SRAM
diff. =0001 1111 .... 1111 —» 0x2000_0000
22 different addresses OX1FFF_FFFF
capacity = 229 Byte = e
512 MByte 0x0000_0000 3.31

Example: Memory Map in MSP432
(Example MCU last year ES-Lab)

Available memory:

= The processor used in the lab (MSP432P401R) has built in 256kB flash memory,

64kB SRAM and 32kB ROM (Read Only Memory).

Address space:

= The processor uses 32 bit addresses as all the ARM Cortex-M Microcontrollers.
Therefore, the addressable memory space is 4 GByte (= 232 Byte) as each memory
location corresponds to 1 Byte (for other ARM cortex-M4 usually is used 32 bits) .

= The address space is used to address the memories (reading and writing), to
address the peripheral units, and to have access to debug and trace information
(memory mapped microarchitecture).

= The address space is partitioned into zones, each one with a dedicated use. The

following is a simplified description to introduce the basic concepts.

Example: Memory Map in MSP432
(Example MCU last year ES-Lab)

OXFFFF_FFFF

Memory map:

0xEO000_0000

OxDFFF_FFFF

hexadecimal 0xC000_0000

representation OXBFFF_FFFF
of a 32 bit

. 0xA000_0000

:Iar:j\r(yj ir;l:[mber; \ Ox9FFF_FFFF

corresponds 0x8000_0000

to 4 bit OX7FFF_FFFF

00111111...1111
00100000 .... 0000

0x6000_0000

OXSFFF_FFFF

\ 0x4000_0000
OX3FFF_FFFF

diff. =00011111.... 1111 —

2% different addresses
capacity = 22° Byte =
512 MByte

0x2000_0000

Ox1FFF_FFFF
I 0x0000_0000

Debug/Trace
Peripherals

Unused

Unused

Unused

Unused

ADDRESS RANGE PERIPHERAL
0x4000_0000 to 0x4000_03FF Timer_AQ
0x4000_0400 to 0x4000_07FF Timer_A1
0x4000_0800 to 0x4000_0BFF Timer_A2
0x4000_0CO00 to 0x4000_0FFF Timer_A3
0x4000_1000 to 0x4000_13FF eUSCI_AD
0x4000_1400 to 0x4000_17FF eUSCI_A1
0x4000_1800 to 0x4000_1BFF eUSCI_A2
0x4000_1C00 to 0x4000_1FFF eUSCI_A3

oee
0x4000_4400 to 0x4000_47FF RTC_C
0x4000_4800 to 0x4000_4BFF WDT_A
0x4000_4C00 to 0x4000_4FFF Port Module

Peripherals

SRAM

Table 6-21. Port Registers (Base Address: 0x4000_4C00)

Code

REGISTER NAME ACRONYM | OFFSET from base address|
Port 1 Input P1IN 000h
Port 2 Input P2IN 001h
Port 1 Output P1OUT 002h
Port 2 Output P20UT 003h
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Example: Memory Map in MSP432
(Example MCU last year ES-Lab)

Memory map:

hexadecimal
representation
of a 32 bit

each digit
corresponds
to 4 bit

00111111.... 1111\

OXFFFF_FFFF

0XE000_0000
OXDFFF_FFFF

0xC000_0000
OXBFFF_FFFF

0xA000_0000

binary number; [ OxoFFF_FFFF

0x8000_0000
OXTFFF_FFFF

0x6000_0000
OXSFFF_FFFF

0x4000_0000

00100000.... 0000 \MFFF;FFF

diff. =0001 1111 .... 1111 —»
22 different addresses
capacity = 22° Byte =

512 MByte

0x2000_0000
OX1FFF_FFFF

0x0000_0000

Debug/Trace
Peripherals

Unused

Unused

Unused

Unused

Peripherals

SRAM

Table 6-21. Port Registers (Base Address: 0x4000_4C00)
REGISTER NAME ACRONYM | OFFSET
Port 1 Input P1IN 000h
Port 2 Input P2IN 001h
f Port 1 Output P1OUT 002h
Port 2 Output P2OUT 003h

Schematic of LaunchPad as used in the Lab:

P1.A_| FN1 4
P11 _BUTTONT 1+
P1.2_BCI IIART _PXN L5}

LED1 is connected to Port 1, Pin 0

How do we toggle LED1 in a C program?

Example: Memory Map in MSP432
(Example MCU last year ES-Lab)

Example: Memory Map in MSP432
(Example MCU last year ES-Lab)

Memory map:

hexadecimal
representation
of a 32 bit

each digit
corresponds
to 4 bit

00100000....0000

OXFFFF_FFFF

0xE000_0000
OXDFFF_FFFF

0xC000_0000
OXBFFF_FFFF

0xA000_0000

binary number; [ OxoFFF_FFFF

0x8000_0000
OXTFFF_FFFF

0x6000_0000
OXSFFF_FFFF

OX3FFF_FFFF

00111111.... 1111\ 00, 0000
N\

\

diff. =0001 1111 .... 1111 —
22 different addresses
capacity = 2%° Byte =

N\

0x2000_0000
Ox1FFF_FFFF

512 MByte

0x0000_0000

Debug/Trace
Peripherals

Unused

Unused

Many necessary elements are missing in the
sketch below, in particular the configuration of
the port (input or output, pull up or pull down
resistors for input, drive strength for output).

See lab session.

Unused

Unused

Peripherals

SRAM

Code

//declare plout as a pointer to an 8Bit integer

volatile uint8_t*

//P1OUT should point to Port 1 where LEDl is connected

plout = (uint8_t*)

//Toggle Bit 0 (Signal to which LED1 is connected)
*plout = *plout ~ 0x01;

/7
~ ¢ XOR

Example: Memory Map in MSP432
(Example MCU last year ES-Lab)

Memory map:

hexadecimal
representation
of a 32 bit

each digit
corresponds
to 4 bit

00111111.... 1111\

OXFFFF_FFFF

0xE000_0000
OXDFFF_FFFF

0xC000_0000
OXBFFF_FFFF

0xA000_0000

binary number; [ OxoFFF_FFFF

0x8000_0000
OXTFFF_FFFF

0x6000_0000
OX5FFF_FFFF

0x4000_0000

00100000 .... 0000 \MFFF_FFFF

diff. =0001 1111 .... 1111 —»
2% different addresses
capacity = 22° Byte =

512 MByte

0x2000_0000

Ox1FFF_FFFF
I 0x0000_0000

Debug/Trace
Peripherals

Unused

Unused

Unused

Unused

Peripherals

SRAM

Code

OXIFFF_FFFF 0x003F_FFFF
Reserved
0x0210_0000
) Reserved
ROM Region
0x0200_0000
Reserved
0x0110_0000 0x0020_4000 -
= Information Memory
SRAM Region 0x0020_0000
0x0100_0000
Reserved
Reserved 0x0004_0000
Main Memory
0x0040_0000 0x0000_0000
Flash Memory
Region
0x0000_0000

Ox3FFFF address difference = 4 * 216 different addresses —
256 kByte maximal data capacity for Flash Main Memory

Used for program, data and non-volatile configuration.
3-35

Memory map:

hexadecimal
representation
of a 32 bit

each digit
corresponds
to 4 bit

00111111.... 1111\

00100000 .... 0000

OXFFFF_FFFF

0xE000_0000
OXDFFF_FFFF

0xC000_0000
OXBFFF_FFFF

0xA000_0000

binary number; ~—__ OXOFFF FFFF

0x8000_0000
OXTFFF_FFFF

0x6000_0000
OXSFFF_FFFF

0x4000_0000
OX3FFF_FFFF

diff. =0001 1111 .... 1111 —
2% different addresses
capacity = 22° Byte =

512 MByte

0x2000_0000

Ox1FFF_FFFF
I 0x0000_0000

Debug/Trace
Peripherals

Unused

Unused

Unused

Unused

Peripherals

SRAM

0x1FFF_FFFF
Reserved
0x0210_0000
ROM Region
0x0200_0000
Reserved
0x0110_0000
SRAM Region
0x0100_0000
Reserved
0x0040_0000
Flash Memory
Region
0x0000_0000

Ox010F_FFFF

0x0101_0000

0x0100_0000

Reserved

SRAM Region

-34

* Ox FFFF address difference = 216 different addresses —
64 kByte maximal data capacity for SRAM Region

* Used for program and data.




CPU Internal Registers

MOB - Memory Data Bus Memory Adcress Bus - MAB

>

18 0
Program Counter (PC) < ——{[FomC rrogram Comer Jo|
Points to the next instruction to be executed . N o ="
;‘h :;7 wl)nw " 4 o R2ISRICG1 Status —>
! 008 nain 8 Program Counter Bits 15 to 1 ] 0 | o2 consian erar |3
; f— Tl m—
. [ cewarumse |
: Stack Pointer (SP) I
4 d 17, sp, #0 Store the return addresses of subroutine calls and interrupts
: d : r’f #24 P! K re  ceneralpupese |0
: :; lr: K re  GeneralPumese |1
b »:i emClock_Config+16: 15 4 o R0 GeneralPumese |1
20 I| Stack Pointer Bits 15 to 1 I 0 | N T e
r 12, (13, #4 K R General Pumese |1
r o ox2, (3, 12 . K———R12  Genera Pupase ||
omm Status Register (SR) e
:\fm“wwm(m contigs Source or destination register [R5 GeneaiPupmse |2
13, 10 15 9 8 7 0 NN HE
13, #0 Zero.Z =
poe ii“:ﬁiiiii‘ill?;( I| st | v | SCG1 I $CGO |gi§|g';ﬁ | GIE| N |Z|° | é"'.?“.fﬁ v 16-bitALU L
RS v
w-0
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General Purpose Registers
] Genera|_Pu rpose Registers: MDB —Nemory Data Bus  Memory Addross Bus - MAB
= The general-purpose registers are adequate to store ROPC Progran Gourer [o—=>)
data registers, address pointers, or index values and RiSP Stck Ponr__[(}—)
can be accessed with byte or word instructions. < EETETTN s
= Used to execute arithmetical operations or to T =
read/write memory. e
¢ re Generaipupose )
R7  General Pupose ||
Re Gonoral Pupose |
$ MR10_Genera Pumose |
RI1_Gonora Puposs )
R12 General Pupose | ——>|
RI3  General Pupose | ——>|
M1 Generapupose |
e
* Zero,Z =
Ovson, v meLk
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Dedicated Registers

Dedicated Registers:
= Program Counter (PC):

= Points to the next instruction to be read from memory and executed by the CPU.

= Stack Pointer (SP):

= stack can be used by user to store data for later use (instructions: store by PUSH, retrieve

by POP);

= can be used by user or by compiler for subroutine parameters (PUSH, POP in calling
routine; addressed via offset calculation on stack pointer (SP) in called subroutine);

= used by subroutine calls to store the program counter value for return at subroutine's end

(RET).
= Status Register (SR):

= Stores status, control bits and system flags, updated automatically by the CPU.

Example of MCU Architecture

:
!

Ciforord

Dipzp|

AN xoUT DVee  DVeg l P PE
[ L 1]
eone Fson| | 2keram [ apciz || oaciz 1 Pt 12| | v Pt 3| (v Pt 6
16 108, 16 108 16 10s
4OKE Flashl | 2KE RAM 12-Bit 12t with |
8 Channels [ | 2 Channeg Inksmupt
H2KE Fiash| | 1KE RAM (< 10us Corw  viltags kG!Dﬂlﬂl"g' M )
MCLK
CPU 1 [1 [ ] [ ]
Mg,
MAB, 16-El 3\ L] —
F
MCE
MDE, 16 Bus MDE, & Bit
Og= '
7 LT JJf H TT TT
™ Herdware 3
oA Tme_s2 (I | POR P USARTD [ USARTY |
TeK Wulipler o FoR [romeerstcf ] [ L1
36cPeg Bt UART ode [UART Mods
ToeTOLK E ] [ e e 3 Channe SPiMod | | £FI Mode
TOOTDI N 12C Mode

17102022 40
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Clocks

# Fast Clocks
¢ Low-power
¢ Accurate

¢ Failsafe

¢ Cheap

CPU, Communications, Burst Processing
RTC, Remote, Battery, Energy Harvesting
Stable over %V, Communications, RTC, Sensors
Robust—keeps system running in case of failure

... goes without saying ...

... or some combination of these features?

STM32U5- Block Diagram (ES-LAB)

Mchele Magno ~ 17/10/2022 41
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Parallel interface

19 timers including:
2 x 16-bit advanced
motor control timers
4 x ULP timers
5 x 16-bit timers
4 x 32-bit timers

1/0s
Touch-sensing controller

Camera Interface

USB2.0 OTG_FS, UCPD,
2 x SD/SDIO/MMC, 3 x SPI,
4 x FC, 1x CAN FD,

2

Mchele Magno ~ 17/10/2022 4B
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Is there a single clock in an embedded system?

—» WDOG clock

—»LETIMER clock

—»LCD clock

Oscillators

—» Peripheral A clock

I—» Peripheral B clock

—» Peripheral C clock

Clock |3 Peripheral D clock
Management
Unit L3 CPU clock

P = Viieak

JATATTTUTTmm

Dynamic power
consumption

Power due to short- Power due to leakag

circuit current during ~current
& transition

s

But execution time of a task at parity
of architecture is function of frequency

U

Trade-off energy vs latency
especially in real time constrain

STM32U5: Reset and Clock Controller. (ES-LAB)

Six internal clock sources

High-speed internal 16 MHz RC
oscillator (HSI16)

Multi-speed internal RC oscillators for
system clock and for peripherals
kernel clock (MSIS and MSIK)
Low-speed internal 32 kHz RC
oscillator (LSI)

High-speed internal 48 MHz RC
oscillator (HS148)

Secure high-speed 48 MHz RC
oscillator (SHSI) dedicated to SAES

Two external oscillators

High-speed external 4 to 50 MHz
oscillator (HSE) with clock security
system

Low-speed external 32.768 kHz
oscillator (LSE) with clock security
system

Three PLL, each with 3
independent outputs

A phase-locked loop or phase lock loop
(PLL) is a control system that generates
an output signal whose phase is related to
the phase of an input signal.

Mchele Magno  17/10/2022 44
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STL32F4: Simplify Clocks Tree

HSI16

To other PLL

MsIs

i PLL3SRC

HSE

PLL1SRC

i PLL2SRC

HCLK

EYSCLK
pll1_r_ck

160MHz Max)

plI3_p_ck
pli3_r_ck
pli2_p_ck
pli2_r_ck

pll1_p_ck
pli1_q_ck
pl_r_ck

Clock
Generat
ors

Advanced High-performance Bus (AHB)

To CPU, DMA, memories,

AHB PRESCALER

Available in VBAT and
all low-power modes
e in all modes

= %

APB2 PRESCALER

AHB peripherals

APB3 PRESCALER

Real time clock

(160MHz Max) -
ITo APB1 peripherals
APB =
160MHz M:;
( 2 Max) ITo APB2 peripherals Advanced
PCLK3 Peripherals
| (160MHz Max) ITo APB3 peripherals Bus
T
Available in
Stop 0/1/2 modes
Mohele Magno ~ 17/10/2022 45
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Lets see what is out of the MCU! General purpose In/Out pins GPIOs

Mchele Magno ~ 17/10/2022 47
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Comparison MSI vs HSI

MSI (100 kHz to 48 MHz)

Accuracy

(typ.)

Consumption

(typ.)

Startup time
(typ.)

L&y

augmented

MSI mode (w/o LSE) PLL mode (w/ 3 kHz LSE)

Over [0-85C]: +/-1.55 %
Over [1.62-3.6V]: +0.8/-4.5%
100 kHz 0.6 pA
800 kHz 1.9 pA
1MHz :| 4.7 pA
8 MHz :|18.5 pA
16 MHz : | 62 pA
48 MHz : | 155 pA
100 kHz 10 ps
48 MHz :| 2.5us

Average accuracy = LSE
accuracy
Jitter < 0.25%

Over [0-85 CJ:

150 pA
5% final frequency : 0.5 ms
1% final frequency : 1.5 ms 1 us
max

General Purpose Input Out (GPIO): Theory

+/-0.8 %

Over [1.62-3.6 V]: +0.1/-0.2 %

Each MCU pin can be used as a General Purpose digital input or

output.

General-purpose 1/Os (GPIO)

RM0351

Figure 25 shows the input configuration of the I/O port bit.

up/pull down

ations

Figure 25. Input floating/p

Bit setireset registers

Read/write

TTL Schmitt
trigger

5
g
g
2

Output data register

VDDIOx /DDIOX

10 pin

MS31477V1

Mchele Magno ~ 17/10/2022 46
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General Purpose Input Out (GPIO)

= Are used to control single pin devices (LEDS, Buttons, etc)

= First Hello World

= Are physically connected to other devices.

= Can have several functions

LED2 schematic and MCU connection

LED2

Michele Magno 17/10/2022 49
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R20 Lp2y {LED
- ”ﬁ?fﬁﬁ[)
330R GREEN

GPIO operating modes

= |nput mode
= Floating

= |nput wit pull-up/down

= Analog input mode
= Qutput mode
= Push-pull, open drain

Inside GPIOs

Vee Vec
A0KLL PuH up vesistor )
‘\—l pull down resistor
(3) 40K
GND GND

Mchele Magno  17/10/2022
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= Each pin is independent

= Ports (out) and Pins (in) are different!!!

RDx
L a
S

B o
[P} < et =
5. <
w Q3

sLesp : x

WD WRITE DDRx
PUD, PULLUP DISASLE RDx: READ DDRx.
SLEEP:  SLEEP CONTROL WP WRITE PORTx
e, IO CLOCK R READ POR T REGISTER
= R READ PORTY PIN

Mchele Magno  17/10/2022
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RESET BUTTON

Close
SB2 RI9

STMNIST > { &

I=1 ]

= %)

GND GND  GND

SW.PUSH-CMS_BLACK

100nF should be place elos

MCL
10pF and 1K should be pla @ 1o the button

USER & WAKE-UP Button )

Close
SBY R4

BUTTON EXTITT b &

C36 37
1000 10pt
SW.PUSH.CMS_BLUE

GND GND  GND

100aF should be place close 10 the MCU
10pF and 1K should be place close to the button

Michele Magno 17/10/2022 53
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UM2839 section 7.1
.
[ o oo | e | Comen |
NRST B2 Black RST System reset
- B1 Black BT_RST Bluetooth® module reset
PC13 B3 Blue USER User button
B 03 ‘Bicolor (red and green) COM BiinKing wWhen flasning o debugging
Red when the current is upper than
- LD4 Red STLK_OVC 500 mA.
PHT Lo7 Green Lo7 User LED lights up when PH7 is set to 0.
PHE LD6 Red LD6 User LED lights up when PHE is set to 0.
- LD5 Green PWR Available 5V
a .
PE12 o2 Blue ARD ARDUINO® LED lights up when PE13 is
setto 1
- L Green 5V_USB Available VBUS_C
Mchele Magno ~ 17/10/2022 55
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UM2839 User manual (ES-LAB)

Figure 3. B-U585-I0T02A Discovery kit layout (top view)

Blustooth® module
STMIZWBSMMG

Bluetooth® module
dobugging connector
(CNS)

Blustooth® module
power sélection (SW3)

Camera connector
(CN7)

Light sensor ~ Time-of fight

VEMLG030 sensor
i VL53L5
()

What did you Learn?

UserLEDs
(LDB, LD7)

User bution
(®3)

&7 §

MB15S1C

power
LED (LDS)

TAG connector
(CN10)

STLINK-VIE
SB port
(CN8)

Mchele Magno

= Compilation and deploying code on an embedded system

= Memory is crucial for MCU

What are the registers for data but also for instructions

Different type and architecture.

= Many clocksin a small device

Frequency, latency, energy tradeoffs

External world

GPIO

17/102022 54
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Embedded Systems

Lecture 4.
Hardware Software Architecture.

Interrupts and Serial interfaces.
© Lothar Thiele

Computer Engineering and Networks Laboratory

Michele Magno
D-ITET center for project based learning

ETH

Eidgensssische Technische Hochschule Ziirich
Swiss Federal Institute of Technology Zurich

Do you Remember ?

* Memory
+ SRAM, DRAM, Flash
» Addresses and value
* Memory map

+ Clocks
* Many clocks
* Flexibility

» Energy and latency
* GPIO first peripherals going out.

Credits: Philipp Mayer, Francesco Conti.

Where we are ...

Software .| )
775, Embedded Operating Systems
. 6. Real-time Scheduling

Hardware <

#0%
A 3. Hardware-Software Interface <:

--8. Hardware Components

].10. Architecture Synthesis and

1. Introduction to Embedded Systems:
Software Development

-4. Programming Paradigms

7. Shared Resources

9. Power and Energy

i Till end of
p—

“ Hardware-
/ Software

i
/

System Integration

Remember ...

?

Always ON

power domain

Power switched by nRF51 (VCC

10DOF IMU

h

- 3-axis gyro

RF power - 3-axis magnetom

- 3-axis accelerometer

bitcraze se

amplifier - Pressure sensof
Push
button Motqgr driver

SPI/12C/GPIO/PWM / |

y s

i WKup/OW/GPIO
5V Power supplies . EEPROM
and battery charger Charge/VBAT/VCC Expansion port

us|
MUSB port to

B Data
STM32

Crazyflie 2.0 system architecture



MSP432P401R (Last year lab - ES-Lab)

LFXIN, LFXOUT,
HFXIN HFXOUT

P1.xto P10.x Pdx

| DCOR
T1  Pwesooman |
|| capaciive Touen w0 o,
Capacitive Touch /0 1
PeM Pss cs RTC_C wora | | Becw |l
Power Power - - Memory (11 o ports 10 Ports
Control Supply Clock Real-Time | | atchdog | | gpany |1
DMA — Manager System Syt Clock Timer 6KB : Pilo P10 o
8 Channels | | |
Address “1T-ftF--11---F1i- 11
Bus Data 1
r———-=- ol Control
| cPU | Logic
! | SRAM
| (includes ROM AES256
| o ARN’IA ar | Flash Backup (Pg\ﬂp‘::m\ RSTCTL SYSCTL
rex- Memory) Secuity CcRC32
| = e o) | f| et | e | | enoten
| | 64KB e Decryption
| | 32KB
| MPU |
! l
1| nvic, sysTick | | 1 1 i
! . 1111 11 T 11 11
| FPB, DWT | n
! | eUSCI_AD,
TAQ, TA1 - 6USCI_BO,
Precision Comp_EO, 4 ; Timer32 eUSCI_A1, "Rl
: ™, TPIU | AD0 Comp E1 REF_A, TA2,TA3 sara 2328:'3;
| eUSCI_A3 ey
| | 1 Msps, Analog R‘/f"age “EEQ_IA 2 x32-bit eUSCI_B3
| | The swo | SAR AID Comparator eference i Timers (UART,

§CCR

IDA, SPI)

Gopyright © 2017 Texas Instruments Incorporated

MSP432P401R (Last year lab - ES-Lab)

(FC, SPI)

LFXIN, LFXOUT,

HFXIN HFXOUT

P1.x10 P10.x

PJx

| DGOR
# LPM3.5 Domain 1
Capacitive Touch I/0 0,
Il Capacitive Touch 1/0 1
PSS I
peM cs RTC_C WDT_A pacap
- E emory [
Power Power 110 Ports 140 Ports
Control Supply Clock Real-Time | | Watchdog sram |!
System Clock Timer P1to P10 PJ
DMA ) | Manager System KB : 781/0s 610s
8 Channels |
A oo -3 --11- 17
Bus Data 1
[—————= ll Control
| CPU | Logic
! | SRAM
| o)) (includes ROM AES256
1 Oorth:MF | Flash Backup (Pgﬂr%h;ra\ RSTCTL SYSCTL
tex- Memory) Security CRC32
| M s Horeo (N ot || comroter | | Enepton.
| | 64KB. Decryption
| | 32KB 32KB
| MPU |
| NVIC, SysTick 1 1 1 1
' | ) I N N N A T —
| FPB, DWT | L = 2 2 2
| eUSCI_AD,
| ! Precision Comp_EO, TTAAUZ ﬁ;v Timera2 eUSCIAT,
™, TPIU | ADC Comp_E1 REF_A, 3 eUSCI_A2, oo
! ! Voltage Timer_A eUSGILA3 ZUSCr53
| JTAG, SWD | 1 Msps, Analog i g e 2x32-bit N
| 3 SAR AID Comparator teference 5GCR Timers (UART, 7C, SPI)
& 1 IDA, SPI) c,

Gopyright ©2017 Texas Instruments Incorporated

Today class will focus on

= |nterrupts

= |nput/ Output
= Serial communication
= SPI
= |2C
= UART

= Link with the lab board

Interrupts




Typical application profile with Embedded systems

*Application phases:

Tperiod
IRQ
INACTIVE

Tperiod

ACTIV

OFF — power is not applied to MCU

STARTUP INITIALIZATION — MCU performs configuration (peripherals, clocks, ...)

Tperiod

« INACTIVE —MCU is in low power mode to reduce power consumption

« ACTIVE — MCU is in normal mode and performs tasks

Waiting for an Event: Family Vacation

IRQ
TASKS
INACTIVE INACTIV
| E
Ti

ime

Are
Are
Avre
Avre
Are
Avre

Polling
we there yet?
we there yet?
we there yet?
we there yet?
we there yet?
we there yet?

An engineering example...

Mchele Magno

17/10/2022 11
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‘Interrupt’ Defined

From Wikipedia:

A hardware interrupt is an electronic alerting signal sent to
the processor from an external device, either a part of the
[device, such as an internal peripheral] or an external
peripheral.

Waiting for an Event: Family Vacation

Are
Are
Are
Are
Are
Are

Polling
we there
we there
we there
we there
we there
we there

Interrupts
Yet? Wake me up when we get there...
yet?
Ye‘t?
yet?
yet?
\[e‘t?

An engineering example...

Mchele Magno  17/10/2022 12
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Interrupts Help Support Ultra Low Power

Current

ing

/

< Gate Time » =«

Lots of sleep time

(Sleep Time)LPM3) >

¢ Keep CPU asleep (i.e. in Low Power Mode) while
waiting for event

¢ |Interrupt ‘wakes up’ CPU when it’s required

« Another way to look at it is that interrupts
often cause a program state change

¢ Often, work can be done by peripherals, letting
CPU stayin low power mode (e.g. Gate Time)

1/Scan Rate

A4

Interrupts

17/10/2022 13
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> Mchele Magno

A way to respond to an external event (i.e., flag being set)
without polling

How it works:

H/W senses flag being set

Automatically transfers control to s/w that “services” the
interrupt

When done, H/W returns control to wherever it left off

Advantages:

Transparent to user
cleaner code
pC doesn’t waste time polling

L—» Interrupt Request

Mchele Magno ~ 17/10/2022 15
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Waiting for an Event:

Button Push

o)

Polling

while (1) {
// Polling GPIO button

while
(GPIO_getInputPinValue () ==1)

GPIO_toggleOutputOnPin ()

Interrupts

// GPIO button interrupt
#Iterrupt servise routine
(void) {
GPIO_ toggleOutputOnPin();

__interrupt void rx

g }

>0.1% CPU Load

How do interrupts work?

How interrupts can affect system design...

Michele Magro

Interrupt

Clear interrupt

Peripheral

Peripheral

Peripheral

Peripheral

Ll

17102022 "

3-14

Credits: Networked Embedded

Systems
Sachin Katti

=> Peripheral P sends int X
€ ACKP’sint X O Execute P’s X handler

€ ACKP'sintX

Interrupt

controller

ARM Cortex-M Has
a separate controller for interrupts! WHY?

Michele Magno

17110/2022 16
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Foreground / Background Scheduling

Foreground / Background (States)

hile (1) {

* background

or
* Low Power Mode
*}

The interrupt has a latency cost as everything

-System Initialization

ISR1

ISR2

ISR2

main()

# The beginning part of main() is usually dedicated to setting up your system Foregrour?d .
-Background (higher priority)
® Most systems have an endless loop that runs ‘forever’ in the background
¢ In this case, ‘Background’ implies that it runs at a lower priority than
‘Foreground’
¢ In microcontrollers, the background loop often contains a Low Power Mode Back d ;
command — this sleeps the CPU/System until an interrupt event wakes it up ackgroun main()
(lower priority)
«Foreground
# Interrupt Service Routine (ISR) runs in response to enabled hardware
interrupt
& These events may change modes in Background —such as waking the CPU out
of low-power mode
# ISR’s, by default, are not interruptible
# Some processing may be done in ISR, but it’s usually best to keep them short

Mchele Magno  17/10/2022 17
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Foreground
(higher priority)

Background

TIRQ

TRETI

main()

ISR1

ISR2

ISR2

main()

(lower priority)

-19

Mchele Magno ~ 17/10/2022 18

ARM Cortex-Mx / Nested Vector Interrupt Controller

The NVIC includes the foIIowing features:

Alarge number of maskable interrupt channels

Several programmable priority levels (4 bits of
interrupt priority are used)

Pow-latency exception and interrupt handling (12
Cycles, can change with architecture!!!)

Power management control
Implementation of system control registers

Peripheral

Peripherals

NMI
&

IRQs,

3-18

SysTick

(System Tick
Timer)
Cortex"-M
%,,3» Processor
Core
NVIC
> System
Configuration | [ | exceptions
registers Bus interface

1

L 4

Internal bus interconnect

&
4



Nested Vector Interrupt Controller EXTernal Interrupt (EXTI)

Automatic nested IRQ #2
interrupt MM""GIR quq Higher priority
= Nested Interrupt: If an interrupt request

Lower priority
1 {‘_; S S .
o — T (!RQ) with higher priority is raised, it is served
Canly ) e first
Time
3-21 3-22

EXTI module: from pin to NVIC

EXTI - Purpose

Bar CORTEX-M
Channel 0 4
Event

* We want to configure an external interrupt line.
* An EXTl line is configured to generate an interrupt on each falling edge.
* Intheinterrupt routine a led connected to a specific GPIO pin is toggled.

\ Wakeup

Channel 1 /

GPIOI_O

GPIOA_1
GPIOB_1

GPIOI_1

GPIOA_15 e i
GPIOB_15 Channel 15 l B0
Exti_1
T o Exti_2
o\ GPIOI15
52 Exti_3
=}
. St 2% Exti_4
ress a Button ol Y S
a2 Exti_9-5
RTC_Alarm USB OTG Exti_15-10
— s Sk
FS Wkup
kwp
ETH Wkup USBOTG
PVD_IR
HSWkup Interrupt e
RTC Tamper / RTC_IRQ
RTC Wkup \ - -
—_—




Functional Signal Flow

Signal flow/setup for External Interrupt EXTlx, x=0...15
SYSCFG module

GPIO module

Pin
PAX

EXTIx Configure PAX
as input (00)
Select source for EXTIx GPIOA—> MODER
N ~ 4
4 bits cach —~
=PA)
o = e [ExTie] ExTie] ExTi ExTi0

SYSCFG —> EXTICR[0]

EXTI module

CPU NVIC
For all EXTix registers: Bit n controls EXTIn
Enable NV\C?EH?:'I:’IVRL‘;)'(?;ESK EXTI-> MR
s interupt mask  £yery s Frsp
f ‘ — N]  EXTI->RATSA
-
_ _enable_irq( ); /’ e EXTix
——disable_Irq(); /' sgrwhen EXTIx activates gf‘ by H"S" i enable select falling
/" Clearwhen intr. handler exits faarLy; L and/or
P e tising edge
10745, passed  NVIC_ClearPendingIRQ(n);

dlear pending flag
NVIC_SetPriority(intr. #, value);
value = priority of intr. #

by NVIC to CPU

Input and Output

SYSCFG
remap the memory accessible in the code area

manage the external interrupt line connection to the
GPIOs.

EXTI
Configure GPIO pin as a digital input
Select the pin as the EXTInsource (in SYSCFG module)

Enable interrupt to be requested when a flag is set by
the desired event (rising/falling edge)

Clear the pending flag (to ignore any previous events)
NVIC

Enable interrupt: NVIC_Enable/RQ(IRQn);

Set priority: NVIC_SetPriority (IRQn, priority);

Clear pending status: NVIC_ClearPendinglRQ(IRQn);

Initialize counters, pointers, global variables, etc.

Enable CPU Interrupts:

Many steps clocked means
many clocks to be served

EXTI - Capabilities

Figure 30. External i GPIO mapping

EXTIO[3.0] b I the SYSCFG_EXTICR rogister

e
-

PHO O——»]
EXTH[3:0] bt n the SYSCFG_EXTICR register

PA1 ——»|
P81 O—,
pot o—| | ey
io—| [
PE1O—
PHI O—s]

EXTHS[3:0] bits in the SYSCFG_EXTICRA register

PAts —s]
P15 0—s|

ExTis
potso—s| |y
D15 0——»,

PEISC——|

= There are 16 EXTllines
connected to GPIOs

= All pins with the same pin
number are connected on the
same EXTl line (eg. Pin_2 Port
Aand Pin_2 Port C share the
same EXTI2)

= EXTI 16 — 22 are reserved for
RTC, USB etc...

Serial Interfaces: Sensors, Display, Radio etc.

m‘m

LoRa
—, —\
- & NB-IoT

€3 Bluetooth

SMART




Comparison between Parallel and Serial Communication

Parallel interface example

Transmitting side Receiving side
Serial interface example (LSB first)
0 (MSB)
Transmitting side Receiving side
011100011
(MSB) (LSB),

Mchele Magno  10/17/2022 29
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MCU Interfaces

= Digital, GPIOs
= Several protocols for inter-chip communication
= Very often, a processor needs to exchange information with other processors or
devices. To satisfy various needs, there exists many different communication
protocols, such as
= UART (Universal Asynchronous Receiver-Transmitter)
= SPI (Serial Peripheral Interface Bus)
= J2C (Inter-Integrated Circuit)
= USB (Universal Serial Bus)

= Asthe principles are similar, we will just explain a representative of an
asynchronous protocol (UART, no shared clock signal between sender and
receiver) and one of a synchronous protocol (SP/, shared clock signal).

Michele Magno 10172022 31
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Comparison between Parallel and Serial Communication

Bus line One line per bit One line

Sequence All bits of one word simultaneously Sequence of bits
Transmission rate High Low

Bus length Short distances Short and long distances
Cost High Low

Critical characteristics ~ Synchronization between the different ~ Asynchronous transmission needs start and
bits is demanding stop bits

Synchronous transmission needs some
other synchronization

Mchele Magno  10/17/2022 30
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Serial Interface Standards

HOW STANDARDS PROLIFERATE
(4EE: AVC CHARGERS, CHARACTER ENCODINGS, INSTANT MESSAGHG, )

SITUATION:
THERE ARE
|4 COMPETING
STANDARDS.

7! RDIcULoLsS! -500\1:

WE NEED To DEVELOP
N STR
cebmeinon || gnpmon
USEOSES. o THERE ARE
STANDPRDS.




Remember? I -

low power CPU higher performance CPU I2C - Inter-| ntegrated Circuit Bus
* enabling power to the rest of the system ¢ sensor reading and motor control
* battery charging and voltage * flight control
measurement * telemetry (including the battery voltage)
* wireless radio (boot and operate) « additional user development
* detect and check expansion boards o USB connection

Push
button

UART: .
* communication protocol (Universal m
BV Asynchronous Receiver/Transmitter)

* exchange of data packets to and from

interfaces (wireless, USB)
MUSB port ———
- .0 system architecture
3-33
I2C: Inter-Integrated Circuit Bus - 1 I2C: Inter-Integrated Circuit Bus - 2
SDA
= Usually pronounced “I-Squared-C” * Three supported speed modes: Master |IStel
* Introduced by Philips (now NXP Semiconductors)in 1982 * slow (under 100 Kbps)

= fast (400 Kbps)
= high-speed (3.4 Mbps) —in[2C v.2.0
= Maximum inter-IC distance of about 3 meters

= Used for communication with external peripherals, for example:
= EEPROMs
= thermal sensors

= real-time clocks = (for moderate speeds, less for high-speed)

= Also used as a control interface for signal processing devices with separate data " Can support multi-master mode

interfaces, for example: = For complex applications
= radio frequency tuners = Communication is always started by a master, both in single-master and multi-master mode

= video decoders and encoders Half-duplex synchronous communication scheme

= audio processors = the master of the communication generates the clock (SCL) on which data (SDA) is
synchronized

Michele Magno 10/17/2022 35 Michele Magno 10/17/2022 36
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I2C: Inter-Integrated Circuit Bus - 3

. +V
= Based on two lines: pull-up >

= SCL (serial clock) resistors
= SDA (serial data)

Rp Rp
SDA (Serial Data Line)

SCL (Serial Clock Line) J

[ s T T T

1
SCLKN1 DATAN1 SCLKN2
! ouT J out JE, | J

i out

| SCLK DATA |1 SCLK

e

sclk [
1
|
1
|
1

Pull-Up resistors, Pull-Down by open-drain drivers
Wired-AND: if any driver pulls down, the line is low (avoidsshort circuits)

Any module on the bus can act as master, slave or both
typical case: MCU is the master, peripherals/sensors are slaves

I12C: Interface Protocol

SCL

SDA

* Inidle, both SCL and SDA are pulled-upto 1

I2C: Inter-Integrated Circuit Bus - 3

= Based on two lines: y o
rgéllltg‘l)’s RD RP
= SCL (Seria| c|ock) SDA (Serial Data Line)
- SDA (Serial data) SCL (Serial Clqck Line)
I N e
I 1 |
!St?)LLl}TmJ D%lemeJE’ ! D%TUATNZJE” 1
o Hop | el
[ .. N1 e M. _
Pull-Up resistors, Pull-Down by open-drain drivers
Wired-AND: if any driver pulls down, the line is low (avoidsshort circuits)
Any module on the bus can act as master, slave or both
typical case: MCU is the master, peripherals/sensors are slaves
3-38
I2C: Interface Protocol
:
|
SCL !
l
SDA |
|
start bit
To start the communication, the master:
asserts the start bit (SDA 10 transition while SCL is still 1)
then, it starts generating the SCL clock
except for the start and stop bits, SDA transitionsonly when SCLis 0
3-40



I12C: Interface Protocol

address (7 or 10 bits)

start bit

2. The master transmits the slave address:
= broadcasted to all devices on the I2C bus
= used to select the target slave
= either 7 bits or 10 bits (newer devices - 7 bits address space is small!)
= jnthe example, the address is 761000001

I12C: Interface Protocol

address (7 or 10 bits)  ack bit

start bit direction bit

4. The slave then acknowledges reception:
= bydriving SDAto 0
= if not acknowledged, the transaction must be repeated by the
master

I12C: Interface Protocol

address (7 or 10 bits)

start bit direction bit

3. The master transmits a direction bit:

a 0 for master - slave (write) transfer
a 1 for slave - master (read) transfer
in the example, suppose a write transfer

I12C: Interface Protocol

SDA —|_|—| ﬂ

address (7 or 10 bits)  ack bit

i

|
|
|
|
|
|
|
T

start ‘bit dire‘ctio‘n b‘it data payload

5. The master transmits its data payload:

each payload packet is 8 bits

there might be more than one packet, depending on
application

in the example, data payload is 8600110100

-4
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I12C: Interface Protocol

address (7 or 10 bits)  ack bit ack bit

see UL ULyt
soa " _[7] M |

e ip RN

| |
| |
| |
| |
| |
| |
| |
T

|
1

start bit direction bit data payload

6. The slave acknowledges reception of the data packet:
= 1 ack bit every 8 payload bits
= slave must acknowledge each packet

12C: Interface Protocol

address (7 or 10 bits)  ack bit ack bit

start‘bit dire‘ctio‘n b‘it data payload st'op bit

Reads work similarly, but data transfer — ack roles are reversed:
= theslave drives SDA when transmitting the data byte
= the master acknowledges the transfer

I2C: Interface Protocol

address (7 or 10 bits)  ack bit ack bit

|

SDA —|_|—| m |_|_|_|__J_

|
|
|
start bit direction bit data payload ‘ st'op bit
7. Atthe end of the transfer, the master transmits a stop bit:
= first, it sets SDAto 0

= thenitreleases SCL (i.e. it lets it go to 1)
= finally, it releases SDA which also goesto 1

I12C: Interface Protocol

soA_|_'

Slave can ask for more time to process a bit by clock stretching:
= drive SCL to 0 if in need of more processing time

46
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I2C: Interface Protocol 12C — STM32U585xx

. . s . STM32U585xx block diagram
Example of MCU — sensor communication (data acquisition) via 12C —— ; g

bus
23 & 5 6 7 B 9101 121U UG 6T E
= 3
(=} =]
|S 1‘0 D‘O‘O O‘O‘Dq: 1‘1 11 0|1|D|1 <‘
4C adcress + write Command (see Table 6)
R i [— togene
Measurement S 1’0\0\0 UlU D|1 %’ X m
E: mrensrr) L ]
measuring I°C address + read N o B
T wRere
e
Measurement E 1’0{0{0{0[0 0|1 u‘ ERENOL
< N8, N, 0T
continue measaring |2C address + read p——
EEEEEEEEREEEE R R R R e
= = o, [
0[1|1|0(0|01|1S(01|0(1{0[0[1{0|> 2, Gt G [
T < TENE = i, our ErmaAE K e
aa (WEE] ia [L58) | Sat S
I E Y e, 7o 1, 2, o1, o
— H o [ e AR
0{1[1’0 0 0’1’1 gg’P|
Checksum

https ://www.st.com/en/microcontrollers -microprocessors/stm32u585ai.html
- Datasheet, page 21
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I12C — Connected Sensors I12C — Connected Sensors Schematic

3v3  Relative humidity and temperature sensor s v
1 U26 LPS22HH
3-axis magnetometer s Hrs221 2 Cocmre wop L2
EYEETE = oo | o S [ Blemalie

— 2 s
D_10 47uE ] 1000F
SPLEN T __slc o e £

Mems INT LPSDHH 7 1000F  GND

Read=00111101(3Dh)
Write=00111100(3Ch)

INT/DRDY  SDO/SAD
SCL/SPC

5
SDA/SDISDO  GND 0o G
DT
RSV

Read=10111111 (BFh) GND Read=10111011(BBh)
Write=10111110 (BEh) Wite=10111010BAb)

Ambient light sensor
VEML6030

Humidity and temperature
HTS221

Read=10111111 (BFh)
Write=10111110 (BEh)

ToF, gesture-detection
VL53L5CXVOGC/1
Read=01010011 (53h)

Read=00100001 (21h)
Write=00100000 (20h)

Authentication and security
STSAFE-A110
Read=01000000 (40h)

Time-of-Flight ranging and gesture detection sensor

Write=01010010 (52h) Write=01000001 (41h) e
D "
smpex 2oy TR, T ;
MEMS nano pressure sensor 3D accelerometer and 3D gyroscope ne [ A= HsE
LPS22HH ISM330DHCX e o Mems . VLX_GPIO
Read=10111011 (BBh) Read=11010101 (D5h) o & ] -
Write=10111010 (BAh) Write=11010100 (D4h; aw [ VML =
rite= (BAh) rite= (D4h) Read 00100001 o o
Read=010100! Write=00100000(20h) .



I12C — External Connection

Pin name O Fi
ARDUINO® (CN13) ARDUINO® (CN14) il
T NG
2 oReF 7 33V rference
e 3 NRST NRST NRST Reset
0 F(: C E ¥ s : ssvio
o
i s s ; - sv
> 0000000000 6 GND. N
. ©ocescceeN 7 aNo . . oo
" 0 v Povernput
Bkt meie - e
- 2 w pe2 a0c
me s o B n Pos a0C
ceom Bluetooth® module 4 w pos 00
=) RESET (B1) s e o ADG/i2cH S0
s ns Po0_Aoc/ici_scL
o Scuos Pos 21 sl
5 ORI PO 1201 SOA
Optional 0 ReFP VReFp
battery holder 7 oo oo
(CN15) 0 sckor ARDD1S.SPISCK | PER  SPN_SCK/LD2
an 5 wisoD2 ARODIZSPIMSO | PEW  SPHMISO
« ewwwoson | aoorseivos | ees  SMOS
3 | pwwospo  ARoDwTMSPNss | perz  SPINSS!
b i S = i 2 PWMID9 ARD.D9_TIM PAS TIM1_CH1
. - ' 08 ARDDA_I0 pe1 P
‘s =" CN1E - Moo |
- 7 D8 ARDD6_THI PB6  TaCHI
s s ARD D5 T Pe0 T o
5 o4 ARD.DS_INT pE7 arl0
mese T s e
3 02 ARD0Z_10 P15 0
2 o1 ARDD1.TX Pop uaRTa X
ARDUINO® (CN17)  ARDUINO® Power (CN16) ' Rxo0 ARD00_RK POO | UARTORX
https://www.st.com/en/evaluation-tools/b-u585i-iot02a.htm|
- Documents - UM2839, page 10
3-53
2 .
I1°C — Typical Datasheet - HTS221
:
WHO_AM_I (OFh)
) Device identification
Table 15. Register address map
l Name Type Register address (hex) Default (hex) ‘ ‘ 7 ‘ 6 | il ‘ 4 ‘ 3 ‘ 2 ‘ i 0
T 0 [ T [ [ o 0
‘ Reserved 00-0E Do not modify ‘
WHO_AM_I R OF BC
= This read-only register contains the device identifier, set to BCh
AV_CONF RW 10 1B
Reserved 1-1C Do not modify

CTRL_REG1 RW 20 0

CTRL_REG2 RW 21 0

CTRL_REG3 RW 22 0 7.9 TEMP_OUT _L [2Ah)

Reserved 23-26 Do not modify Temperature data (LSB)

STATUS_REG R 27 0 v . s . s 2 ' [
HUMIDITY_OUT_L R 28 Output [owmr [ vows [ woum | voums | owm | vome | vom | voum |
HUMIDITY_OUT_H R 29 Output [ 17:0] | TOUT? - TOUTG: Tomperaiure deta LSE (see TEMPERATURE_GUT_H) ]

TEMP_OUT_L R 2A Output

TEMP_OUT_H R 28 Output 7.10 TEMP_OUT _H (2Bh)

Reserved 2C2F Do not modify Tamperature data (MSB)
CALIB_O.F RW 30-3F Do not modify
" " o 2 " w s 8

[Toums [ voma | vourn | vours | vourn | o | wum | e |

[_i5s [Toutis-Toute emparstire anaisa ]

Temperature data are expressed as TEMP_OUT_H & TEMP_OUT_L as 2's complement
numbers.
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I2C — Typical Datasheet - HTS221

w—
Figure 1. HTS221 block diagram

Humidty Capactor
‘Sennng Element

Table 10. SAD + Read/Write patterns

Sensor Driver Voage Clock & Timing
Cument Bias

Figure 2. Pin

(bottom view)

SCL/SPC

aQ
o
>

cs E BOTTOM VIEW

GND

SDA/SDI/SDO E

DRDY

Command SAD[6:0] RW SAD+R/W
Read 1011111 1 10111111 (BFh)
Write 1011111 0 10111110 (BEh)

Table 2. Pin description
Pinn® Name Function
1 Voo Power supply
I*C serial clock (SCL)
P
2 scusee SPI serial port clock (SPC)
3 DRDY Data Ready output signal
I*C serial data (SDA)
4 SDA/SDI'SDO
3-wire SPI serial data input /output (SDI/SDO)
5 GND Ground
*C/SPI mode selection
6 SPI enable (1: SPI idle mode / I*C communication enabled;
0: SPI communication mode / I*C disabled)

SPI - Ser

ial Peripherals Interface




SPI: Serial Peripheral Interface - 1

Introduced by Motorola (now Freescale Semiconductors)for the MC68HCxx line of
microcontrollers

Use cases are generally similar to 12C
Generally faster than 12C (up to several Mbit/s)
= Short-distance (i.e. on printed circuit boards)
Single-master, multiple slave
= needs one chip select per slave device (no broadcast addressing)
Full-duplex synchronous communication scheme
= master drives the clock (SCLK or SCK)
= clock polarity (i.e. write/read edges) and phase depend on specific application!

SPI: Serial Peripheral Interface - 3

Full-duplex transfer: data is streamed between master and slave shift-registers / FIFO
buffers:

= the master pushes the content of its buffer to the slave via MOSI

= the slave pushes the content of its buffer to the master via MISO

Processing/ sensing/ ... happens in between (dashed line)

MOSI
A| \

/ \

! FIFO out FIFOin

A

FIFOin FIFO out [

\ /

\

SPI: Serial Peripheral Interface - 2

= Based on two data and two control lines:

= MISO (master-in, slave-out data) MOST -
= MOSI (master-out, slave-in data) < MISo - .

= SCK (clock) CLK _| device
* CSN (chip select, one per slave — usually — >

active low)
= Names are not standard, beware! Some
possible alternatives:
= SDI (SPI data in) instead of MISO
= SDO (SPI data out) instead of MOSI
= SCLK, CLK, SPC, ... instead of SCK

= (S, SS (slave select), SSN (slave select, active
low) ... instead of CSN

SPI: Interface Protocol - 1

= Four operating modes, varying by clock polarity (CPOL) and phase (CPHA):

= polarity sets the initial value of the SPI clock signal
= phase defines the edge at which MOSI is switched and the one at which MISO is sampled

o | i -

MOST |'E'|
MISO i [ ] H

N

MISO

MCU

A

slave samples
@posedge SCK

master samples
@negedge SCK

CPOL=0
CPHA=0

- 60



SPI: Interface Protocol - 1 SPI: Interface Protocol - 1

= Four operating modes, varying by clock polarity (CPOL) and phase (CPHA): = Four operating modes, varying by clock polarity (CPOL) and phase (CPHA):
= polarity sets the initial value of the SPI clock signal = polarity sets the initial value of the SPI clock signal
= phase defines the edge at which MOSI is switched and the one at which MISO is sampled = phase defines the edge at which MOSI is switched and the one at which MISO is sampled

o | | ~ esw | 5 ~

MOST r“| |‘—| M MOST [ |‘—| M
[ H [ 1 MISO . H R I

MISO
I I
| |
slave samples master samples CPOL=1 slave samples master samples CPOL=1
@negedge SCK @posedge SCK CPHA=1 @negedge SCK  @posedge SCK CPHA=0
3-61
SPI: Interface Protocol - 1 SPI: Interface Protocol - 2

= Four operating modes, varying by clock polarity (CPOL) and phase (CPHA): * Master completely in charge of transfer

= polarity sets the initial value of the SPI clock signal * no ack, no clock stretching contrarily to 12C

* phase defines the edge at which MOSI is switched and the one at which MISO is sampled * More complex behavior than simple data streaming can be mapped on top of SPI
! ! protocol
CSN _l E E I_ = e.g. command + address + data streaming

S hhninhninhhninhhhiss 0 o

I—E—l S RV AVAVAVAVAVAVAVAVAVAVAVAVAVAVAVARR

| i SR e n s =
| l m [ l Saveral DI7 DI6 DI5 DI4 DI3 DI2 DI DI

| names! MS AD5 AD4 AD3 AD2 AD1 ADO

slave samples master samples CPOL=1 sDo X ) —

@posedge SCK @negedge SCK CPHA=1 DO7 DO DO5 DO4 DO3 DOZ DO1 DOO




SPI - STM32U585xx

SPI

=

W1, IN2, CH, CH2,
=

[

STM32U585xx block diagram

https ://www.st.com/en/microcontrollers-microprocessors/stm32u585ai.html

- Datasheet, page 21

Connected Modules and Memory

3-65

OCTOSPI FLASH
Operating range: 2.7<VCC<3.6V

svi— S8 oo ocrosr rasu

ocTosm Nes

VDD OCTOS FLASH

VDD_0CTOSH FLASH

T 1.1,
Loyl
-

|
o)

OCTOSPI SRAM
Operating ange: 27<VDD6Y
<VDDQ<3.6V

2SS octosm syt

ocrosmR ke

e CAPS loseto
OCTOSPI FLASHPWRpin

S

R0

VDD 0CTOSHL S8

cu

I‘““T"‘“

st R

o

OCTOSP SRAM RESET

M

(RESET pinsof SRAM bive e ol by deoit)

"0CTOSPLbus should
Tocedin Dobm

v
vsso L
=

AERCORER =

lce CAPS closto
OCTOSH SRAM PWR pin

1

2 Grion

NI
EMW3050(3P)

W
L
swak |3 WRLSSWOR

WRISSWOD

SPI — Connected Sensors

12-Mbit Octo-SPI Flash

MX25LM51245GXDI005
OCTOSPI2

Wifi Module
EMW3080
SPI2

ey

& Sioiuis
WeIHIXW 35
o

12-Mbit Octo-SPI RAM
APS6408L-30B-BA
Octo-SPI

Pin name Signsl name SZ [ pincion
ARDUINO® (CN13) ARDUINO® (CN14) =
T e
2 1oRer 3 33V reterence
3 NRST NRST NRST Reset
s v z = s3vio
oz
s EY sv
® anp ano
. ano o
s v Pover npu
Bluetooth® module o
" RNt ' " ARD_ADG_A0 Pe0 00
2 w ARD-ADC_AT pe2 0c
3 w2 ARD-ADC_A2 Pos 00
o
Bluetooth® module s n ARD-ADC_A pcs a0c
RESET (B1) s ~ ARD-ADC_é AT ADCIRCI_SDA
0 " ARD-ADC_AS PBO | ADC/RCYSCL
0 scLots o1 scu Pos o1 scu
9 SoADIS 1201_s0A Po 20150
Optional a Rere wRere VReFP
battery holder 2 . e o
(CN15) 6 SCKD13 ARD.D13_SPI1_SCK PE13 SPI1_SCK/LD2
ent s mson12 ARDDIZSPHMSO | PEW  SPIMISO
4 PWMNOSION | ARDOIISPMOS  PEIS | Spicl
7 = SPi1_Nss/
) PiGcSDI0 | ARDDTOTMSPNSS Ptz | SPLNSS)
2 PanDs ARD.DS_TiHA o et
e 1 08 ARDDE_IO Po1 e
g = le c 16; A
7 PwnDs ARDDG T 6 T CHI
. PunDs ARD DS T e Tte cHt
s o4 ARDDS_INT PEr epo
o
B Pnoa ARDD3_THA Pz TiMa_cHaN
s 02 ARDD210 P15 epo
2 o1 ARDDY_TX Pos | uARTITX
ARDUINO® (CN17)  ARDUINO® Power (CN16) ' RXD0 ARD.D0_RX PO | UARTIRX

ht
- Documents 2 UM2839, page 10

ot02a.html




ETHzirich

SPI vs 12C

2 scik
g mos
- miso

B

For point-to-point, SPl is simple
and efficient

Less overhead than I2C due to lack of
addressing, plus SPI is full-duplex. T =

scik
mosi
miso

For multiple slaves, each slave S
needs separate slave select signal SPl

slave 41

° scik
'3 wmosi

Slave 03

SPI requires more effort and more
hardware than I2C

Quad-SPI also exists

4x the bandwidth, often used by
Flash drives

UART -1

= Stands for Universal Asynchronous Receiver-Transmitter

= sometimes also found as USART (Universal Synchronous-Asynchronous Receiver
Transmitter)

= Used to interface MCUs with other computing devices:
= Communication with other processors, a PC (e.g. a serial terminal)
= Used to interface the microcontroller with others transmission bus as: R$232,
RS485, USB, CAN BUS, KNX, LonWorks ecc.
= Used to connect MCUs with modems and transceivers as telephone modems,
Bluetooth, Wi-Fi, GSM/GPRS/HDPSA

UART - Universal Asynchronous Receiver-Transmitter

ESD Micro—( Use
protection connegtor

LDO
5V,33V,28V

Status LED
RGB

Debug MCU
TLINK-V3E

. —

---------- Power, UARTWD to target

BLELELELED

32.768 kHz Target Device Pmod & Arduino
crystal STM32U585 headers
User Interface
& Sensors

bottom side



UART - 2

= Essentially a parallel2serial (TX), serial2parallel (RX) converter couple

= e.g. using shift registers for P2S conversion
= Asynchronous: no common clock shared

= Each device has its own local clock, typically running faster than the bit rate (e.g. 8x faster)
= The phase of the receiver clock is locked onto the edge of the transmitted data

X RX

Mcu RX T

»

<
<%

= Highly configurable
= parity / no parity

device

= data framing (e.g number of stop bits, number of payload bits)

= simplex, full-duplex or half-duplex

UART: “baud rate” vs “bit rate”

= UART communication speed is defined by its symbol rate
measured in baud:
= 1 baud=1 symbol per second
= in UART, a symbol has two values (0/1) -> 1 bit
= thisnumberincludes both data payload and protocol bits
(e.g. parity, framing) — this number is also called
“physical” or “gross” bit rate
= This can cause some confusion
= Some people use “bitrate” for UART when referring only
to payloadbits
= In some devices (e.g. modems) one symbol
= might correspond to more bits -> baud rate is not the same
as gross bitrate
= Bottom line: to be 100% clear, always talk of baud rate

when referring to UART, and remember thatin UART 1
symbol = 1 bit

Gross bit rate [edit)

In digital communication systems, the physical layer gross bitrate,’s] raw
bitrate,"®! data signaling rate,”! gross data transfer rate!® or uncoded
transmission rate'®! (sometimes written as a variable R,/ or £,1#]) is the
total number of physically transferred bits per second over a
communication link, including useful data as well as protocol overhead.

In case of serial communications, the gross bit rate is related to the bit
transmission time T}, as:
1
Ry = "
The gross bit rate is related to the symbol rate or modulation rate, which is
expressed in bauds or symbols per second. However, the gross bit rate
and the baud value are equal only when there are only two levels per
symbol, representing 0 and 1, meaning that each symbol of a data
transmission system carries exactly one bit of data; for example, this is not
the case for modern modulation systems used in modems and LAN
equipment.['0]
Ref. Wikipedia “Bit rate” page

UART - 2

= Essentially a parallel2serial (TX), serial2parallel (RX) converter couple
= e.g. using shift registers for P2S conversion

= Asynchronous: no common clock shared

= Each device has its own local clock, typically running faster than the bit rate (e.g.

8x faster)
= The phase of the receiv

MCU

r clock is locked onto the edge of the transmitted data

>

IRX > I device

= Highly configurable
= parity / no parity

= data framing (e.g number of stop bits, number of payload bits)

= simplex, full-duplex or half-duplex

UART: Interface Protocol

= |nidle, the transmission line is driven to 1

START 1

2 3 4 5 6 7 & STOP STOP

1

1 0 1 0 0 1 0
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UART: Interface Protocol

= The transfer begins with a start bit:
= the transmission line is driven to 0

8 STOP STOP

0

1 start bit

UART: Interface Protocol

= One of the data bits can be used for parity:
= odd parity even parity

= in this case, 4-8 bits can be used for data

1's in the data bits. T

)
%
=]
-
(%]
w
B
o
(=]

7 & BSTOP STOP

Symbol Truth Table

1 1 0 1 0 0 1 0

1 start bit
N
Poad = XOR b;

4-8 data bits 1 parity bit
N
Peven = XN;(l)R bz

Even parity where a 1-parity-bit is sent if there
are an even number of 1-bits

0 in the parity bit and there is an even number of

UART: Interface Protocol

= Then, a symbol of 5 to 9 bits is transmitted:
= most often, 8 bits (1 ASCII character)

= the symbol size is defined by the application and known a-priori with respect to

the communication

START _1 2 3 _4 5 6 _7 8 STOP STOP
1 1 0| 1 o of|l1]o
| | | | | | | | | | | |
1 start bit
UART: Interface Protocol
= Finally, 1-2 stop bits:
= Transmission line brought back to 1
= 1 or 2 stop bits depending on application
START 1 2 3 4 5 6 7 8 STOP STOP
1 1 0| 1 o o1 ]o

1 start bit 4-8 data bits

1 parity bit 1-2 stop bits

- 80



UART: Handshake

= The UART protocol can also include a handshake:
= request-to-send (RTS) signal from the MCU to the device means that the MCU

can accept new data

= clear-to-send (CTS) signal from the device to the MCU means that the device can

send new data

= signals have dual meaning if seen from the other point of view

= exchange happens when CTS and RTS are both asserted

X RX
. RX TX
MCU device
CTS RTS _
___RTS CTS
3-81
Transmission Rate
Figure 656. USART block diagram
USART .
usart_ker_ck clock domain CIOCk SUbsamleng:
usart_wkup < .
usart_it <] usart_palk  rlt50) * The clock subsampling block
lock domail usart_trg[15:f N .
v ] S is complex, as one tries to
COM Controller] o« match a large set of transmission
_USART CR1 . . N
rates with a fixed input frequency.
Hard CTSINSS
iow cortrol RSk Clock Source:
- [USART_RQR| . . )
sl - ||F{szhiﬂ Re R * USART_PCLK in the lab is then dived
=
o USART_TDR 3 '
: = g—' serial to have the baud rate generator
8 o | [Rxshit reg Hre | OUtPYE
[} RDR L,
datato be| A £ e Example:
L. H RTOR I Baudrate ) R
transmitted USART_GTPR generamp&L parallel-to-serial *  Will be done in the LAB!
USART_BRR | l”'_‘\;
urstarkt,pcil;—:l USART_ clock usart_ker_ck_pres
usart_ker_ck —] 4 } .
o FRESC W source clock suhsampling
MSva0854VE: https //www.st.com/en/microcontrollers-microprocessors/stm32u585ai.html

- Reference Manual RM0456, page 2258 3.83

UART

= The receiver runs an internal clock whose frequency is an exact multiple of the

expected bit rate.

= When a Start bit is detected, a counter begins to count clock cycles e.g. 8 cycles
until the midpoint of the anticipated Start bit is reached.

= The clock counter counts a
further 16 cycles, to the
middle of the first Data bit,
and so on until the Stop bit.

Idle state

Incoming
data

Midpoint of
first Data bit

Midpoint of
Start bit
First

Data bit

11 )

Receiver Clock,
running at multiple of
expected bit rate

Memory-Mapped Device Access

Non-secure boundary

Bus | Secure boundary address address

Size

(bytes)

Peripheral

Peripheral register
map

0x5000 5000 - 0x5000 53FF | 0x4000 5000 - 0x4000 53FF

1K

UARTS

0x5000 4C00 - 0x5000 4FFF

0x4000 4C00 - 0x4000 4FFF

1K

UART4.

0 4800..0x5000 4RFE | 034000 4A00 . 04000 AREE

1K

LSARTA

0x4000 4400 - 0x4000 47FF

1K

USART2

USART register map

| 0x5000 4400 - 0x5000 47FF

W w1 n s

o\,

J e T e T g T ves. [ Fes. [
L T 1T 1
J Res. T Res T fes T os [ Ros T
N N A A

A

Bits 31:9 Reserved, must be kept at reset value.
Bits 8:0 RDR[8:0]: Receive data value

57.8.13

Address offset: 0x28

Reset value: 0x0000 0000

USART transmit data register (USART_TDR)

J pae [ha |

W w w1 w9 s 7 &

5

3
TORE0)

[ T e [ ran Tiies: [
[ T T 1
[ res Tres T rex Trees T
I I

T [ w [ ww [w]w]w

Bits 31:9 Reserved, must be kept at reset value.
Bits 8:0 TDR8:0]: Transmit data value

Configuration of Transmitter and Receiver must
match; otherwise, they can not communicate.

Examples of configuration parameters:
* transmission rate (baud rate, i.e., symbols/s)
* LSB or MSB first
* number of bits per packet
* parity bit
* number of stop bits

in our case: bit/s

* interrupt-based communication
* clock source

buffer for received bits and bits that should be transmitted

https //www.st.com/en/microcontrollers -microprocessors/stm32u585ai.html
- Reference Manual RM0456, page 2337
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Software Interface SPI - STM32U585xx

Part of Cprogram that prints one byte to a UART terminal on the host PC: |

vold uart_init() ‘
__USARI2 CLK ENABLE(); // Enable clocksource for USART2
/* Configure USART2 */
huart2. ance = USART2 ;
huart2. .BaudRate — 115200; 1
huart2. WordLength = UART_WORDLEN! data structure uartConfig
huart2. .StopBits = UART STOPBITS 1% - i i i
huart2. .Parity = UART_PARITY NONE; containsthe configuration "
huart2. Mode = UART MODE TX RX; of the UART
huart2.Init.OwFlowCtl - UART_IIWCONTROL_NONE ; spmand
huart2.Tnit.OverSampling = UART OVERSAMPLING 16; K
o o K weo s s
HAL UART Tnit (shuart2); // Tnit USART2 peripheral =
NS, som, sueansar
NS, som, sweams e

int main(void)

- . st 5o suamsenr
HAL_Init(); // Inilialize HAL USART2 defines the start address for the [ovee J S I e
warl gpio init (); // Inil UART GPIO (RX and TX pins) USART2 memory block: =
uart_init(): // Tnit UART peripheral ¥ [rwe 10k ‘-E“ FRsGon FRSGO2 AT

ek

1, IN2, CHY, CH.
R e

- 0x4000_4400 (for non-secure)
/* Transmit one byte with 100 ms timeout */
HAL UART Transmit(shuart2, sbyte, 1, 100) e ctart UART Use HAL_UART_Init to write the configuration

/o= registers of the instance USART2

https ://www.st.com/en/microcontrollers -microprocessors/stm32u585ai.html
- Datasheet, page 21

3-85 3-86

UART - STM32U5 UART — STM32U585xx

3x USART 2x UART and 1x LPUART
USART modesi/features(") USART1/2/3 UART4/5 LPUART1 Table 72. Typical dynamic current ion of
Hardware flow control for modem X X X oo Swes
Bus Peripheral slele s ealslale] s [l
Continuous communication using DMA X X X gl 2| 2| 2|88 2|2 22|88
¢ | 2|2 |e|vojg 2|2 |&|a0
Multiprocessor communication X X X USART1 238 (216 196 [ 176 | - |1.14 097 081|062
Synchronous mode (master/slave) X N - USART1 indep(™) 248 (409371 |335] - [217[18a 154119
LPUART1 118 [ 107 [ 07 [ 07 | 088 [ 057 ] 048 [ 041 [ 031 [031 ||
Smartcard mode X - - TCPORRTTes O [ TT8[ Te2 [ 125 T8 [ 005 [ 080 | 057 [ 052 [0
S as AF Single-wire half-duplex communication X X X UART4. 186 |1.70 [ 154 [1.39| - 090|076 | 0.64 | 0.50
e oonr " UART4 indep!") 347 [317 | 287 |260| - | 168 | 142|119 | 093
IrDA SIR ENDEC block X X UARTS 193 [176 | 160 [ 144 | - | 094079086 | 051 | - | uar
N LIN mode X X - UARTS indep!") 357 |3.25| 295 | 267 | - |172| 146 | 123|095 - |MHz
1 Dual-clock domain and wakeup from Stop mode x@ X@ X@ Ll A lalT8 L 058 050 L04
] o] I USART2 555 | 504 | 457 |412| - | 267 | 226 | 191 | 146 | - ||
SR AR —— Receiver timeout interrupt X X - R T ZOS TS T TTI T T o
i = = Modbus communication X X N USART3 210 [ 191|173 | 157 - [1.02 |08 072|056
o o B USART3 indep" 424|386 35 (317 - [205]173[145 112
e o o7 oo Auto-baud rate detection X X -
::: ::: ::' Driver enable X X X
o USART data length 7,8 and 9 bits
oot [rwe ke "’"’ R e TxIRx FIFO X [ X [ X
- [ s i
s i temwz | N[Nz okt a2, Tx/Rx FIFO size 8 bytes
Autonomous mode X | X | X
. . 1. X =supported. . .
https://www.st.com/en/microcontrollers-microprocessors/stm32u585ai.html 2. Wakeup supported from Stop 0 and Stop 1 modes https://www.st.com/en/microcontrollers-microprocessors/stm32u585ai.html

2 Datasheet, page 21 3. Wakeup supported from Stop 0, Stop 1 and Stop 2 modes. 2 Datasheet, page 84
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UART - Connected Modules

DEBUGING CONNECTION
ST-LINK
UARTA

UART - External Connection

AR

UART - Connected Module

Bluetooth Module
STM32WB5MMGH6TR

UART4

ARDUINO® (CN13) ARDUINO® (CN14)

ARDUINO® (CN17)  ARDUINO® Power (CN16)

https://www.st.com/en/evaluation-tools/b-u585i-iot02a.html
- Documents 2 UM2839, page 10

Bluetooth® module
USB (CN12)

Bluetooth® module
RESET (B1)

Optional
battery holder
(CN15)

N7

onie

onia

Pin

NRISWEDPR 3 I

WRLS UARTS RX
RIS UARTS TX

= e
B 5 CEenmpaar oo
gl ey

jos

I [
= 55 F

8 o Fims

) Loy Wit R 2
i o

N s : BE

SWCLE B

svag)

onfazps
e
=
o

1 o

STMEIWESNAGASTR

The next-generation: I13C example

= szt
i

0 3

2 orer 33V i

. " savio

s B B

. ED @0

. w Powrooa

: w0 A50006 00 ) 00

2 a A0 A1 ez roc

. o AroA0c 43 s roc

. ’ ARG As P Aoc/acor st

o somon it son veacison

' o o o

o sown MDD SIS | e sP_soxiios

s wobe | awomsmiwso | e seiwso

o+ ewmoson | aoonsmiwos | es  ShihOs!

s mecson  moowmisnnss e SNSS!

: o AR08 10 et a0

' Aro.00 T v Tweon

s AR T ver a0
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= An evolution of I12C proposed by the MIPI
alliance (2016/7)

= Designed to fit applications currently using 12C,
SPI, UART

= Many operating modes, I12C backward-
compatibility also supported

= without some of the most «exotic» features
such as SCL stretching

= supporting also (mainly) push-pull drivers
= Targets high data rate and energy efficiency

V3 BT
uB
8 p— Vst 2L
vss2
s | vooa Ve @
3V3 BT 15 VsS4 Iss
i VBAT e
Imm il o R
= 3V3 BT b
oD 1—‘ vDD_USB vsssips (16
2 —=ci  Sn
ImMImm
) =
3-90
Out-of-Band Interrupt
1
I°C Slave H
13C Bus [—®|
(SDA & SCL) " Legacy
I°C Sensor(s)
13C Main Master
13C Slave
Host Controller [ES i)
May be SDR-Only
May be SDR-Only
13C Secondary Master
® 13C Smart Sensor(s) /
Hub(s) / Engine(s)
May be SDR-Only
3-92



What did you Learn?

= |nterrupts are crucial for
= Work in parallel
= Duty cycling

" Energy Efficlency Embedded Systems
= External world Interface Lecture 5.
= Serial ports Hardware Software Architecture.
= SPI Analog Digital Converter and Digital Analog Converters PWM
= |2C © Lothar Thiele
= UART Computer Engineering and Networks Laboratory

Michele Magno
= Thisis today used in real embedded systems D-ITET center for project based learning

ETH

Eidgendssische Technische Hochschule Ziirich
3-93 Swiss Federal Institute of Technology Zurich

Where we are ...

Do you Remember ?

1. Introduction to Embedded Systems :, . Interrupt
/2. Software Development e are at the .
3. Hardware-Software Interface <::| Hardware Software Mechanism
Sof £i--}--4. Programming Paradigms * Used for wake up the systems from sleep state
oftware=:-| .  Hardware-
NS Embedded Operating Systems "\Software + IRQ, Interrupt Request
e R « ISR, Interrupt Service Routine
*7. Shared Resources
_}--8. Hardware Components y
Hardware << 9. Power and Energy § » Serial Interface.
*1.10. Architecture Synthesis and . 12C
System Integration SP|
+ UART

* USB (Only mentioned)



MSP432P401R (Last year lab - ES-Lab)

LFXIN, LFXOUT,
HFXIN HFXOUT
| DCOR

PixtoP10.x PJx

Today class will focus on Observing and Influencing.

Embedded System

T tewesooman - ( Computation \
Capacitive Touch /0 0,
: Capacitive Touch /O 1
PCcM PSS Backup
cs RTC_C WDT_A
Power Power - - Memory 110 ports /0 Ports
Gontrol Supply Clock Real-Time | | Watchdog [ | gpay |1
oA M- Manage System System Clock Timer BKB : P; - ;;0 SEJD .
8 Chi I |
annels | Gem—)h Address F T 3-_ % 1 il i
Bus Data |
[====== = Control . .
A I CYBER Communication
! | SRAM WORLD
: ARM Flash B peipneral | || rster || svser AES256
| coechwr |1 wore ||| emod (1 S0 1 reset || sysem | | oot || emes2 observing influencing —
I X 128KB era Contller || Controller | | Zoe¥Pron
| X 32KB sE PHYSICAL
o A WORLD physical/biological/social
1 1 1
: NVIC, SysTick l l l l l l l l 1 1 processes
| FPB, DWT | . £ 3 2 2 2
! | . TAD, TAT, Gt eUSCI_BO,
: 1™, TPIU | Pv:c[l;\:on Ccoor:‘pp__EE[z REF_A, TAZ, TA3 Timer32 :Egg:::;: :H:g:_g; uuzmn:ﬁ;{ﬁ
I eUSCI_A3 Y
Voltage Timer_A ! - eUSCI_B3 . o a
|[mosm | Tl | | ot ||| e | | e ||| 2z || oo Use feedback to influence the dynamics of the physical
IDA, SPI) s
- . . . .
world by taking smart decisions in the cyber world
Gopyright ©2017 Texas Instruments Incorporated 3-4

Sensing is a Must

Sensing a complex environment

WHAT IS NEEDED

Innovative ways to sense and

deliver information

What can they do?

...and their environment

Sensing technologies that address a wide variety of applications

& Humidity X’ Position / motion

nnt
>
49 Pressure

~N .
ﬂ Biosensing Accel.

Compass
Gyro

Pressure |
Light

% Chemical Q= Light

’ Current / power OéD\ Material composition T(( Proximity

— e e
=Gas

M Occupancy

www.ti.com/sensing

% Temperature _ o _ )
Make the user interaction implicit — Build smart environments

Giving you information that’s relevant to what you're doing



Sensors

Integrated 9DoF IMU (Invensense)
Low-power cameras (Centeye, Awaiba, SoftKinetic)

IR sensors (LEAP, PMD)

EF sensors (Microchip GestIC, Plessy sensors)

Grove Starter Kit for LaunchPad

s

ECG contactless (EPIC from Plessey) and bio sensors

Multi-Gas sensors

Contactless Voltage + Current
Acoustic sensors (MEMS, Analog, Digital)

Data acquisition system components

= Signal conditioning (filtering and amplification):
= The operations required to convert the measured analogue signal to
the electrical signal range of the analogue-to-digital converter (ADC)
may involve filtering, amplification, attenuation or impedance
transformation.

= Analogue-to-Digital Converter (ADC):
= |nput: Signal to be measured;
= Qutput: A digital code compatible with the digital processing system;
= Requires:

Sample-and-hold: Used to take a snapshot of the continuously
changing input signal and maintain the value over the sample interval
set by a clock system;

A sampling frequency based on the Nyquist theorem.

Sensors data acquisition

Data acquisition system components:

Signal Analogue iaital
Input ——- Sensor = || toDigital Digital
Conditioning . processing
conversion
physical quantity electrical signal digital signal
Sensors:

Convert analogue measurements of physical quantities (e.g. temperature,
pressure, humidity, velocity, flow-rate, linear motion, position) into

electrical signals (voltage or current).

ADC process

Input analog

Output digital

signal

signal

uy(?)

Quantizing
&
Encoding

2 steps
= Sampling and Holding (S/H)
= Quantizing and Encoding (Q/E)

1

1

1

i

/ \ | ® Cf N

! 1

1

! S/H circuit :%
1

Dn*l

L " oD
_QDO

-11



ADC conversion Sample and Hold Importance of sampling Frequency

Visualization of functions e3(t) (blue) and e4(t) (red)

2 . 2mt . (2mt
X X . . /\ e3(t) = sm(T) + 0.5sin (T)
Convert signal function in a series of value 15
g%[\ es(t) = sin (@) +0.5sin (@) +0.5sin (@)
T v VN 8 4 |
b T P NADd
_— « V A )
Clock -0.5 vr‘v \\’ ﬁ
T .1 0 X
Restrlcthn'to dlgltal information proceSSlng: . . v%y The fact that two or more unsampled signals can have the same sampled
Known digital computers can only process discrete time series 15 \/ representation is called aliasing.
Sample and hold-devices.
Ideally: width of clock pulse — 0 ‘20 1 > 3 2 5 6 7 8
= Sample and Hold circuit does the signal time quantization Sampling the signals at integer times
3-12
How can we avoid aliasing? Analog to Digital Conversion

= Let us assume that we are sampling the input signal at constant time intervals,
such that Ts is the sampling period

‘ H Full scale voltage

= The sampling frequency is f? —

1
T

Digital value

2vntervalli| ——

= Sampling Theorem: aliasing is avoided if we restrict the frequencies of the v frx_’ ’ T ‘
. . . . m N — e
incoming signal to less than half of the sampling frequency fs. \ 1 E;:Eigg
Analog —T— N=3 (:.A..Oll)
Voltage .
= Assuming a sin wave T, . . . Input o
g T, < TN where Ty is the period of the “fastest” sine wave, or d - ] }LSB=V_1;S
2

fs > 2fn where fy is the frequency of the “fastest” sine wave
Quantizing and Encoding



Input/Output plot — ideal ADC Quantization error

— Voo 111 ot
Digital Output . VES, Resolution Example: A
o2 | 12BitADC 110
Y 7 | VFS=10V
111 + L | =2.44mV 101 -
’7 Resolution 100

el — 011 T
101 ? 010 » ‘ Digital Output, Underestimate Vin
100 g 01 | - A |
) 000 +1+ ; ; ; ; ; ; :
011 ¢ pad Digital Output, /8 1/4 12 3/4 1 Vi/Vis
A PR, Overestimate the Vin e — |
010 + -
001  — j . LSB |
000 F , | , ; , M

VFS , ‘ ‘ ' ; |
N- S 1/8 1/4 172 3/4 1 Vin/Vig 24 LSB

Analog Input ‘

Vin inteval with the same digital
output

ADC performance ADC Block Examples in MCUs

= Resolution, R:

= The resolution specifies the width of the digital output word;

V0|tage reference externa references ADC10SR REF2_5V
. I + V, .
= 10, 12, 16 Bit ADC - . analog @) Q REF+ )Eiﬁcq» v;)llz_ge
= The width of the word implies the smallest change to the analogue voltage inputs P Ve ¥ | Ve = fErEence
that can be converted into a digital code; 5 Ol\,l
= The Least Significant Bit (LSB): & o SRERZ
\%4 ; | ADC10SHTx
re
Viss = on divider
= Accuracy: and hold /1.8 L MCLR)
D f conformity of a digital cod ting the anal s s ele)
= Degree of conformity of a digital code representin e analogue : .
voI%a e Y 8 P & & €198 €lock sources
ge. ADC10MEM ADCI0IFG.__
- SDEEdl start conversion

= Maximum output data rate expressed in sample per second (sps)

Iemeerature
Conversion trigger©



ADC - STM32U585xx (1) ADC - STM32U585xx (2)

STM32U585xx block diagram

ADC1 ADC4
Resolution 14 bits 12 bits
Data register 32 bits 16 bits
Maximum sampling speed 2.5Msps 2.5Msps

Hardware linearity calibration RGH No
Differential Inputs Yes No
Injected channel conversion RES No

@Voor
i [Pl o
| -
e

[foan

— LPGPIO - m[isolasﬂ

Autonomous mode No Yes

Concurrent mode protection | Yes

Flexible sampling time Yes No
Oversampling Up to x1024 | Up to x256
Offset compensation Yes No

Gain compensation Yes No

https://www.st.com/en/microcontrollers-microprocessors/stm32u585ai.html
= Datasheet, page 21
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ADC - Architecture SAR-ADC - Functionality (1)

S Voac 4 V.
s _ ﬁ;g » VDDA powers the analog domain. The Vi Vee I
e ——— B = s voltage needs to stable for precise Fs
«  Multiple ADC e el - 4—‘” =t conversions. Voac =
channels per E A s o Vref builds the reference voltage for the D, Ves
SAR-ADC. | UV mmE/ 3 e e o 7 ADC conversion. 2
A bome by ghift -
Fc‘ 5 EE;‘;;:‘M i e Register
 Softwareand ___| i Ewi, Em:l' * Converts an.alog voltage into a digital 0 MSB - ;_,I - - LSB ' > t
s e representation (Vref dependent). Te

hardware N
trigger available.

* Control the start * Is built out of a comparator, a DAC and a shift register to store the conversion progress.

of a conversion. N ; ; . . . . .
i T * ADC needs to be calibrated for precise * Analog voltage Vi is successively approximated; conversion needs several comparisons.
e measurements. ; i i
* SAR-ADC needs a very high clock frequency for fast conversions (oversampling)
[prowtiont JEXTSEL[4:0]
== https://www.st.com/en/microcontrollers-microprocessors/stm32u585ai.html https:/lumerink.com/courses/ece517/s17/Lecture%20Notes/SAR%20ADC%202014.pdf
VREF- wseens = Documentation - RM0456, page 1002
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SAR-ADC - Functionality (2)

Voac 4 v,
v Ves -
Voac L
0. Vrs
2
Bv - shift -
Register 1
0 . . .
MSB «—> LSB
Tclk

* At the beginning, Voac is set to Vrs/2
* The comparator compares Voac with the analog input: Vi is larger than Voac and Vxis high
* This leads to logic 1 in the shift register: the MSB bit is thus “1”

https://lumerink.com/courses/ece517/s17/Lecture%20Notes/SAR%20ADC %202014.pdf

SAR-ADC - Functionality (4)

3-24

Vbac 4 v,
v Ves -
Vbac L
0. Ves
2
BN shift =
Register 1 0 0
0 ) . .
MSB «— LSB
Teik

* Since the last conversion yielded logic “0”

e Vpacis set to Vrs/2 + Vrs/4 - Vrs/8 = 5VFrs/8
* The comparator compares Voac with the analog input: Viis smaller than Voac and Vxis low
* This leads to logic 1 in the shift register: the next bit is thus “0”

\ 4
—_

https.//lumerink.com/courses/ece517/s17/Lecture%20Notes/SAR%20ADC%202014.pdf
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SAR-ADC - Functionality (3)

Vi
v Ves -
Voac - I
0. Vs
2
v shift -
Register 1 0
0 - >
MSB «— LSB
Tclk

* Since the last conversion yielded logic “1”

¢ Vbacis set to Vrs/2 + Vrs/4 = 3Ves/4
* The comparator compares Vpac with the analog input: Viis smaller than Voac and Vxis low
* This leads to logic 1 in the shift register: the next bit is thus “0”

https.//lumerink.com/courses/ece517/s17/Lecture%20Notes/SAR%20ADC%202014.pdf

SAR-ADC - Functionality (5)

Vi
Vi Ves |-
Vbac L
D, Vrs —
2
BN shift =
Register 1 0 0 1
0 . . >
MSB «— LSB
Tek

* Since the last conversion yielded logic “0”

¢ Vbacis set to Vrs/2 + Vrs/4 - Vrs/8 - Vrs/16 = 9Vrs/16
* The comparator compares Voac with the analog input: Vi is larger than Voac and Vxis high
* This leads to logic 1 in the shift register: the next bit is thus “1”

3-

25

https.//lumerink.com/courses/ece517/s17/Lecture%20Notes/SAR%20ADC %202014.pdf

3-

27



SAR-ADC - Functionality (6)

Voac 4 v,
v Ves -
Voac L
D, Vs
2
Bv - shift -
Register 1 0 0 1 1
0 - : >t
MSB «— LSB
Tclk

* Since the last conversion yielded logic “1”

¢ Vbacis set to Vrs/2 + VEs/4 - Vrs/8 - VEs/16 + Ves/32 = 19Ves/32
* The comparator compares Voac with the analog input: Vi is slightly larger than Vbac and Vxis high
* This leads to logic 1 in the shift register: the next bit is thus “1”

ADC - External Connection

https://lumerink.com/courses/ece517/s17/Lecture%20Notes/SAR%20ADC %202014.pdf
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ARDUINO® (CN13) ARDUINO® (CN14)

ARDUINO® (CN17)  ARDUINO®  r(CN16)

https://www.st.com/en/evaluation-tools/b-u585i-iot02a.html
- Documents - UM2839, page 34

Connector

Signal namo Function

2 orer g T Savietene
s NRsT st NSt Roset
. ES 5 3 savio
onrr
s B v
. ED : = o
i oo oo
5 Bluetooth® module s v‘” Power oput
USB (CN12) "0 Po0 A0
. 2 a vz soc
s " Poe #0c
Bluetooth® module ‘ n Pes
RESET (B1) s a ear ADGI12C1_s0A
ns Pe0  Aoc/izotsoL
0 scuos Pes zcisc
o sono c1_son Pes  icison
Optional f veerp wRere E vRerp
battery holder 7 oo oo oo
(CN15) . ok Aot Si sk | PER | sPsckiioz
ons s wisop1z ARDOT2SPIMSO | PEM | sPiLisO
o« | pwwmosion  Amowsmimos | pEs  SioS
s ewwcsoo | moowmesennss | e SINSS!
p Prns ARD.D8_TIM e Tnom
o8 AR0.08.10 Pot Gro
0 o7 AR00710 Pris opo
7 Pwnie AR08 T Pos  ThwoH
o Prw0s ARD.05_TIM o e ot
s o4 AR D4INT Per P
onte
. P ARD.03_TIM Pe2 TivacHaN
s o2 Aw02.10 Pors Po
2 o1 AROD1_TX P uARTaIX
oo ARD.D0_Rx o umRra
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SAR-ADC - Functionality (7)

Vbac 4 v,
v Ves -
Voac -
0. Vs
2
v shift -
Register 1 0 0 1 1 0
0 > t
MSB «—> LSB
Tclk

* Since the last conversion yielded logic “1”,
* Vbacis set to Vrs/2 + Ves/4 - Vrs/8 - Vrs/16 + Vrs/32 + Vrs/64= 39Vrs/64
* The conversion ends when the shift register is full.
» Higher order SAR-ADCs have better precision but they need more conversion steps

https://lumerink.com/courses/ece517/s17/Lecture%20Notes/SAR%20ADC%202014.pdf

3-29

Analogue-to-Digital Converter (ADC)

= The ADC takes the voltage from the acquisition system (after signal conditioning and
sampling and hold) and converts it to an equivalent digital code;

ipeline
(undersampling)

= ADC architectures:
= Successive Approximation (SAR)
= Sigma Delta (SD or AY) : ‘ : ; ; —
¢ Slope orDual lope e ™
= Pipeline

= Flash

Resolution [bit]

Flash |




Fast ADC

Vre
h(t) / w
"11"
3 R<e> Digital
4 ref > 2| outputs "10"
R!P%+ -6 =
p, DR | -
ZVref - 00 1 T T
R Comparators 0 2 Ve

Total ADC Conversion Time and Max Sampling Rate

ADCCLK, up to 36MHz, taken from PCLK through a prescaler (Div2, Div4, Divé and Div8).

Programmable sample time for each channel (from 4 to 480 clock cycles)
Total conversion Time = Tsamping + Tconversion

Original CLK
e

Tconversion
[ Resolution Tconversion
’ Sampling 12 bits 12 Cycles
— 10 bits 10 Cycles
8 bits 8 Cycles
6 bits 6 Cycles

ASSUMING Sample time= 3 cycles @ ADC_CLK = 36MHz =» total conversion time is equal to:

resolution

Total conversion Time

12 bits

12 +3 =15cycles

0.416us > 2.4 Msps

10 bits

10+ 3 =13cycles

0.361 us > 2.71 Msps

8 bits

8+ 3 =11cycles

0.305 us > 3.27 Msps

6 bits

6+3 =9cycles

0.25us > 4 Msps
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ADC speed performances

168MHz | (a) (2) 0.714ps
84MHz 21MHz 1.4 Msample/s
144MHz | (a) (1) 0.416ps
72MHz 36MHz 2.4 Msample/s
120MHz | (a) (1) 0.5ps
60MHz 30MHz 2 Msample/s
96MHz (a) (1) 0.625ps
48MHz 24MHz 1.6 Msample/s
72MHz | (b) (1) 0.416ps
72MHz 36MHz 2.4 Msample/s
bt (o Posrianst

AHB_PRESC APB2_PRESC

ADC_PRESC

(1). ADC_PRESC = /2 (2).

ADC_PRESC = /4
APB_PRESC = /2
APB_PRESC =/1

ADC_CLK
(36MHz max)

Analog MEMS block
schematic

CHARGE
AMPLIFIER

Output voltage is

-33

proportional to
measured
physical quantity

AM0B047VT

Advantages:

Low cost per unit
Low power consumption

Very small footprint

Disadvantages:

Output not always linear
Signal is not filtered

ADC must be close to sensor
Range not selectable



Digital MEMS block schematic

Yo CHARGE
AMPLIFIER
-
ADC1 - ADC Input!
ADC2 - ADC Input2
ADG3 - ADC Inputa
TRIMMING
SELFTESH CIRCUITS,

CONTROL.

&
INTERRUPT!

Check the electrical characteristics

Electrical characteristics al Vdd=3.3 V, T=25 °C lmless otherwise noted (1)

Table 5.
Symbol Parameter Test conditions Min. Typ. (& Max. Unit
Vdd Supply woltage 2186 33 36 v
Vdd 1O |1/O pads supply voltage 1.71 Vdd v
dd Supply current Vdd =33V 0.65 0.80 ma
Vdd=25V 0.60 075
pen |G orseon e [
VIH Digital High level Input 0.8*Vdd
voltage o
VIL Digital Low level Input 0.2*Vdd v
voltage o
VOH  |High level output voltage ooTvas
— v
VOL Low level output voliage o1 -Igdd
ODRA1 Output Data Rato 1 Dec factor = 512 40
ODR2 Output Data Rate 2 Dec factor = 128 160 .
ODR3 Output Data Rate 3 Dec factor = 32 B0
ODR4 Output Data Rate 4 Dec factor=8 2560
BW System bandwidth(?) ODRw4 Hz
Ton Turn-on time 41 5/0DRx s
Top Operating temperature range -40 +85 °C

4 Thn recbans i Sntnns nelieated o4 33 W The deeinn mee b e fee 3 A2 W an 3 8 W

...open the datasheet ©

Figure2. Pin You will find a
Table with PIN
; description
2 o &
- tgl
Indication of §ec i
T
reference ne 7|l ]u ‘:s:v;m Or Jisawo
directions of & cry TOPVEW) T
the 3 DIRECTION OF THE D E E B D E
. DETECTABLE 9 £7'3
aCCGlerathnS ACCELERATIONS g g § g §§
Figure 1. Block diagram
Fiter
cs
— .
i a2 Foo
Block diagram b 500
showing that there Fier
is more than the
micro-mechanical —
clement ‘ J— ‘ ‘ ererence ‘ ‘ T ‘ ‘ e ‘ o o }JWN‘
3-36
. e o
The full Chain! Digital to Analog Converters
2 2 2 S D D D
N . NS N § _ NS = . N
S | anti- | %0 |Sample- | = |A/D- | = |PrOCES-| = |p/A- | > |filter | N
aliasing & hold conv. sing conv.
An electric motor is a device converting electrical energy into mechanical energy (generally a torque). This conversion is usually obtained
through the generation of a magnetic field by means of a current flowing into one or more coils.
ROTO
R
STATOR
B votor Mo
3-38
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Pulse Width Modulation (PWM)

» The average value can be extracted from the PWM stream with
a low-pass filter

* In this case, and as long as PWM frequency and values of R
and C are appropriately chosen, Vout becomes an analog
output

In practice, this sort of filtering is not
always required; many physical systems
have response characteristics which, in
reality, act like low pass filters

Vin |i| a V;)ut
S
C

A

Michele Magno ~ 24.10.2022 40

3-40

Pulse Width Modulation (PWM)

» Whatever duty cycle a PWM stream has, there is an
average value, as indicated by the dotted line

* If the on time is small, the average value is low; if
the on time is large, the average value is high

* By controlling the duty cycle, we control this average
value

“on” time, t,,

Average
value -

<«——Period, T—

24.10.2022 42
3-42

Michele Magno

Pulse Width Modulation (PWM)

» The period is normally kept constant, and the pulse
width, or “on” time is varied

» The duty cycle is the proportion of time that the pulse is
‘on’ or ‘high’, and is expressed as a percentage:

duty cycle = 100% * (pulse on time) / (pulse period)

“on” time, {,,

—>

Average
value ~—----—--—-f-——----""-"1-—-—""""——""""1—""""1""

«——Period, T—

Michele Magno

Pulse Width Modulation (PWM)

» The voltage supplied to a DC motor is proportional to the duty cycle
+ Both brushed and brushless motors can be used with PWM

LED Dimming

A
| § =
43

Pulse Width Modulation - Val Tocitu,

Jason Kulpe, Alex Mariuzza

Michele Magno

24.10.2022 41
3-41

24102022 43
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PWM - STM32U585xx PWM - External Connection

P name pr—— | puncton

ARDUINO® (CN13) ARDUINO® (CN14)

STM32U585xx block diagram : - e N
— S s NRST NRST NRST Reset
e » N o) 4 w3 - - 33VI0
X 16-bit timer e ;
o aNp z z oo
7 aNp oo
Bluetooth® module 2 kil R
USB (CN12) ' o ARD_ADG_A0 Po0 a0C
2 M ARD-ADC AT pe2 a0c
o ) n ARD-ADC_A2 Pos a0C
Bluetooth® module i a ARD-ADC_AS pos aC
RESET (81) 5 o ARD-ADC_As AT ADG/IZCI_SOA
— | ) o ns ARD-ADC_AS PBO | ADC/ICHSOL
TIMA, CHI1ISIN) R =l 0 scLots zc1_scL Pos 21 sc
ETR, BKIN, BKIN2 as AF e = Optional 0 werp were . wRerp
cos m § Sioome battery holder 2 N ano. N
3 compl. channels 1o Q! - (CN15) 6 ScK13 ARD.D13_SPI1_SCK. PE13  SPN_SCK/LDZ
1(mmifl“"“’;1‘~mm :‘!: IMBPWM 160 o0 crosm s wson: D012 seiL P v
A © empisii Fr—— R
hannels, - ! ' ; RO.D10_TIN
1 compl. channel, BKIN as AF TR =
1 channel,
1 compl. channel, BKIN as AF
fichannel, ARD.06_TIN 55 a_CH:
1 compl. channel, BKIN as AF ARD.DS_TIM E TIM16_CH
g & AROTeT e g
RX, TX, CK.CTS, RTS as AF :‘S:"’ USART1 e N PYMDS ARD.DS_TIM PB2  TIMBOHAN
] 02 ARDD2 10 Po1s ari0
o 2 ™1 ARDOI_TX P8 UARTIIX
. . ARDUINO® (CN17)  ARDUINO® Power (CN16) ' Rx0 ARD.00_RX DO UARTSRX
https://www.st.com/en/microcontrollers-microprocessors/stm32u585ai.html
g /ot
> Datasheet, page 21 https://www.st.com/en/evaluation-tools/b-u585i-iot02a.html
- Documents - UM2839, page 34
3-44 3-45

What did you Learn?

= Physical world is ANALOG

= ADC

= Sampling and hold EmbEddEd SyStemS

= Quantization

» Different ADC 4. Programming Paradigms

= latency and sample rate can be affected

= DAC to control other device © Lothar Thiele
= PWM Computer Engineering and Networks Laboratory

= Example of motors

ETH

Eidgendssische Technische Hochschule Zirich
3-46 Swiss Federal Institute of Technology Zurich
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Timing Guarantees

= Hard real-time systems can be often found in safety-critical applications. They
need to provide the result of a computation within a fixed time bound.

= Typical application domains:

= avionics, automotive, train systems, automatic control including robotics,
manufacturing, media content production

sideairbag in car,

reaction after event in <10 mSec

Free stream air velocity

wing vibration of airplane,
sensing every 5 ms

Reactive Systems and Timing

Simple Real-Time Control System

Input

A/D —
Control-Law - D/A
Computation
A/D — .
Sensor Actuator




Real-Time Systems Real-Time Systems

In many cyber-physical systems (CPSs), correct timing is a matter of correctness, not Controller
performance: an answer arriving too late is consider to be an error. _l
Actuators

’—> Controller —l Physical process

Sensors Actuators

Physical process

4-6
Real-Time Systems Real-Time Systems
’—> Controller —l
Sensors Actuators Sensors Actuators
Physical process Physical process
| Communication Communication




Real-Time Systems Real-Time Systems

Controller —l Controller

Sensors Actuators Sensors Actuators

Physical process Physical process
) start time deadline
Communication Communication ‘ Communication | Communication
4-10
Real-Time Systems Distribution of Execution Times

= Embedded controllers are often expected to finish the processing of data and
events reliably within defined time bounds. Such a processing may involve
sequences of computations and communications.

>

Unsafe:
Best Case Execution Time
xecution Time Measurement

= Essential for the analysis and design of a real-time system: Upper bounds on the
execution times of all tasks are statically known. This also includes the
communication of information via a wired or wireless connection.

Upper bound

Worst Case
Execution Time

= This value is commonly called the Worst-Case Execution Time (WCET).

Distribution of execution times

= Analogously, one can define the lower bound on the execution time, the Best-Case Execution Time
Execution Time (BCET).



Modern Hardware Features

= Modern processors increase the average performance (execution of tasks) by
using caches, pipelines, branch prediction, and speculation techniques, for
example.

= These features make the computation of the WCET very difficult: The
execution times of single instructions vary widely.

= The microarchitecture has a large time-varying internal state that is changed by
the execution of instructions and that influences the execution times of
instructions.

Best case - everything goes smoothely: no cache miss, operands ready, needed
resources free, branch correctly predicted.

Worst case - everything goes wrong: all loads miss the cache, resources needed
are occupied, operands are not ready.

The span between the best case and worst case may be several hundred cycles.

Different Programming Paradigms

Determine the WCET

Complexity of determining the WCET of tasks:
= |n the general case, it is even undecidable whether a finite bound exists.
= For restricted classes of programs it is possible, in principle. Computing accurate
bounds is simple for ,,old” architectures, but very complex for new architectures with
pipelines, caches, interrupts, and virtual memory, for example.

Analytic (formal) approaches exist for hardware and software.
= |n case of software, it requires the analysis of the program flow and the analysis of the
hardware (microarchitecture). Both are combined in a complex analysis flow, see for
example www.absint.de.
= For the rest of the lecture, we assume that reliable bounds on the WCET are available,
for example by means of exhaustive measurements or simulations, or by analytic
formal analysis.

Why Multiple Tasks on one Embedded Device?

= The concept of concurrent tasks reflects our intuition about the functionality of
embedded systems.

= Tasks help us manage the complexity of concurrent activities as happening in the
system environment:
= |nput data arrive from various sensors and input devices.

= These input streams may have different data rates like in multimedia processing,
systems with multiple sensors, automatic control of robots

= The system may also receive asynchronous (sporadic) input events.

= These input event may arrive from user interfaces, from sensors, or from
communication interfaces, for example.

-15
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Example: Engine Control

Typical Tasks:
= spark control (actuation)
= crankshaft sensing

= fuel/air mixture (actuation)

* oxygen sensor

= control algorithm (computation)

Time-Triggered Systems

engine
controller

Pure time-triggered model:

= no interrupts are allowed, except by timers

= the schedule of tasks is computed off-line and therefore, complex sophisticated

algorithms can be used

= the scheduling at run-time is fixed and therefore, it is deterministic

= the interaction with environment happens through polling

interrupt

polling

CPU

/
HI \ interfaces

le—> — to sensor/

/ actuator
—1

set timer

Overview

= There are many structured ways of programming an embedded system.
= |n this lecture, only the main principles will be covered:

= time triggered approaches
= periodic
= cyclic executive
= generic time-triggered scheduler

= event triggered approaches
= non-preemptive
= preemptive — stack policy
= preemptive — cooperative scheduling
= preemptive - multitasking

Simple Periodic TT Scheduler

= A timer interrupts regularly with period P.
= All tasks have same period P.

LD LT

t(0)

= Properties:

= later tasks, for example T, and T, have unpredictable starting times

= the communication between tasks or the use of common resources is safe, as
there is a static ordering of tasks, for example T, starts after finishing T,

= as anecessary precondition, the sum of WCETs of all tasks within a period is

bounded by the period P:

Y WCET(T) < P
(k)



Simple Periodic Time-Triggered Scheduler

) usually done offline
maln:

set CPU to low power mode;

determine table of tasks (k, T(k)), for k=0,1,..,m-1;
i=0; set the timer to expire at initial phase t (0);
while (true) sleep();

Timer Tnterrupt: processing starts again after interrupt

i=i+1;

T (k)

set the timer to expire at i*P + t(0);

for (k=0,..,m-1){ execute task T(k); }

return; \\\\\\‘

for example using a function pointer in C;

Slw NP O R

task(= function) returns after finishing.

Time-Triggered Cyclic Executive Scheduling

= Examples for periodic tasks: sensory data acquisition, control loops, action

planning and system monitoring.

= When a control application consists of several concurrent periodic tasks with
individual timing constraints, the schedule has to guarantee that each periodic

instance is regularly activated at its proper rate and is completed within its

deadline.
= Definitions:
I :denotes the set of all periodic tasks
7; :denotes a periodic task
%i,j : denotes the jth instance of task i
., d,; :denote the release time and absolute deadline of the
jthinstance of task i
: phase of task i (release time of its first instance)
: relative deadline of task i

Time-Triggered Cyclic Executive Scheduler

= Suppose now, that tasks may have different periods.
= To accommodate this situation, the period P is partitioned into frames of length f.

mrll parianipisa
2 14 16 1

L]
0 2 4 6 8 10 1 8 20

— p

= We have a problem to determine a feasible schedule, if there are tasks with a
long execution time.

= Jong tasks could be partitioned into a sequence of short sub-tasks

= but this is tedious and error-prone process, as the local state of the task must be
extracted and stored globally

Time-Triggered Cyclic Executive Scheduling

= Example of a single periodic task 7;:

1 . T;
cDi3 Dl
Tia ! Ti2 .
Ci
= A set of periodic tasks T': task instances should execute in these intervals
r
[tdt gt o it rt et ot g4
| | 1 | 1 {/ |
| |




Time-Triggered Cyclic Executive Scheduling Time-Triggered Cyclic Executive Scheduling

= The following hypotheses are assumed on the tasks: Example with 4 tasks: _
= The instances of a periodic task are regularly activated at a constant rate. The s 7:71=6,D; =6,C; =2 To: T2 =9,D3=9,Cy =2 L requirement
interval T; between two consecutive activations is called period. The release times 73:T3=12,D3=8,C3 =2 T4:Ty=18,D4=10,C1 =4 i
satisfy . ]
. " P=36f=4
rj =0+ -1 f
- schedule
= Allinstances have the same worst case execution time C;. The worst case 1 7 | T . oal | T3 . ‘ T |7'3 |T1 . T4 | T . T | 7-3\
execution time is also denoted as WCET()) .
0 4 8 12 16 20 24 28 32 36 .
= Allinstances of a periodic task have the same relative deadline D;. Therefore, the o =2 .4 N N i i it l
absolute deadlines satisfy ' ' ' ' ' ' ' ' ' '
=l A — 4 — 4 % %l
dij =@+ (=1 +D; R P S N S B S
1=0_1 % — —1 % ! % %
l_'_l
1-26 not given as part of the requirement 4-27
Time-Triggered Cyclic Executive Scheduling Generic Time-Triggered Scheduler
Checking for correctness of schedule: = |nan entirely time-triggered system, the temporal control structure of all tasks is
= fi; denotes the number of the frame in which that instance j of task 7; executes. established a priori by off-line support-tools.
* Is P.acommon multiple of all periods 77 ? = This temporal control structure is encoded in a Task-Descriptor List (TDL) that
= |s P amultiple of f? contains the cyclic schedule for all activities of the node.
[ ici ? . . . .
Is the frame sufficiently long? - = This schedule considers the required precedence and mutual exclusion
Y Gi<f Vi<k< 7 relationships among the tasks such that an explicit coordination of the tasks by
(1 1=k} the operating system at run time is not necessary.
= Determine offsets such that instances of tasks start after their release time: = The dispatcher is activated by a : :
i . Time Action WCET
;= min {(fiy—1)f— (G- 1T} V tasks 7; synchronized clock tick. It looks at the o anT1 .
1<j<P/T; TDL, and then performs the action 17 send M5 @
= Are deadlines respected? that has been planned for this 22 stop T1 )
instant [Kopetz] 38 start T2 | 20 Disparcher
(jfl)Ti‘I"q)i’FDiZfijf V tasks 7; , 1§]SP/T1 P ’ 47 send M3




Simplified Time-Triggered Scheduler

main: / usually done offline
determine stat4#C schedule (t(k), T(k)), for k=0,1,..,n-1;
determine period of the schedule P;
set i=k=0 initially; set the timer to expire at t(0);
while (true) sleep();

set CPU to low power mode;

; . k t(k) | T(k
Timer Interrupt: processing continues after interrupt (k) k)
k old := k; 0 0 T,

i := i+l; k := 1 mod n;
. . . 1 3 T,
set the timer to expire at |_1/nJ * P + t(k);
execute task T(k_old); 2 7 T,
return; 3 8 T
for example using a function pointer in C;
S 4 12 |1,
task returns after finishing.

Event Triggered Systems

The schedule of tasks is determined by the occurrence of external or internal events:

= dynamic and adaptive: there are possible problems with respect to timing, the use
of shared resources and buffer over- or underflow

= guarantees can be given either off-line (if bounds on the behavior of the
environment are known) or during run-time

interrupt or polling

/
HI \ interfaces

CPU «~— to sensor/

[ |
/ actuator
/ —1

set timer

interrupt

Timer .
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Summary Time-Triggered Scheduler

Properties:

= deterministic schedule; conceptually simple (static table); relatively easy to
validate, test and certify

= no problems in using shared resources

= external communication only via polling
= inflexible as no adaptation to the environment
= serious problems if there are long tasks

Extensions:
= allow interrupts > be careful with shared resources and the WCET of tasks!!
= allow preemptable background tasks
= check for task overruns (execution time longer than WCET)

Non-Preemptive Event-Triggered Scheduling

Principle:
= To each event, there is associated a corresponding task that will be executed.
= Events are emitted by (a) external interrupts or (b) by tasks themselves.

= All events are collected in a single queue; depending on the queuing discipline, an
event is chosen for execution, i.e., the corresponding task is executed.

= Tasks can not be preempted.

Extensions:
= A background task can run if the event queue is empty. It will be preempted by
any event processing.
= Timed events are ready for execution only after a time interval elapsed. This
enables periodic instantiations, for example.

-31
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Non-Preemptive Event-Triggered Scheduling

main:
) set the CPU to low power mode;
while (true) {

continue processing after interrupt
if (event queue is empty) {
sleep () ;

} else { for example using a function pointer in C;
extract event from event queue; __—7 task returns after finishing.

execute task corresponding to event;

ISR
(interrupt service
Interrupt:

routine) Q Q O tasks
put event into event queue; | . event 4 T y
return; interrupts \\\ E /,
event C

extract event;
dispatch corresponding task

event queue

Preemptive Event-Triggered Scheduling — Stack Policy

= This case is similar to non-preemptive case, but tasks can be preempted by
others; this resolves partly the problem of tasks with a long execution time.

= |f the order of preemption is restricted, we can use the usual stack-based context
mechanism of function calls. The context of a

function contains the necessary state such as local main memory
variables and saved registers. context of addresses
/ main()
main () {
£1 07 context of
f1()
f10H context of
f2()
£20); i
4-36

Non-Preemptive Event-Triggered Scheduling

Properties:
= communication between tasks does not lead to a simultaneous access to shared
resources, but interrupts may cause problems as they preempt running tasks
= buffer overflow may happen if too many events are generated by the environment or
by tasks

= tasks with a long running time prevent other tasks from running and may cause
buffer overflow as no events are being processed
during this time

task with a long
execution time

‘ partition

save —— T restore

context global memory context

4-35

= partition tasks into smaller ones

= but the local context must be stored

Preemptive Event-Triggered Scheduling — Stack Policy

task T,

task T, 1 1 l l

task T, 4 - Y l
preemption t

= Tasks must finish in LIFO (last in first out) order of their instantiation.
= this restricts flexibility of the approach

= jtis not useful, if tasks wait some unknown time for external events, i.e., they are
blocked

= Shared resources (communication between tasks!) must be protected, for
example by disabling interrupts or by the use of semaphores.



Thread

= A thread is a unique execution of a program.

Several copies of such a “program” may run simultaneously or at different times.
Threads share the same processor and its peripherals.

= A thread has its own local state. This state consists mainly of:

register values;
memory stack (local variables);
program counter;

= Several threads may have a shared state consisting of global variables.

Co-operative Multitasking

= Fach thread allows a context switch to another thread at a call to the
cswitch () function.

This function is part of the underlying runtime system (operating system).
A scheduler within this runtime system chooses which thread will run next.

= Advantages:

predictable, where context switches can occur
less errors with use of shared resources if the switch locations are chosen carefully

= Problems:

programming errors can keep other threads out as a thread may never give up
CPU

real-time behavior may be at risk if a thread runs too long before the next context
switch is allowed

Threads and Memory Organization

= Activation record (also denoted as the thread context) contains the

thread local state which includes

registers and local data structures.

thread 1

= Context switch:
. registers
current CPU context thread 2

goes out —

= new CPU context

CPU

goes in

memory

Example: Co-operative Multitasking

Thread 1 Thread 2

if (x > 2)

subl (y) ; cswitch() ;
else if (vall == 3)
sub2 (y) ; abc (val2) ;

cswitch() ;
proca(a,b,c);

rst(val3) ;

Scheduler

save_state (current) ;
lp = choose_process () ;
load_and go(p)

procdata(r,s,t);
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Preemptive Multitasking

= Most general form of multitasking:

= The scheduler in the runtime system (operating system) controls when contexts
switches take place.

= The scheduler also determines what thread runs next.

= State diagram corresponding to each single thread: }  terminate thread

= Run: A thread enters this state as it starts executing
on the processor

= Ready: State of threads that are ready to execute
but cannot be executed because the processor
is assigned to another thread.

dispatch

= Blocked: A task enters this state when it waits

for an event.
activate thread

Embedded Operating Systems

preemption

Embedded Systems

5. Operating Systems

© Lothar Thiele

Computer Engineering and Networks Laboratory

Eid fechnische Hochschule Ziirich
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Embedded Operating Systems

Features and Architecture

Embedded Operating System

= Why is a desktop OS not suited?

The monolithic kernel of a desktop OS offers too many features that take space in
memory and consume time.

Monolithic kernels are often not modular, fault-tolerant, configurable.

Requires too much memory space and is often too ressource hungry in terms of
computation time.

Not designed for mission-critical applications.
The timing uncertainty may be too large for some applications.

Main Functionality of an Embedded Operating System

Task management:

Execution of quasi-parallel tasks on a processor using processes or threads (lightweight
process) by

" maintaining process states, process queuing,
= allowing for preemptive tasks (fast context switching) and quick interrupt handling

CPU scheduling (guaranteeing deadlines, minimizing process waiting times, fairness in
granting resources such as computing power)

Inter-task communication (buffering)
Support of real-time clocks
Task synchronization (critical sections, semaphores, monitors, mutual exclusion)
= In classical operating systems, synchronization and mutual exclusion is performed via
semaphores and monitors.
= In real-time OS, special semaphores and a deep integration of them into scheduling is
necessary (for example priority inheritance protocols as described in a later chapter).

Embedded Operating Systems

One Essential characteristics of an embedded OS: Configurability

No single operating system will fit all needs, but often no overhead for
unused functions/data is tolerated. Therefore, configurability is needed.

For example, there are many embedded systems without external memory, a
keyboard, a screen or a mouse.

Configurability examples:

Remove unused functions/libraries (for example by the linker).

Use conditional compilation (using #if and #ifdef commands in C, for example).
But deriving a consistent configuration is a potential problem of systems with a
large number of derived operating systems. There is the danger of missing
relevant components.
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Embedded Operating System vs. Standard OS

Device drivers are typically handled directly by tasks instead of drivers that are
managed by the operating system:
= This architecture improves timing predictability as access to devices is also handled by
the scheduler

= |f several tasks use the same external device and the associated driver, then the access
must be carefully managed (shared critical resource, ensure fairness of access)

Embedded OS Standard OS

application software application software

middleware | middleware middleware ‘ middleware |

device driver | device driver || operating system

real—time kernel device driver | device driver |
Task States

Minimal Set of Task States:

-11



Task states

Running:

= Atask enters this state when it starts executing on the processor. There is as
most one task with this state in the system.

Ready:

= State of those tasks that are ready to execute but cannot be run because the

processor is assigned to another task, i.e. another task has the state “running”.

Blocked:

= Atask enters the blocked state when it executes a synchronization primitive to

wait for an event, e.g. a wait primitive on a semaphore or timer. In this case,

the task is inserted in a queue associated with this semaphore. The task at the

head is resumed when the semaphore is unlocked by an event.

Threads

A thread is the smallest sequence of programmed instructions that can be
managed independently by a scheduler; e.g., a thread is a basic unit of CPU
utilization.

= Multiple threads can exist within the same process and share resources such
as memory, while different processes do not share these resources:

= Typically shared by threads: memory.
= Typically owned by threads: registers, stack.

= Thread advantages and characteristics:

= Faster to switch between threads; switching between user-level threads requires
no major intervention by the operating system.

= Typically, an application will have a separate thread for each distinct activity.

= Thread Control Block (TCB) stores information needed to manage and schedule a
thread

Multiple Threads within a Process

Thread 1 stack

m

Stack

Thread 2 stack Iregisters| ‘registersl |registers|

@ s

I stack H stack || stack |

L1

» Thread 3 stack

thread —> ﬁ ﬁ -~
dynamic Data dynamic Data

static Data static Data

Text Text

— thread

process with a single thread process with several threads

Threads

= The operating system maintains for each thread a data structure (TCB — thread control block)
that contains its current status such as program counter, priority, state, scheduling information,
thread name.

= The TCBs are administered in linked lists:

S ool [Ts

executing process

e e ey disk2 3 10 device queues timer queue
¥
rD‘_D‘_D serial /O

dispatch

blocked

ready queue preemption

signa

----- activate




Context Switch: Processes or Threads

process or thread PO operating system process or thread P1
Interrupt or system call process control block or
mcutingu /_“—i / thread control block
T E save siate into PCB, —[ 1
N } idle
[ refoad state from PCE, |
- idle intarrupt or system call l executing
| save state into PCE, ]
idle
] _J | reicad stata trom PCa, |
executing ff T ——_ |
L 4 Thhe— ]

Class 1: Fast and Efficient Kernels

Fast and efficient kernels

For hard real-time systems, these kernels are questionable, because they are
designed to be fast, rather than to be predictable in every respect.

Examples include
ThreadX, FreeRTOS, QNX, eCOS, RT-LINUX, VXWORKS, LynxOS.

Embedded Operating Systems
Classes of Operating Systems

Class 2: Extensions to Standard OSs

Real-time extensions to standard OS:

= Attempt to exploit existing and comfortable main stream operating systems.

= Areal-time kernel runs all real-time tasks.

= The standard-OS is executed as one task.

RT—task 1

RT-task 2

non-RT task 1| non—RT task 2

device driver |device driver Standard-OS

real-time kernel

+ Crash of standard-OS does not affect RT-tasks;
- RT-tasks cannot use Standard-OS services; .
less comfortable than expected revival of the concept:

hypervisor

-17
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Example: RT Linux

RT-tasks cannot use standard OS calls.

Liser
process

Liser Lisal

pracese| |pmcass|  peoses

r Lleet

-

& &

r

- . Feal-tme Fea-ime| |Red-tme
LI kerne task fask task
» 4 T L3 4 4
Lt intarnipls
Harchware Abstraction Layer Real-tme scheduler
W N2
L
Systen hardware rt—

Embedded Operating Systems

Direct
RETL R
LRSS

ThreadX in the Embedded Systems Lab (ES-Lab)

Class 3: Research Systems

Research systems try to avoid limitations of existing real-time and embedded
operating systems.
= Examples include L4, seL4, NICTA, ERIKA, SHARK

Typical Research questions:
= |ow overhead memory protection,
= temporal protection of computing resources
= RTOS for on-chip multiprocessors
= quality of service (QoS) control (besides real-time constraints)
= formally verified kernel properties

List of current real-time operating systems:
http://en.wikipedia.org/wiki/Comparison_of real-time_operating_systems

Example: ThreadX (ES-Lab)

Azure RTOS ThreadX (https://azure.microsoft.com/en-us/products/rtos) is an
embedded operating system. It is available for many hardware platforms, open
source and widely used in industry. It is used in the ES-Lab.

= ThreadX is a high-performance real-time kernel.

= Applications are organized as a collection of independent
threads of execution.

= Characteristics: Preemptive and cooperative scheduling,
flexible thread priority support, priority inheritance,
automatic scaling, deterministic processing, run-time
performance monitoring, ...

» ThreadX provides the FreeRTOS/POSIX adaptation layers
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Example: ThreadX (ES-Lab)

Typical directory structure (excerpts):

threadX / implementation of ThreadX APIs

L
T_orTlmon definitions of the basic interface to the real-time kernel Embedded Ope rating Systems
inc
L tx api.h / definition of the queue management component Threadx Task Ma nagement

L tx queue.h
L tx semaphore.h /
____—— definition of the timer management component

definition of the semaphore management component

L tx timer.h

L ports implementation of the kernel scheduler

= ThreadX can be configured by a header file called tx user.h that includes
almost all configuration options (preemption, priority, stack size, interrupt,...)

Example ThreadX — Task Management Example ThreadX — Task Management
Tasks are implemented as threads. » Thread instantiation:
= The functionality of a thread is implemented in form of a function: UINT tx_thread create ( / a pointer to a thread control block
= Prototype: void thread function (ULONG thread input) ; / TX THREAD *thread ptr,
e ~— CHAR *name_ ptr, a pointer to the function
some name of task function pointer to task arguments returns TX—SUCCFSS VOID (*entry function) (ULONG) ,/ that implements the task
or errors depending =
. . . . h £ ULONG entry_input, \
= Task fu.nctllons can |ns-tan.t|ate other tasks. Each created task is a separate 0}:\ t : SUZCESS of VOID *stack start, task functions accept a parameter
execution instance, with its own stack. the thread creation ULONG stack size, which is the size of 32 bits; the
= Example UINT priorizy value assigned to entry_input is
! the value passed into the task.
void taskl_entry( ULONG thread_input ) { UINT preempt threshold, P
volatile uint32_t ul; /* volatile to ensure ul is implemented. */ ULONG time slice, .
for( i1 ) UINT auto ;tart) ] each task needs its own
. /* do something repeatedly */ - ’ unique stack SpaC_E; t_he
for( ul = 0; ul < 10000; ul++ ) { /* delay by busy loop */ } o ) . . stack_start value indicates
} th_e priority at VYhIFh the task number of ticks the task is allowed to the start address of the stack
} will execute; priority O run before other ready threads of the and the stack_size value the

represents the highest priority same priority are given a chancetorun .0 of the stack in bytes.



Example ThreadX — Task Management

Examples for changing properties of tasks:

= Changing the priority of a task. In case of preemptive scheduling policy, the ready
task with the highest priority is automatically assigned to the “executing” state.

UINT tx_ thread priority change (TX THREAD *thread ptr,
/////UINT new_priority, UINT *old priority);

pointer to a previously created application thread / \
new priority (0 is highest priority)  pointer to store the old priority

= Atask can delete itself or any other task. Deleted tasks no longer exist and cannot
enter the “executing” state again.

UINT tx thread delete(TX THREAD *thread ptr);

\

pointer to a previously created application thread

Example ThreadX- Timers

The operating system also provides interfaces to timers of the processor.

As an example, we use the ThreadX timer interface to replace the busy loop by a
delay. In this case, the task is put into the “suspended” state instead of
continuously executing.

UINT tx_thread sleep (ULONG timer_ ticks); _

The macro TX_ TIMER TICKS PER SECOND, which denotes the
number of timer ticks per second, is defined in tx_api.h andcanbe
redefined in tx_user.h. Itis used to convert seconds to “ticks”.

void taskl_entry( ULONG thread input ) {
for( ;; ) {
. /* do something repeatedly */
tx_thread sleep(2 * TX TIMER TICKS_PER SECOND); /* delay by 2s */
}
}

Embedded Operating Systems
ThreadX Timers

Embedded Operating Systems
ThreadX Task States
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Example ThreadX — Task States Example ThreadX — Task States

What are the task states in ThreadX and the corresponding transitions? Example: Two threads with equal priority.
™ A task that iS Waiting for an event iS said to be x_thread create void taskl_entry( ULONG thread input ) { void task2_entry( ULONG thread input ) {
. “ ” TX_AUTO_START, TX_DONT_START volatile uint32_t ul; volatile uint32_t u2;
in the “suspended” state. for( 11 ) 1 for( i) 1
- conos /‘\\ . /* do something repeatedly */ ... /* do something repeatedly */
[ Ready \ ¢ Vth Suspension,y (Suspended‘ for( ul = 0; ul < 10000; ul++ ) { } for( u2 = 0; u2 < 10000; u2++ ) { }

= Tasks can enter the “suspended” state to wait for N
mainly two different types of event:

State / ) }

T } }

Thread

u Tempora[ (tjme-re[ated) events—the event Scheduling int main( void ) { Attime t1, Task 1 Attime t2 Task 2 enters the Running N
I elf enters the Running state and executes until time t3 - at
being either a de|ay period expiringl oran \S“SPE"“ Leminate s state and executes which point Task1 re-enters the
bsolute ti bei hed ‘Etht:Mlﬁng‘ tx_thread create(&taskl, “Task 1", until time t2 Running state
absolute time being reached. \ ae/’ taskl entry, NULL, (VOID*) 0x4000, 0x1000 5 7
= Synchronization events—where the events . 1, 1, 100, TX_AUTO_START); p
isinate f th task int t F tx_thread create(&task2, “Task 2", Task 1 . —
originate Trom another task or interrupt. For Y task2_entry, NULL, (VOID*) 0x5000, 0x1000,
example, queues, semaphores, and mutexes, can Temmag 1, 1, 100, TX AUTO_START) ; Task 2 -
be used to create synchronization events. ‘\S'a*e/‘ N it N time slice i
— } priority - t1 2 t3 Time

Example ThreadX — Interrupts

How are tasks (threads) and hardware interrupts scheduled jointly?

= Although written in software, an interrupt service routine (ISR) is a
hardware/software feature because the hardware controls which interrupt service
Embedded Operating Systems routine will run, and when it will run.
= Tasks will only run when there are no ISRs running, so the lowest priority interrupt
ThreadX Interrupts will interrupt the highest priority task, and there is no way for a task to pre-empt
an ISR. In other words, ISRs have always a higher priority than any other task.

= Usual pattern:

= |SRs are usually very short. They find out the reason for the interrupt, clear the
interrupt flag and determine what to do in order to handle the interrupt.

= Then, they unblock a regular task (thread) that performs the necessary processing
related to the interrupt.

= For blocking and unblocking, usually semaphores are used.



Example ThreadX — Interrupts

['2 - The ISR executes, handles

the interrupting peripheral,
clears the interrupt, then

|[releases] Task 2.

T
(deferred processing

ISR

ask2
task)

Task1

3 - The priority of Task 2 is higher than

the priority of Task 1, so the ISR returns
directly to Task 2, in which the interrupt

processing is completed.

i executing state.

4 - Task 2 enters the[sus] [\,
-pended |state to wait for
(R the next interrupt, allowing

" Task 1 to re-enter the

i
— |

1 - Task1 is executing When an

interrupt occurs.

| B u

!\
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Basic Terms

Real-time systems

= Hard: A real-time task is said to be hard, if missing its deadline may cause
catastrophic consequences on the environment under control. Examples are
sensory data acquisition, detection of critical conditions, actuator servoing.

= Soft: A real-time task is called soft, if meeting its deadline is desirable for
performance reasons, but missing its deadline does not cause serious damage to
the environment and does not jeopardize correct system behavior. Examples are
command interpreter of the user interface, displaying messages on the screen.

Schedule and Timing

= Using the above definitions, we have d; >, +C;

* lateness L; = f; —d, represents the delay of a task completion with respect to
its deadline; note that if a task completes before the deadline, its lateness is
negative.

= Tardiness or exceeding time E; = max(0, L;) is the time a task stays active after
its deadline.

* Laxity or slack time X; = d; —a; — C; is the maximum time a task can be delayed
on its activation to complete within its deadline.

Schedule and Timing

= Aschedule is said to be feasible, if all task can be completed according to a set of
specified constraints.

= A set of tasks is said to be schedulable, if there exists at least one algorithm that can
produce a feasible schedule.

= Arrival time a; or release time r; is the time at which a task becomes ready for
execution.

= Computation time C;is the time necessary to the processor for executing the task
without interruption.

= Deadline d;is the time at which a task should be completed.
= Start time s; is the time at which a task starts its execution.
= Finishing time f; is the time at which a task finishes its execution.

= A preemptive schedule is a schedule in which the running task can be arbitrarily suspended at
any time, to assign the CPU to another task according to a predefined scheduling policy.

Example for Real-Time Model

task J, task J,

=

\\\
RN

r. r.
1 2 d; d,

Computation times: C;=9, C,=12
Starttimes:s;=0,5,=6

Finishing times: f; = 18, f, = 28
Lateness: L;=-4,L,=1

Tardiness: £,=0, E,=1

Laxity: X; =13, X,=11



Metrics to Compare Schedules

= Average response time:

= Total completion time:

Weighted sum of response time:

Maximum lateness:

Number of late tasks:

— 1
Z, :72(][1' _rt)
Nz
to =max(f;)-min(r;)
4 1
Zwifi-rp)
IW — i=l

g
i=1
Liax = mlaX(f, - dz)

n
Niate = Zmiss(fi)

i=1
0 if f;<d;

miss(ﬁ-)={1

otherwise

6-8
Metrics and Scheduling Example
In schedule (a), the maximum lateness is minimized, but all tasks miss their deadlines.
In schedule (b), the maximal lateness is larger, but only one task misses its deadline.
dl d2 d3 d4 ds
lu=3 lm:z lu:[ lu:l lLS:Z
(@ Iy I, I3 | Ja s
r T T T T T T T T T T T T T
0 2 4 6 8 10 12 14 16 18 20 2 24 26 k
e
Lpax = L1 =3
dl d2 d3 d4 d5
lu:zz ¢L2=-4 iu:siu:—s | L5=-a
(b) [ I ‘ I3 ‘ Ja Is i I I
[ T T T T T T T T T T T
0 2 4 6 8 10 12 14 16 18 20 22 24 26 ¥
| -
B Lpax = L1 =23
6-10

Metrics Example

task J, task J,
7 |
L o B e e e L e e e
5 10 20 25
r r d; d,

Average response time:
Total completion time:

Weighted sum of response times:

Number of late tasks:
Maximum lateness:

= 15 (18+24) =21
=28-0=28

W =2,mwy =1: 1, = 21824 20
Nige =1
L =1

max

Real-Time Scheduling of Aperiodic Tasks



Overview Aperiodic Task Scheduling

Scheduling of aperiodic tasks with real-time constraints:
= Table with some known algorithms:

Arbitrary arrival times
preemptive

Equal arrival times
non preemptive

EDD
(Jackson)

LDF (Lawler)

Independent EDF (Horn)

tasks

Dependent EDF* (Chetto)

tasks

Earliest Deadline Due (EDD)

Example 1:

d, ds dy dg d,
I Js I3 Ja I, Lmax =L = -1
T T T T T T T T T T .
0 1 2 3 4 5 6 7 8 9 10

Earliest Deadline Due (EDD)

Jackson’s rule: Given a set of n tasks. Processing in order of non-decreasing
deadlines is optimal with respect to minimizing the maximum lateness.

Earliest Deadline Due (EDD)

Jackson’s rule: Given a set of n tasks. Processing in order of non-decreasing
deadlines is optimal with respect to minimizing the maximum lateness.

Proof concept:

if (L' > L) then Ly = fa-dy < fo-d,
ab inbothcases: Lo < Lopnax
ab ab

if (L < L'y) then L, = fy-dy < f-d,
ab



Earliest Deadline Due (EDD)

Example 2:
USTE IR IS R I PR O
Glt2]1]a4]2
dil 2| s | 4|86
dy di dp ds dg
T J3p 12 Js Ja Liisz, =Ly =2
I I T T I T T T T T T
0 1 2 3 4 5 & 7 8 9 10 t

Earliest Deadline First (EDF)

Example: Tifdats|Ta]ds

ag|0|of2]3]s

cGitl2)2]2]2

dil 2|54 |1w]o9

Earliest Deadline First (EDF)

Horn’s rule: Given a set of n independent tasks with arbitrary arrival times, any
algorithm that at any instant executes a task with the earliest absolute deadline
among the ready tasks is optimal with respect to minimizing the maximum
lateness.

Earliest Deadline First (EDF)

Horn’s rule: Given a set of n independent tasks with arbitrary arrival times, any
algorithm that at any instant executes the task with the earliest absolute deadline
among the ready tasks is optimal with respect to minimizing the maximum
lateness.

Concept of proof:

For each time interval [t,t + ]) it is verified, whether the actual running task is
the one with the earliest absolute deadline. If this is not the case, the task with the
earliest absolute deadline is executed in this interval instead. This operation cannot
increase the maximum lateness.



remaining worst-
case execution time

Earliest Deadline First (EDF) Earliest Deadline First (EDF)

I executing task 4
! earliest deadline task 2 l—l
t

which task is
executing ?

which task has
earliest deadline ?

T T T T T 1
7 8 9 10 11 12 13 14 IS

time slice

slice for
interchange

* executing task 2

I
1 ?—-l | earliest deadline task 2 I—-l
: T L
J_J‘ ¢
T
7 8

situation after
interchange

Jsg H!“!

5 6

Precedence Constraints

= Precedence relations between tasks can be described through an acyclic directed
graph G where tasks are represented by nodes and precedence relations by
arrows. G induces a partial order on the task set.

= There are different interpretations possible:
= All successors of a task are activated (concurrent task execution). We will use this
interpretation in the lecture.
= One successor of a task is activated:
non-deterministic choice.

of task k

Acceptance test:

= worst case finishing time of task i: f =t+2£’k(1)
k=1
= EDF guarantee condition: Yi=1l,...n Hi@ (t)<d,
k=1
= algorithm:

Algorithm: EDF_guarantee (J, J,

new)

{ J'=Ju{Jd,,}; /* ordered by deadline */
t = current_time();
£, = t;

for (each J;eJ') {
£, = £, + c;(t);

if (£; > d;) return(INFEASIBLE) ;

}
return (FEASIBLE) ;

Precedence Constraints

Example for concurrent activation:
= Image acquisition acgl acq? @
= Low level image processing edgel edge2
= Feature/contour extraction shape
= Pixel disparities disp

* Object size H ’
= Object recognition rec

disp

iy
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Earliest Deadline First (EDF*)

= The problem of scheduling a set of n tasks with precedence constraints
(concurrent activation) can be solved in polynomial time complexity if tasks are

preemptable.

= The EDF* algorithm determines a feasible schedule in the case of tasks with

precedence constraints if there exists one.

= By the modification it is guaranteed that if there exists a valid schedule at all

then

a task starts execution not earlier than its release time and not earlier than the
finishing times of its predecessors (a task cannot preempt any predecessor)

all tasks finish their execution within their deadlines

Earliest Deadline First (EDF*)

Modification of release times:

Task must start the execution not earlier than its release time.

Task must not start the execution earlier than the minimum finishing time of its

predecessor.

Solution:

S

task b depends on task a:

rj*=max

(

Vj,

J,—=>J,

max(ri *+Ciid; > Jj))

Earliest Deadline First (EDF*)

Modification of deadlines:
= Task must finish the execution time within its deadline.

= Task must not finish the execution later than the maximum start time of its

successor.
task b depends on task a: Ja —> Jb
Ca

fasd, Ja

i T o
fa<dy- Cp JbiI |

ry, ryp fa dy dy

= Solution: d;* =min(d;, min(d ; *~C; : J; > J ;) -

Earliest Deadline First (EDF*)

Algorithm for modification of release times:

1.
2.

3.
4.

For any initial node of the precedence graph set ri* =r

Select a task j such that its release time has not been modified but the release times of
all immediate predecessors i have been modified. If no such task exists, exit.

set r;*=max(r;, max(r; *+C; : J; > J )

Return to step 2

Algorithm for modification of deadlines:

1.
2.

For any terminal node of the precedence graph set d,'* = di

Select a task i such that its deadline has not been modified but the deadlines of all
immediate successors j have been modified. If no such task exists, exit.

s . % .
Set dl —mln(di,mln(dj C]Jl_)‘]j))
Return to step 2
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Earliest Deadline First (EDF*)

Proof concept:

= Show that if there exists a feasible schedule for the modified task set under EDF
then the original task set is also schedulable. To this end, show that the original
task set meets the timing constraints also. This can be done by using ;%=1
d;*<d; ;we only made the constraints stricter.

Real-Time Scheduling of Periodic Tasks

= Show that if there exists a schedule for the original task set, then also for the
modified one. We can show the following: If there exists no schedule for the
modified task set, then there is none for the original task set. This can be done by
showing that no feasible schedule was excluded by changing the deadlines and
release times.

= In addition, show that the precedence relations in the original task set are not
violated. In particular, show that
= atask cannot start before its predecessor and
= atask cannot preempt its predecessor.

Overview Model of Periodic Tasks

Table of some known preemptive scheduling algorithms for periodic tasks: * Examples: sensory data acquisition, low-level actuation, control loops, action
planning and system monitoring.

= When an application consists of several concurrent periodic tasks with individual
timing constraints, the OS has to guarantee that each periodic instance is

Deadline equals Deadline smaller than . . . s .
eifier B regularly activated at its proper rate and is completed within its deadline.
static RM DM
priority (rate-monotonic) (deadline-monotonic) = Definitions:
dynamic [ EDF ] EDF* T" :denotes a set of periodic tasks
priority 7; :denotes a periodic task

1
7; j : denotes the jth instance of task i

Tijs Sijs /i I d; j : denote the release time, start time, finishing time, absolute
’ ’ ’ " deadline of the jth instance of task i
D, : denotes the phase of task i (release time of its first instance)
D; : denotes the relative deadline of task i
T : denotes the period of task i




Model of Periodic Tasks

= The following hypotheses are assumed on the tasks (continued):

All periodic tasks are independent; that is, there are no precedence relations and
no resource constraints.

No task can suspend itself, for example on 1/O operations.
All tasks are released as soon as they arrive.
All overheads in the OS kernel are assumed to be zero.

Example:
T,
ol |
i D i3
Ao 1
Ti1 <E> Ti2 siz Ji3

Rate Monotonic Scheduling (RM)

= Assumptions:

Task priorities are assigned to tasks before execution and do not change over time
(static priority assignment).

RM is intrinsically preemptive: the currently executing job is preempted by a job of
a task with higher priority.

Deadlines equal the periods D; =T; .

Rate-Monotonic Scheduling Algorithm: Each task is assigned a priority. Tasks with
higher request rates (that is with shorter periods) will have higher priorities. Jobs of
tasks with higher priority interrupt jobs of tasks with lower priority.

Model of Periodic Tasks

= The following hypotheses are assumed on the tasks:

The instances of a periodic task are regularly activated at a constant rate. The
interval T; between two consecutive activations is called period. The release times
satisfy

r =@+ -1

All instances have the same worst case execution time C;

All instances of a periodic task have the same relative deadline D;. Therefore, the
absolute deadlines satisfy
d; j=®;+(j-1)T; + D,

Often, the relative deadline equals the period D; =T; (implicit deadline), and

therefore ]
dij=®;+jT;

Periodic Tasks

Example: 2 tasks, deadlines = periods, utilization = 97%

RM | @ @

T

T, [

EDF

T

12vv'

(b)
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Rate Monotonic Scheduling (RM)

Optimality: RM is optimal among all fixed-priority assignments in the sense that
no other fixed-priority algorithm can schedule a task set that cannot be
scheduled by RM.

= The proof is done by considering several cases that may occur, but the main
ideas are as follows:

= Acritical instant for any task occurs whenever the task is released
simultaneously with all higher priority tasks. The tasks schedulability can easily
be checked at their critical instants. If all tasks are feasible at their critical
instant, then the task set is schedulable in any other condition.

= Show that, given two periodic tasks, if the schedule is feasible by an arbitrary
priority assignment, then it is also feasible by RM.

= Extend the result to a set of n periodic tasks.

Proof of Critical Instance

Definition: A critical instant of a task is the time at which the release of a job
will produce the largest response time.

Lemma: For any task, the critical instant occurs if a job is simultaneously
released with all higher priority jobs.

Proof sketch: Start with 2 tasks z; and z,.

Response time of a job of 7, is delayed by jobs of 7, of higher priority:

| |
o | || || |

Periodic Tasks

Example: 2 tasks, deadlines = periods, utilization = 97%

RM | @ @ i

T

[

EDF |

T

1, [

(b)

Proof of Critical Instance

Delay may increase if 7, starts earlier:

5 b 1 | 1 | w |
. = =

C,+3C,

Maximum delay achieved if 7, and r, start simultaneously.

Repeating the argument for all higher priority tasks of some task 1, :

The worst case response time of a job occurs when it

is released simultaneously with all higher-priority jobs.




Proof of RM Optimality (2 Tasks) Proof of RM Optimality (2 Tasks)

We have two tasks 7, 7, with periods T, < T,. Case B: Assume RM is used => prio(z;) is highest:

Define F=|.T,/T,: the number of periods of z, fully contained in T, N = | —
(o T,—FT,
Consider two cases A and B: 7 1_—_— [ ¢
Case A: Assume RM is not used = prio(z,) is highest: FTl T,
T Schedulable is feasible if
of ! ' ot FC,+C,+min(T,—FT,, C,)< T, and C, < T, (B)
G T We need to show that (A) = (B): C;+C,< T, =C, < T,
2 »
o C+C, < T, = FC+C, < FCHFC, < FT, =
’ E — t Fé +é +m1in(T—F1T 2C )< li'T +2min(T1—FT C) <min(T,, C+FT,) <T
CZ 1"%2 2 1~ = 1 2 1= 2 *~1 /=12
Schedule is feasible if C;+C,< 7, and G, < 7, (A) Given tasks 7; and 7, with T, < T,, then if the schedule is feasible by an
arbitrary fixed priority assignment, it is also feasible by RM.
6-40 6-41
Proof of RM Optimality (2 Tasks) Proof of RM Optimality (2 Tasks)
Case B: Assume RM is used —> prio(z;) is highest: Case B: Assume RM is used > prio(z;) is highest:

S ETE SHe N

1 1 TZ_
AN . 7, L@_@_ég ,
F FT T,

Tl TZ 1
Schedulakle is feasible if Schedu is feasible if
@Cﬁmin(Tz—Fﬂ, C)<T,andC < T, (B) mmin(n—ﬂy C)<T,andC, < T, (B)
p— NN
We need to show that (A) = (B): C+C,< T, =C(, < T, We need to show that (A) = (B): C+C,< T, =C(C, < T,
CHC, < T, = FC+C, < FC+FC, < FT, = C+C, < T, = FC+C, < FC+FC, < FT, =
FC+Cy+min(T,—FT,, C;) £ FT, +min(T,—FT,, C;) < min(T,, C;+FT;) < T, FC+Cy+min(T—FT,, C;) < F T, +min(T,—FT,, C;) < min(T,, C;+FT;) < T,
Given tasks 7; and 7, with T, < T,, then if the schedule is feasible by an Given tasks 7; and 7, with T, < T,, then if the schedule is feasible by an
arbitrary fixed priority assignment, it is also feasible by RM. arbitrary fixed priority assignment, it is also feasible by RM.




Proof of RM Optimality (2 Tasks)

Case B: Assume RM is used = prio(z;) is highest:

&= & 4=
1 - T,—FL
FT T.

1 2

Schedu is feasible-if
FC(HC,4min(T,~FT,, C;) S 7, and C,; < T, (B)
N’

We need to show that (A) = (B): C+C,< T, =C, < T,
C+C, < T, = FC+C, < FC,+FC, < FT, =
FC+Cy+min(T,—FT,, C;) < FT, +min(T,—FT,, C;) < min(T,, C;+FT) < T,

Given tasks 7; and 7, with T; < T,, then if the schedule is feasible by an
arbitrary fixed priority assignment, it is also feasible by RM.

Rate Monotonic Scheduling (RM)

Schedulability analysis: A set of periodic tasks is schedulable with RM if

Proof of RM Optimality (2 Tasks)

Case B: Assume RM is used = prio( ;) is highest:

2 — =

C 1 T2—F T1

7 1_—_— - ,
F

LI P!

Schedulable is feasible if
FC+C+min(T,—FT,, C,)< 7, and C; < T, (B)

We need to show that (A) = (B): C;+C,< T, =C, < T,
C+C, < T, = FC+C, < FC+FC, < FT, =
FC+Cy+min(T—FT,, C;) £ FT; +min(T,—FT,, C;) < min(T,, C;+FT) < T,

Given tasks 7; and 7, with T, < T,, then if the schedule is feasible by an
arbitrary fixed priority assignment, it is also feasible by RM.

Proof of Utilization Bound (2 Tasks)

n
C.
Z?: < ”(zl/n_l) n(2’l7—1)

i=1

This condition is sufficient but not necessary.

n
C.
Theterm U = Z—’ denotes the processor 0.2

i=1 "

oo o
o
o1 Joses
wl{ ] o780
~1 1 0757
o1 10743
ol 1 o734
~{_ ] o728
w1 ] o724

utilization factor U which is the fraction of processor
time spent in the execution of the task set.

We have two tasks 7;, 7, with periods T, < T,.
Define F= |_T2/T1J: number of periods of z, fully contained in T,

Proof Concept: Compute upper bound on utilization U such that the task set is
still schedulable:

= assign priorities according to RM;

* compute upper bound U,, by increasing the computation time C, to just
meet the deadline of 7,; we will determine this limit of C, using the results
of the RM optimality proof.

= minimize upper bound with respect to other task parameters in order to
find the utilization below which the system is definitely schedulable.



Proof of Utilization Bound (2 Tasks) Proof of Utilization Bound (2 Tasks)

As before:

U — Q + & _ g _I_ Tg—FCl—min{Tg—FTl,Cl}
12— — 1 T h T T T,
<T> TFT -1 + Ci1(To—FTy)—T; min{T>—FT;,C1}
1 2 1 Ty
rzl____ || ¢
FT, T,

Schedulable if FC,+C,+min(T,—FT,, ;)< 7, and C, < T,

Utilization: /

To—FCi1—min{T>—FT:
U=& + % =G  Bofominf MG
_ 1 + Cl(TQ—FTl)—Tl min{Tg—FTl,Cl}
- 11Ty
Proof of Utilization Bound (2 Tasks) Proof of Utilization Bound (2 Tasks)
Minimize utilization bound w.r.t C;: Minimizing U with respect to G yields

= If C, < T,—FT, then U decreases with increasing C, QG(G _ F) B (G B F)2 P2 (F2 I F) —0

= |If T,—FT, < C, then U decreases with decreasing C,
= Therefore, minimum U is obtained with C, = T,—FT;:

. (To—FT1)2—T, (To—FT1)}
U=1+ ThTs G:;_i:\/§ U:2(\/§_1)
=1+ B}~ F)?* = (&~ F)

If we set F =1, then we obtain

We now need to minimize w.r.t. G =T,/T, where F = |_T2/T1J and T, < T,. As Fis

. ) . It ily be checked, that all other int lues for Fleadto a |
integer, we first suppose that it is independent of G = T,/T,. Then we obtain can easily be checke at all ofherinteger values for Flead to a farger Upper

bound on the utilization.

U=B((F - FP+F) = CRE



Deadline Monotonic Scheduling (DM)

= Assumptions are as in rate monotonic scheduling, but deadlines may be smaller
than the period, i.e.
C, <D;<T;

Algorithm: Each task is assigned a priority. Tasks with smaller relative deadlines will
have higher priorities. Jobs with higher priority interrupt jobs with lower priority.

= Schedulability Analysis: A set of periodic tasks is schedulable with DM if

i% < n(z””—l)

i=1 i

This condition is sufficient but not necessary (in general).

Deadline Monotonic Scheduling (DM)

There is also a necessary and sufficient schedulability test which is computationally
more involved. It is based on the following observations:
= The worst-case processor demand occurs when all tasks are released
simultaneously; that is, at their critical instances.
= For each task i, the sum of its processing time and the interference imposed
by higher priority tasks must be less than or equal to D; .
= A measure of the worst case interference for task i can be computed as the
sum of the processing times of all higher priority tasks released before some
time f where tasks are ordered accordingtom<n< D, <D, :

i-1 ¢
Ii:Z T7C1
J

Jj=1

Deadline Monotonic Scheduling (DM) - Example

U=0.874 ig 108> n2"-1)=0.757
i=1 i
b 1B 1=,
o) 1 10
!_! t ]_! +—t I ]_! —t ]-
N 10
B s S B
o 10
—ttt !_I. e e
1 10

Deadline Monotonic Scheduling (DM)

* The longest response time R; of a job of a periodic task i is computed, at the
critical instant, as the sum of its computation time and the interference due to
preemption by higher priority tasks:

Ri :Ci+1i

* Hence, the schedulability test needs to compute the smallest R;that satisfies
i—1 Ri

R =C, +Z[T ]cj
=4

for all tasks i. Then, R, < D, must hold for all tasks i.
= |t can be shown that this condition is necessary and sufficient.
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Deadline Monotonic Scheduling (DM)

The longest response times R; of the periodic tasks i can be computed iteratively
by the following algorithm:

Algorithm: DM guarantee (I')
{ for (each 71;€l’) {
I=0;
do {
R=1I+C;;
if (R > D;) return (UNSCHEDULABLE) ;
L L A N
} while (I + C; > R);
}
return (SCHEDULABLE) ;

DM Example
U=0.874 ilc)l ~1.08> n(2/"-1)=0.757
i=1 "
T
ui ===l
o) 10
i O e O O e
1 10
T3
e I e RO O
N 10
L e e e e e L !_I' —t——

DM Example

Example:

Task1: Cy =17 =4;D; =3
Task2: C, =1,T, =5;D, =4
Task3: C3 =2;T3 =6;D3 =5
Task4: C4 =1;T4 =11;D, =10
Algorithm for the schedulability test for task 4:

= Step O: R4 =1

" Stepl: Ry =5

= Step 2: Ry =6

" Step3: Ry =7

= Step4: R, =9

* Step5: R, =10

EDF Scheduling (earliest deadline first)

= Assumptions:

dynamic priority assignment
intrinsically preemptive

= Algorithm: The currently executing task is preempted whenever another
periodic instance with earlier deadline becomes active.

d; j=®;+(j-1)T;+D;

= Optimality: No other algorithm can schedule a set of periodic tasks if the set that
can not be scheduled by EDF.

The proof is simple and follows that of the aperiodic case.
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Periodic Tasks

Example: 2 tasks, deadlines = periods, utilization = 97%

RM

T

1, [

EDF

T

L2 I

(b)

EDF Scheduling

= |f the utilization satisfies U > 1, then there is no valid schedule: The total
demand of computation time in interval T =1,-T,-...-T, is

Zn:%T =UT>T

i=1 4

and therefore, it exceeds the available processor time in this interval.

= |f the utilization satisfies U <1 , then there is a valid schedule.

We will proof this fact by contradiction: Assume that deadline is missed at some
time t, . Then we will show that the utilization was larger than 1.

EDF Scheduling

A necessary and sufficient schedulability test for D; =T; :

n C
A set of periodic tasks is schedulable with EDF if and only if 27’ =U<1

i=1 £

n C
Theterm U =) —' denotes the average processor utilization.
i=1 4

EDF Scheduling

= [f the deadline was missed at t, then define t; as a time before t, such that (a) the processor is

continuously busy in [t;, t, ] and (b) the processor only executes tasks that have their arrival
time AND their deadline in [t;, t, ].

= Why does such a time t, exist? We find such a t, by starting at t, and going backwards in time,

always ensuring that the processor only executed tasks that have their deadline before or at t, :

= Because of EDF, the processor will be busy shortly before t, and it executes on the task that has
deadline at t,.
= Suppose that we reach a time such that shortly before the processor works on a task with deadline
after t, or the processor is idle, then we found t;: We know that there is no execution on a task with
deadline after t, .
= Butit could be in principle, that a task that arrived before t, is executing in [t,, t, ].
= |f the processor is idle before t,, then this is clearly not possible due to EDF (the processor is not idle, if
there is a ready task).
= |f the processor is not idle before t,, this is not possible as well. Due to EDF, the processor will always
work on the task with the closest deadline and therefore, once starting with a task with deadline after t,
all task with deadlines before t, are finished.



EDF Scheduling

= Within the interval [t,,tz] the total computation time demanded by the periodic
tasks is bounded by

n t _t
CP(IMZ):ZLZT.I

i=1 i

Ci SitzT;t]Ci =(t2 _tl)l/
i=1 i

number of complete periods
of task i in the interval

= Since the deadline at time ¢, is missed, we must have:

t,—t,<C,(t.t,)<(t,-t, U = U>1<\\§

Real-Time Scheduling of Mixed Task Sets

Periodic Task Scheduling

Example: 2 tasks, deadlines = periods, utilization = 97%

RM

T

T2 [

EDF

T

LN I

(b)

Problem of Mixed Task Sets

In many applications, there are aperiodic as well as periodic tasks.

= Periodic tasks: time-driven, execute critical control activities with hard timing
constraints aimed at guaranteeing regular activation rates.

= Aperiodic tasks: event-driven, may have hard, soft, non-real-time requirements
depending on the specific application.

= Sporadic tasks: Offline guarantee of event-driven aperiodic tasks with critical
timing constraints can be done only by making proper assumptions on the
environment; that is by assuming a maximum arrival rate for each critical event.
Aperiodic tasks characterized by a minimum interarrival time are called
sporadic.



Background Scheduling Background Scheduling

Background scheduling is a simple solution for RM and EDF: Example (rate monotonic periodic schedule):

= Processing of aperiodic tasks in the background, i.e. execute if there are no
pending periodic requests.

= Periodic tasks are not affected. T

= Response of aperiodic tasks may be prohibitively long and there is no possibility to
assign a higher priority to them.

= Example: T2
___)‘ Periodic Tasks )&\ aperiodic T 1 T 2
requests g
High-Priority Queue T i T T T | T ’ T T T
@ 0 2 4 6 8 10 12 14 16 18 20 22 24
L FCFS
— Aperiodic Tasks
Low-Priority Queue
6-68
Rate-Monotonic Polling Server Rate-Monotonic Polling Server
C 1 T 1
= Jdea: Introduce an artificial periodic task whose purpose is to service aperiodic Example: Server
requests as soon as possible (therefore, “server”). R C,=2
= Function of polling server (PS) a2 06 T,=5

= Atregularintervals equal to T, a PS task is instantiated. When it has the highest
current priority, it serves any pending aperiodic requests within the limit of its
capacity C,.
= |f no aperiodic requests are pending, PS suspends itself until the beginning of the
next period and the time originally allocated for aperiodic service is not preserved ;?;’]eezths:ig:;;e"t

for aperiodic execution. and checks the aperiodic
requests

queue of tasks

= |ts priority (period!) can be chosen to match the response time requirement for
the aperiodic tasks.
= Disadvantage: If an aperiodic requests arrives just after the server has
suspended, it must wait until the beginning of the next polling period.

-

T 7T
0 2 4 6 8

remaining budget is lost



Rate-Monotonic Polling Server

Schedulability analysis of periodic tasks:

= The interference by a server task is the same as the one introduced by an
equivalent periodic task in rate-monotonic fixed-priority scheduling.

= A set of periodic tasks and a server task can be executed within their deadlines if

C, &C U(n+1)
Sy L < (n+1)(2 —1)
T, ST,

N

= Again, this test is sufficient but not necessary.

EDF — Total Bandwidth Server

Total Bandwidth Server:
= When the kth aperiodic request arrives at time t = r,, it receives a deadline
3

dk = maX(rk,dk_l)+
N

where C, is the execution time of the request and U, is the server utilization
factor (that is, its bandwidth). By definition, d,=0.

= Once a deadline is assigned, the request is inserted into the ready queue of
the system as any other periodic instance.

Rate-Monotonic Polling Server

Guarantee the response time of aperiodic requests:

= Assumption: An aperiodic task is finished before a new aperiodic request
arrives.

= Computation time C,, deadline D,,

= Sufficient schedulability test:
If the server task

has the highest
priority there is a
necessary test also.

Ca
a+ {CLTS <D,

The aperiodic task arrives
shortly after the activation

of the server task.

Maximal number of
necessary server periods.

EDF — Total Bandwidth Server

Example:

U,=075 U,=025 U,+U =1

1 d, 2 I d
aperiodic l ‘ I
requests . - E

0O 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20

*
[}
N~
Py
(%)
=



EDF — Total Bandwidth Server

Schedulability test:

Given a set of n periodic tasks with processor utilization U, and a total bandwidth
server with utilization U,, the whole set is schedulable by EDF if and only if

U,+U;<1

Proof:

* Ineach interval of time [1,,1,], if C,, is the total execution time demanded by
aperiodic requests arrived at t; or later and served with deadlines less or equal to
t,, then

Ca/w < (t2 - tl )U\

Embedded Systems

7. Shared Resources

© Lothar Thiele

Computer Engineering and Networks Laboratory

ETH

Eidgensssische Technische Hochschule Zirich
Swiss Federal Institute of Technology Zurich
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EDF — Total Bandwidth Server

If this has been proven, the proof of the schedulability test follows closely that of the
periodic case.

Proof of lemma:

ky
Capy = ch

k=k,

Ky
=U, > (d, —max(r,.d,_,))

k=k
SUX(alk2 —max(rk‘,dkl,]))
U (t,-t1)

Where we are ...

. Introduction to Embedded Systems
. Software Development i
. Hardware-Software Interface

. Programming Paradigms
‘\Hardware-

. Embedded Operating Systems ;
/ Software

1 6. Real-time Scheduling
. Shared Resources

. Power and Energy

© 00NV D W N

. Sensing

Hardware----

i
)

. Architecture Synthesis
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Ressource Sharing

Protecting Exclusive Resources using Semaphores

= Each exclusive resource R; 1y 1§
must be protected by a different — resource —
semaphore S, . Each critical = Rk =
section operating on a resource w1 7 b ity |
must begin witha wait (S;) Cowe 1 M e
primitive and end with a - S A
signal (S;) primitive. | gl gl

= All tasks blocked on the same resource are kept in a queue associated with the
semaphore. When a running task executes a wait on a locked semaphore, it
enters a blocked state, until another tasks executes a signal primitive that
unlocks the semaphore.

Resource Sharing

= Examples of shared resources: data structures, variables, main memory area,
file, set of registers, I/0 unit, ... .

= Many shared resources do not allow simultaneous accesses but require mutual
exclusion. These resources are called exclusive resources. In this case, no two
threads are allowed to operate on the resource at the same time.

= There are several methods available to protect exclusive resources, for example
= disabling interrupts and preemption or
= using concepts like semaphores
and mutex that put threads into the
blocked state if necessary.

dispatching

activation termination

Example ThreadX (ES-Lab)

To ensure data consistency is maintained at all times access to a resource that is
shared between tasks, or between tasks and interrupts, must be managed using a
‘mutual exclusion’ technique.

pointer to thread new preemption-threshold priority level
prevents preemption of the specified
thread by threads with equal to or higher
One possibi/ity is to disable preemption: priority level (equal or smaller priority) than

the preemption-threshold value.
UINT old_thr;

|_» previous
UINT _unused; / preemption-threshold

tx thread preemption_change (thread ptr, 0, &old thr);
... /* access to some exclusive resource */
tx_ thread preemption_change (thread ptr, old thr, & unused);

This kind of critical sections must be kept very short, otherwise they will adversely
affect interrupt response times.



Example ThreadX (ES-Lab)

Another possibility is to use mutual exclusion: In ThreadX, a mutex is a special type of
semaphore that is used to control access to a resource that is shared between two or
more tasks. A semaphore that is used for mutual exclusion must always be returned:

= When used in a mutual exclusion scenario, the mutex can be thought of as a
token that is associated with the resource being shared.

= For a task to access the resource legitimately, it must first successfully ‘get’
the token (be the token holder). When the token holder has finished with the
resource, it must ‘put’ the token back.

= Only when the token has been returned can another task successfully take the
token, and then safely access the same shared resource.

Example ThreadX (ES-Lab)

Example:
p create mutex semaphore

/

some defined constant for infinite timeout;
otherwise, the function would return if the
mutex was not available for the specified time

/

TX_MUTEX mutex;
TX THREAD taskl;
TX THREAD task2;

UINT App_ThreadX Init(VOID ¥fhemory ptr) {
UINT ret = TX_ SUCCESS;
ret= tx_mutex create (&mutex,“Mutex”, 1);
if( ret == TX SUCCESS ) {
tx_thread create(&taskl,“Task 1/,tl_fct,...)
tx_thread create(&task2,“Task 2”,t2_fct,...)

for( ;; )i

void t1_fct( ULONG parameter ) {
for( ;; ) {

tx_mutex get (&mutex, TX WAIT FOREVER) ;
... /* access to exclusive resource */
tx_mutex put (&mutex) ;
-}

void t2_fct( ULONG parameter ) {

specifies whether or not this
mutex supports priority inheritance
(see later)

for( ;; ) {

tx_mutex_get (&mutex, TX WAIT FOREVER) ;
... /* access to exclusive resource */
tx_mutex put (&mutex) ;
}

Example ThreadX (ES-Lab)

The resource being

ask A guarded by the mutex
A\,
-I: :l Guarded [
ask B / resource \
\/\)

Two tasks each want to access the resource, but a task is not permitted to access the
resource unless it is the mutex (token) holder.

The mutex used to
guard the resource

A\
) Guarded

/ resource \

Task A attempts to take the mutex. Because the mutex is available Task A successfully
becomes the mutex holder so is permitted to access the resource,

A

/\

Task B executes and attempts to take the same mutex. Task A still has the mutex so the
attempt fails and Task B is not permitted to access the guarded resource.

Ressource Sharing
Priority Inversion

A\
Guarded {

/ o] \
N

Task B opts to enter the Blocked state to wait for the mutex - allowing Task A to run again
Task A finishes with the resource so ‘gives’ the mutex back.

Task A giving the mutex back causes Task B to exit the Blocked state (the mutex is now
available). Task B can now successfully obtain the mutex, and having done so is permitted to
access the resource.

) Guarded |

4 resource \
N

x xx y

askA
/\ al
) Guarded {

/ resource \
N

When Task B finishes accessing the resource it too gives the mutex back. The mutex is now
once again available to both tasks.

ask B

tx_mutex_put ()




Priority Inversion (1) = = Priority Inversion (2)
| waiSy) "‘,.4 * i wait(S ) 2

Unavoidable blocking: | e | | oo | Priority Inversion:
| spasy) | ! spasy) normal execution

=1 critical section

B normal cxecution

activation

Y

- termination J] blocked

critical section @ preemption @

J| blocked J |
signal wait

_— can last arbitrarily long

J 5
J 3 E i 1 } ]
t 3 [ 4 t 5 t 6 [But97, 5.184]
7-11

Solutions to Priority Inversion Resource Access Protocols
Disallow preemption during the execution of all critical sections. Simple approach, Basic idea: Modify the priority of those tasks that cause blocking. When a task J;
but it creates unnecessary blocking as unrelated tasks may be blocked. blocks one or more higher priority tasks, it temporarily assumes a higher priority.

EEEE normal execution

critical section Specific Methods:
= Priority Inheritance Protocol (PIP), for static priorities
P T J| blocked = Priority Ceiling Protocol (PCP), for static priorities
1 = Stack Resource Policy (SRP),
for static and dynamic priorities
I = others ...
I3




Priority Inheritance Protocol (PIP)

Assumptions:
n tasks which cooperate through m shared resources; fixed priorities, all
critical sections on a resource begin witha wait (S;) and end witha
signal (S;) operation.

Basic idea:
When a task J; blocks one or more higher priority tasks, it temporarily assumes
(inherits) the highest priority of the blocked tasks.

Terms:
We distinguish a fixed nominal priority P; and an active priority p; larger or
equal to P,. Jobs J,, ...J, are ordered with respect to nominal priority where J,
has highest priority. Jobs do not suspend themselves.

Priority Inheritance Protocol (PIP)

Example:

EEEEN normal execution

[T  critical section

/ push-through blocking
T h / g - |

direct blocking

I, ; s T : o i
T3 ‘h:"l N it | B
to tg to t3 ty ts te to

Direct Blocking: higher-priority job tries to acquire a resource held by a lower-priority job
Push-through Blocking: medium-priority job is blocked by a lower-priority job that has
inherited a higher priority from a job it directly blocks

Priority Inheritance Protocol (PIP)

Algorithm:

= Jobs are scheduled based on their active priorities. Jobs with the same priority are
executed in a FCFS discipline.

= When a job J; tries to enter a critical section and the resource is blocked by a lower
priority job, the job J; is blocked. Otherwise it enters the critical section.

= When a job J;is blocked, it transmits its active priority to the job J, that holds the
semaphore. J, resumes and executes the rest of its critical section with a priority
p,=p; (it inherits the priority of the highest priority of the jobs blocked by it).

= When J, exits a critical section, it unlocks the semaphore and the highest priority
job blocked on that semaphore is awakened. If no other jobs are blocked by J,
then p, is set to P,, otherwise it is set to the highest priority of the jobs still blocked
by J,.

= Priority inheritance is transitive, i.e. if 1 is blocked by 2 and 2 is blocked by 3, then
3 inherits the priority of 1 via 2.

Priority Inheritance Protocol (PIP)

Example with nested critical sections:

priority does not change

EES normal execution

[  critical section

[But97, 5. 189]
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Priority Inheritance Protocol (PIP)

Example of transitive priority inheritance:

J1 blocked by J2, J2 blocked by J3.
J3 inherits priority from J1 via J2.

EEES normal execution

[T critical section

[But97, . 190]

The MARS Pathfinder Problem (1)

“But a few days into the mission, not long after Pathfinder started gathering
meteorological data, the spacecraft began experiencing total system resets, each
resulting in losses of data.

Priority Inheritance Protocol (PIP)

Still a Problem: Deadlock
... but there are other protocols like the Priority Ceiling Protocol ...

I )
EEE normal execution
critical section = —
blocked on S — =
/ blockedon S , X -
J _ wait(S , ) wait(Sp)
l L /
Lo J wait(S ) wait(S, )
h b 5 b | signal(Sy) signal(S,)
ot ' signal(S,) signal(Sp )

[But97, 5. 200]

The MARS Pathfinder Problem (2)

“VxWorks provides preemptive priority scheduling of threads. Tasks on the
Pathfinder spacecraft were executed as threads with priorities that were assigned
in the usual manner reflecting the relative urgency of these tasks.”

“Pathfinder contained an "information bus", which you can think of as a shared
memory area used for passing information between different components of the
spacecraft.”

= A bus management task ran frequently with high priority to move certain kinds of
data in and out of the information bus. Access to the bus was synchronized with
mutual exclusion locks (mutexes).”

-20
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The MARS Pathfinder Problem (3)

The MARS Pathfinder Problem (4)

= The meteorological data gathering task ran as an infrequent, low priority thread.
When publishing its data, it would acquire a mutex, do writes to the bus, and release
the mutex.

= The spacecraft also contained a communications task that ran with medium priority.

High priority: retrieval of data from shared memory
Medium priority: communications task
Low priority: thread collecting meteorological data

Priority Inversion on Mars

Priority inheritance also solved the Mars Pathfinder problem: the VxWorks
operating system used in the pathfinder implements a flag for the calls to mutex
primitives. This flag allows priority inheritance to be set to “on”. When the
software was shipped, it was set to “off”.

The problem on Mars was corrected
by using the debugging facilities of
VxWorks to change the flag to “on”,
while the Pathfinder was already on
the Mars [Jones, 1997].

“Most of the time this combination worked fine.

However, very infrequently it was possible for an interrupt to occur that caused the
(medium priority) communications task to be scheduled during the short interval
while the (high priority) information bus thread was blocked waiting for the (low
priority) meteorological data thread. In this case, the long-running communications
task, having higher priority than the meteorological task, would prevent it from
running, consequently preventing the blocked information bus task from running.

After some time had passed, a watchdog timer would go off, notice that the data
bus task had not been executed for some time, conclude that something had gone
drastically wrong, and initiate a total system reset. This scenario is a classic case of
priority inversion.”

Timing Anomalies
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Timing Anomaly

Suppose, a real-time system works correctly with a given processor architecture.

Now, you replace the processor with a faster one.

Are real-time constraints still satisfied?

Unfortunately, this is not true in general. Monotonicity does not hold in general,
i.e., making a part of the system operate faster does not lead to a faster system
execution. In other words, many software and systems architectures are fragile.

There are usually many timing anomalies in a system, starting from the
microarchitecture (caches, pipelines, speculation) via single processor scheduling
to multiprocessor scheduling.

Multiprocessor Example (Richard’s Anomalies)

C =

@
c,=2(3) (@) ¢,=4
@

Example: 9 tasks with precedence constraints and the shown execution times. Scheduling
is preemptive fixed priority, where lower numbered tasks have higher priority than higher
numbers. Assignment of tasks to processors is greedy.

O——©@c,=»
(8) ;=4

(o8]

(6) C;=4
9 C=4

Py

Jo

optimal

schedule on a
3-processor

architecture

Single Processor with Critical Sections

Example: Replacing the
processor with one
that is twice as fast
leads to a deadline
miss.

[] normal execution

[  ecritical section

Multiprocessor Example (Richard’s Anomalies)

Example: 9 tasks with precedence constraints and the shown execution times. Scheduling
is preemptive fixed priority, where lower numbered tasks have higher priority than higher
numbers. Assignment of tasks to processors is greedy.

=3(D)—(9) ¢,-9
(8) ;=4
(7) =4
(6) C;=4
(5) ¢.=4

Py

Py

P3

Py

T ‘ Iy optimal

schedule on a

] ] Is ]
2 4 5 ! 3-processor

I3 e Tg architecture

slower on a

4-processor

I3 le .
architecture!

T4 Jq




Multiprocessor Example (Richard’s Anomalies) Multiprocessor Example (Richard’s Anomalies)

Example: 9 tasks with precedence constraints and the shown execution times. Scheduling Example: 9 tasks with precedence constraints and the shown execution times. Scheduling
is preemptive fixed priority, where lower numbered tasks have higher priority than higher is preemptive fixed priority, where lower numbered tasks have higher priority than higher
numbers. Assignment of tasks to processors is greedy. numbers. Assignment of tasks to processors is greedy.
P, 1 ‘ To optimal P, 1 ‘ Jo optimal
, | | ; | schedule on a , | | ; | schedule on a
C, =3 Cy=9 : § N ’ 7 3-processor ;=3 Cy=9 : § * ’ ! 3-processor
Py | I3 e g architecture Py | I3 Je g architecture
(w2=2@ (8:4 I T T T T T T T T T T T T T T T = (wz=2@ (8:4 r T T T T T T T T T T T T T T T
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 " 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 "
=23 /(D= =23 ok 7 =4
. . . W .
(4:2 (5*4 slower if all (4:2 (6:4 P, IR ‘ Ig ‘ Vo slower if
. computation some
Cs= . Cs=4
e 5 times are e ’ P2 12 T4 Is precedences
reduced by 1! Py | I3 17 Te are removed!
T : : T T T T T T T T T T T T T = T T T T T T T T T T T T T T T T L
0 | 5 3 4 5 6 7 8 9 10 1 12 13 14 15 ¢ 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 !
7-31 7-32

Communication Between Tasks

Problem: the use of shared memory for implementing communication between
tasks may cause priority inversion and blocking.

Therefore, either the implementation of the shared medium is “thread safe” or

. . . . the data exchange must be protected by critical sections.
Communication and Synchronization & P y

T L5
wait(s) shared —
Tesource
critical wait(s)
section
critical
signal(s) section
signal(s)

T

[



Communication Mechanisms

Synchronous communication:

= Whenever two tasks want to communicate they must be synchronized for a
message transfer to take place (rendez-vous).
= They have to wait for each other, i.e. both must be at the same time ready to do

the data exchange.

= Problem:

= In case of dynamic real-time systems, estimating the maximum blocking time
for a process rendez-vous is difficult.

= Communication always needs synchronization. Therefore, the timing of the
communication partners is closely linked.

Example: ThreadX (ES-Lab)

[T

A queue is created to allow Task A and Task B to communicate. The queue can hold a maximum of 5
integers. When the queue is created it does not contain any values so is empty.

[T =T

Send

Task A writes (sends) the value of a local variable to the back of the queue. As the queue was previously|
lempty the value written is now the only item in the queue, and is therefore both the value at the back of the
queue and the value at the front of the queue.

O

Send

Task A changes the value of its local variable before writing it to the queue again. The queue now
contains copies of both values written to the queue. The first value written remains at the front of the

Communication Mechanisms

Asynchronous communication:

= Tasks do not necessarily have to wait for each other.
= The sender just deposits its message into a channel and continues its execution;
similarly the receiver can directly access the message if at least a message has

been deposited into the channel.

= More suited for real-time systems than synchronous communication.
=  Mailbox: Shared memory buffer, FIFO-queue, basic operations are send and

receive, usually has a fixed capacity.

= Problem: Blocking behavior if the channel is full or empty; alternative approach is
provided by cyclical asynchronous buffers or double buffering.

mailbox

Example: ThreadX (ES-Lab)

Task B reads (receives) from the queue into a different variable. The value received by Task B is the
value from the head of the queue, which is the first value Task A wrote to the queue (10 in this illustration).

queue, the new value is inserted at the end of the queue. The queue has three empty spaces remaining

Task B has removed one item, leaving only the second value written by Task A remaining in the queue.
This is the value Task B would receive next if it read from the queue again. The queue now has four

empty spaces remaining.

returns error code

Allocating (static) memory for the queue:

uint8_t queue stack[QUEUE_STACK SIZE];

Creating a queue:

pointer to the queue

name string

ptr to the start of the queue array, for

example queue_stack

the size in 32-bit words

of each data item

UINT tx_queue_create( TX QUEUE *queue_ptr, CHAR *name_ptr, UINT message_size, VOID *queue_start, ULONG queue_size);

N\

size of the queue in bytes



Example: ThreadX (ES-Lab)

Sending item to a queue: a pointer to the

data to be copied
into the queue
pointer to the queue

UINT tx queue send( TX QUEUE *queue ptr, VOID *source_ptr, ULONG wait_option);

returns TX_SUCCESS /

if item was successfully the ma_ximum amount of time (ngmber of

added to queue timer ticks) the task.should remain in the
blocked state to wait for space to become
available on the queue

Example: ThreadX (ES-Lab)

Example cont.:

1- The Receiver task runs first because it has the ™ - -
highest priortty. It attempts to read from the queus. The | | =~ IS RECEIVer task emplies the queue
queue is empty so the Receiver enters the Blocked state | | (€N enters the Blocked state again. This

0 walt for data to become avallable. Sender 2 runs after | | e Sender 1 funs afler the Recelver has
the Receiver has blocked

sender 1

tH,/ Time

Receiver mm

Senderzé

Sender 1

/

Receiver has the highest pricrity so pre-empts the Receiver to exit the Blocked state and

2 - Sender 2 writes to the queue, causing the =
Sender 2. pre-empt Sender 1 -and so it goeson ........

Receiver to exit the Blocked state. The 4 - Sender 1 writes to the queue, causing w

Example: ThreadX (ES-Lab)

Receiving item from a queue: a pointer to the storage for the

pointer to the queue data copied from the queue

UINT tx queue_receive( TX QUEUE *queue_ ptr, VOID *destiantion ptr, ULONG wait_option);

returns TX SUCCESS

if item was successfully t_he ma_X|mum amount of time (m_meer of
removed to queue timer ticks) the task.shou'ld remain in the
Blocked state to wait for item to become
Example: available on the queue

= Two sending tasks with equal priority 1 and one receiving task with priority 2.

= ThreadX schedules tasks with equal priority in a round-robin manner: A blocked or
preempted task is put to the end of the ready queue for its priority. The same
holds for the currently running task at the expiration of the time slice.

Embedded Systems

Lecture 10.

Hardware Software Architecture.

Sensors and Actuators - Digital Analog Converters PWM
© Lothar Thiele

Computer Engineering and Networks Laboratory

Michele Magno
D-ITET center for project based learning

ETH

Eidgendssische Technische Hochschule Ziirich
Swiss Federal Institute of Technology Zurich
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Where we are ... Last 3 weeks!

1. Introduction to Embedded Systems:
-2. Software Development i

Software <2

[ 3. Hardware-Software Interface
--4. Programming Paradigms

. Embedded Operating Systems

\
s

“yHardware-

/ Software
/ 12.12 / Magno Lecture 11: Chapter 9 Low Power and Energy
19.12 / Magno Lecture 12: Chapter 10 Architecture Synthesis

A . Real-time Scheduling
7. Shared Resources 3

|--8. Hardware Components <::|
Hardware< | 9.Powerand Energy y
10. Architecture Synthesis and
System Integration

Today class will focus on Observing and Influencing.

Embedded System

[

Computation
reasoning
deciding
big data

Do you Remember ?

CYBER Communication
WORLD
observing —— influencing ﬁ—
PHYSICAL
WORLD physical/biological/social

processes

Use feedback to influence the dynamics of the physical
world by taking smart decisions in the cyber world

3-4 3-5




Sensors and actuators

Brief recap of the Embedded Systems Overview

A sensor is a device that measures a physical quantity
- Input / “Read from physical world”

= anembedded systemconsists of * embedded systems are

= an actuator = reliable
= asensor * considermany demands (energy, =
code size, ...) i ‘
" anembedded proces.sor. = designed for a specific application NG ‘, ﬁ:lmm,f,mw:
= and often a communication network « often real-time . 1 | -

= often reactive

LANECHANGE
ASSISTANGE

CROSS-
TRAFFIC
ALERT

RADAR APPLICATION
ULTRASONIC

* An actuator is a device that modifies a physical quantity
- Output / “Write to physical world”

Sensing is a Must Sensors data acquisition

Data acquisition system components:
WHAT IS NEEDED

Sensi I ] P F— Innovative ways to sense and
ensing a complex environmen deliver information signal Analogue Sicital
h— — Input —— Sensor > to Digital -> igita
Conditioning . processing
e — conversion
Sensing technologies that address a wide variety of applications
A . & - physical quantity electrical signal digital signal
‘W Biosensing T Humidity 5 Position / motion
% Chemical = Light F1) Pressure
- Sensors:
’ Current / power Oé)\ Material composition 'i'(( Proximity Convert analogue measurements of physical quantities (e.g. temperature,
pressure, humidity, velocity, flow-rate, linear motion, position) into
:3_-\ Gas 'ﬁ"ﬁ‘ Occupancy % Temperature electrical signals (voltage or current).
www.ti.com/sensing
— —




Example of Embedded system

processing 5Mpixel camera LED flash speaker proximity/light sensor

buttons

optical trackball microphone

High-Level Physical View High-Level Physical View

o
ON power domain SEN Power switched by nRF51 (VCC) Always ON power domain Power switched by nRF51 (VCC g
SORs S
7]
w) =
10DOF IMU o 10DOF IMU 1
\‘I 3-axis accelerometer ‘t 8 - 3-axis accelerometer
- 3-axis gyro - 3-axis gyro
}F pquer - 3-axis magnetomer RF p“,‘"!e" E - 3-axis magnetomy
amplifier - Pressure sensor amplifier ) - Pressure sensof

Push

Motor driver button

Pu:
buttol

V4
Motor driver

Actuator
12C 12C

SPI/I2C/GPIO/PWM | SPI/I2C/GPIO/PWM |

\ . JOW/GPIO ) Wkup/OW/GPIO
+5V Power supplies . EEPROM +5V Power supplies - EEPROM
and battery charger Charge/VBAT/NCC Expansion port and battery charger Charge/VBAT/VCC Expansion port
USB Data USB Data
HUSB port to STM32 HUSB port to STM32

Crazyflie 2.0 system architecture Crazyflie 2.0 system architecture

£
=
z
=




Accelerometer, Gyroscope (ES-LAB) and
Magnetometer

= Accelerometer senses acceleration measurements

. m
= Usuallying or 3

= Gyroscope senses angular rotation relative to the

gravitational acceleration vector

= Usually in degrees per second

Gyroscope sensing
Angular orientation

ODR vs Throughput — Bandwidth limits

Accelerometer sensing
axis orientation

= ODRis also the sampling rate.

1 sample is 16 bit

" Max 6.667KHz - Thoughput 6667sps*16bit = 106.67 kilobit/s

Max possible 12C speed is 400kHz.

= Overhead of 12C for accessing the data need to be considered.

SPI has a high bandwidth of over 3Mbps and lower overhead.

-14

-16

ST ISM330DHCX — 6axes Inertial Measurement Unit

= |2Cor SPI
= |nertial Measurement Unit

= 3D digital accelerometer:

= Full-scale from +2g to +16g

= 16-bit resolution

= Qutput Data Rate from 1.6Hzto 6.66kHz
= 3D digital gyroscope

= Full-scale from +125dps to +4000dps

= 16-bit resolution

= ODRfrom 1.6Hzto 6.66kHz

= Low current consumption (down to uA)

ST ISM330DHCX

&y7

ISM330DHEX

= Additonal features:

= Finite State Machine

= Machine Learning Core

=  Event-detection
= Free-fall
= Wakeup
= (Click and double-click
= Activity recognition Accelerometer
Gimoscore

External Sensor

I

Machine
Learning Core

200

No

STATE #1

:

Tves
2

No STATE #

T Tves

CTATE ::3>
T Tves

OUTPUT
E

U

Filters

Results

Features

> Interrupts

In Sensor Embedded System!

Machine
Learning Core
Logical processing

,

=




From Sensors to Actuators

'od S
S S S S Ss |
S| anti- | %0 |sample- | < |A/D- J|= |proces- D/A- | = |filter | N
aliasing & hold conv. sing conv = "y

Power switched by nRF51 (VCC)

SENSORS

10DOF IMU

- 3-axis accelerometer
- 3-axis gyro

- 3-axis magnetomer

- Pressure sensor

Motor driver

bitcraze.se

Pulse Width Modulation (PWM)

» The average value can be extracted from the PWM stream with
a low-pass filter

* In this case, and as long as PWM frequency and values of R

output

and C are appropriately chosen, Vout becomes an analog &%ﬁ’
(7

» In practice, this sort of filtering is not
always required; many physical systems
have response characteristics which, in
reality, act like low pass filters

<,
©.

20MHz 1287 | v/j R
oy Lo |70 s

5kHz OUTPUT

Vout

Vin

-
Source Analog

Device s Mchele Magno ~ 05.12.2022 20
3-20

The full Chain! Digital to Analog Converters

S
g5

\e(f)
‘g(t)

= = =
< < <
= = =

’ 2(1)

anti- Sample- A/D- proces- D/A-
aliasing & hold conv. sing conv.

| l l l | l

An electric motor is a device converting electrical energy into mechanical energy (generally a torque). This conversionis usually obtained
through the generation of a magnetic field by means of a current flowina into one or more coils.

filter

ROTOR

STATOR

Electrical Mechanical

energy > Motor energy

Pulse Width Modulation (PWM)

* The period is normally kept constant, and the pulse width, or “on” time is varied

» The duty cycle is the proportion of time that the pulse is ‘on’ or ‘high’, and is
expressed as a percentage:

duty cycle = 100% * (pulse on time) / (pulse period)

“on” time, t,,
—>

Average
valve ~---------y-——"——""-"-"{-——""""f——""""""1-—"—""""1 -

<«——Period, T—

Mchele Magno ~ 05.12.2022 21
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IPuIse Width Modulation (PWM) Pulse Width Modulation (PWM)

» Whatever duty cycle a PWM stream has, there is an . _ .
average value, as indicated by the dotted line + The voltage supplied to a DC motor is proportional to the duty cycle
L . . + Both brushed and brushless motors can be used with PWM
« If the on time is small, the average value is low; if . ) _
+ Both analog and digital control techniques and components are available

the on time is large, the average value is high
* By controlling the duty cycle, we control this average

value
: LED Dimming

“on” time, t,,

> A

Average | :"3

valve ~-{-----—-—-}------—---{-—-—-—""-4t--—"""""-4-—-—"""4-—- o -ij

<«——Period, T—
Pulse Width Modulation - Val Tocitu, Jason Kulpe, Alex Mariuzza
Mchele Magno 05.12.2022 22 Michele Magno 05.12.2022 23
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PWM - STM32U585xx PWM - External Connection

ARDUINO® (CN14)

ARDUINO® (CN13)

STM32U585xx block diagram

2x1 it PWM tim @ € C¢
x 16-bit Imer A
- 000000000H i ; ‘= 7 onD - g ono
L b i s N Power nput
bkt o - e | | e
. 2 a ARD.ADC_A1 pc2 a0c
s 2
onte
Bluetooth® module 4 "
RESET (81) 5 ~
| e 0 "
T TOMTCTET: - _ T
(TIM1_CH1:3]N).
4 charnels (TIN_CHI:4]), K=
ETR, BKIN, BKIN2 as AF Optional
battery holder
(CN15)

©

2 channels,
1 compl. channel, BKIN as AF

1 channel,
1 compl. channel, BKIN as AF

8 3" CNLZ * CNiG

1 channel,
1 compl. channel, BKIN as AF

fmcard

RX, TX, CK,CTS, RTS as AF DA USART1

ARDD ] 3
1 RXDO ARD.DO_RX PDo UARTS_RX

ARDUINO® Power (CN16)

. . ARDUINO® (CN17)
https://www.st.com/en/microcontrollers-microprocessors/stm32u585ai.html

- Datasheet, page 21 https://www.st.com/en/evaluation-tools/b-u585i-iot02a.html
- Documents 2 UM2839, page 34
3-25




What did you Learn? Projects at PBL

= Introduction of Sensors and Actuators in Embedded Systems
= Sensors
= ODR vs Bandwidth

= DACto control other device
= PWM
= Example of motors

Project-based Learning Centre @ D-ITET

FUTURE LEARNING INITIATIVE HOME PROJECTS  TEAM  COLLOQUIA

Information
&

Communication

D PROJECT
BASED
LEARNING

Interdisciplinary Research shaping the Future
of Learning

Biomedical
Engineering

— gyt Prooncs ] Future Learning Initiative (ETH+ Project)

Electronics

The Future Learning Initiative (FLI) leverages and builds upon our existing strengths in secondary and higher education to develop the world’s leading centre for research in the
science of learning and advance ETH'’s reputation as the globally leading learning institution.

for isati it name /loge
D I I E I Mchele Magno | 05/12/2022 | 28 (edit in slide master via“View "> ‘Side Master’) Mchele Magno | 05/1222022 | 29




Main Goals of the Center

To build project-based learning activities at the department
level with a centralized structure.
= |nview of the upcoming bachelor projects, the center can
help to alleviate the institutes' project supervision load
= P&S Courses
= Bachelor group projects and Bachelor Thesis
= Semester-Master projects. .
= Flagship project for a large number of students
= Interdisciplinary at department level

= Involving a high number of bachelor students.

= Open also so semester and master studentsin collaboration
with ITET professors

= [ndustrial involvement in projects and sponsorship
= Research on Embedded Systems and Smart Sensors

D IT ET Mchele Magno | 05/12/2022 | 30

Embedded Systems and Smart loT — Why?

Almost every Electronic Gadget around us is an Embedded System!
= We focus on

= Wireless Sensor Devices/Networks:

Smart = Building Systems to Wireless Smart Sensors

e = Long-term monitoring/Communication/energy

ecurity Low power o Healthcare w .

Smart Power \ = harvesting
Connected > E N s,,] = Ultra Wide band, Localization, Bluethooth low energy
onnecte or

[ —— = Energy Harvesting for low power sensing
Y- ... m

' = Smart sensing (Machine learning on the edge)
J— ;;‘E

= Make low power sensing smart
= Drones, Industrial Applications, Wearable devices etc

Secure o

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ = Novel Sensors collaboration with Google Soli,
(I 9

e - | STMicroelecronics, Sony, etc.
M -l 4 & ___ = Camera, DVS Camera, Thermal Camera, 8x8
. o % S " time of Flight Sensors.

Top PCB Bottom PCB.

Placeholder for organisational unit name/logo
(editin slide master via“View " >"Slide Master")

Identity of PBL: Embedded Systems and Wireless Smart Sensors

= An embedded system is some combination of computer hardware and software,
either fixed in capability or programmable, that is designed for a specific
function or for specific functions within a larger system.

= Tiny Machine Learning on Embedded systems (especially MCU)

= Wireless Sensor Nodes and Networks

= Smart Sensors And Autonomous Energy efficient devices (including drones)
= Energy Harvesting for miniaturized devices.

= Systems for application specific!

= Biomedical, Smart Farm, Home Automation, Industrial Monitoring, Drones, Surveillance,
etc.

D I I E I Mchele Magno | 05/12/2022 | 31

ETHzirich

Embedded Systems — What will you learn? Technology

= Requirements (depending on project)
= Interestin Sensors and Sensor Network, energy supplies and harvesting
= C, Python/Matlab, Machine-Learning Algorithms
= Systemintegration (better with some analog electronics at system level)

= Whatis the focus of the projects
= Systemdesign and implementation (including PCB Design)
= Energy Harvesting and power management
= Embedded programming and application view
= Measurementsin laboratory and field
= Machine Learning and microcontroller classifiers (or pattern recognition)
= Wireless communication and High-level algorithms (Python/Matlab)

= GPS, UWB, Drones, indoor localization with RF etc
Prototype
" S Measurements

Placeholder for organisational unit name /logo
(editin slide master via“View" >*Slide Master")

PCB/
# Integratior

Algorithms
AIg

Network
B Signal
Processing




Embedded Systems — Previous Highlights

= Smart wireless system and loT Applications
= Self-sustaining Wearable devices and Sensor nodes !
= Long terms monitoring with BTLE and other radios
= Energy Harvesting and Machine Learning for Embedded Systems
= WSN for indoor monitoring UWB (Light system and Home Automation)
= High-Precision geo-localization with LoRa and RTK GPS
= Radar, not commercial sensors for wearable and drones.
= RF power transmission for perpetual WSN (patent Proposal)
Acoustic detectors and zero-power touch receiver/sensors (PATENT)
Underwater communication (patent proposal)

= 15+ awards won in from 2018-2022 in high level international
competitions!

Placeholder for organisational unit name /logo
(editin slide master via“View "> "Slide Master")

Flagship Project Bachelor Thesis Formula works Great!!

= 40+ Bachelor Students involved in different projects in 2022.

= Health and Smart Patch City of Zurich
= Involved with EWZ and other industry for smart cities
= ITET News, Zurich News papers,
=  Autonomous Drones: First Slam system with ToF
= Journal papers
= F1Tenth
= |CRA 2022 — 4t in the world
= 1st in Fitenth Lausitzting 2022!
= Was missing only the winner of ICRA
= Autonomous Sailing
= Close to compete
= PBL-ARIS CubeSat
= Interested for company,

https://pbl.ee.ethz.ch/flagshi

= External Flagships

p-projects.html
DITET

Mchele Magno | 05/12/2022 | 36

DITET

Flagship Projects

= Flagship projects

Flagship projects are overarching interdisciplinary projects that allow for a multitude of student projects
and are based on a real world application of embedded systems. Flagship projects involve 5 to 6
bachelor's and masters students that work in a self -organized group to achieve a larger task within the
general flagship project.

If you are interested in flagship projects please apply before the 31st of January 2022.

(editin slide master via“View "> "Siide Master")

PBL Support to External «Flagship» projects (PBL Official partner)

2° to Not-a-boring-competition from Elon Musk

= 1 semester projects

= 2 bachelor thesis

= PBL Official spot for embedded systems and electronics

Avris projects — Educational Rockets
= PBL Embedded systems / Sensors / Electronics

Robocup D-ITET
= PBL became an official partner on Embedded systems
= P&S

AMZ autonomous eclectlc car
= Working to be an official partner

Mchele Magno | 05/12/2022 | 37



2 New Flagship projects from 2022/2023

PBL Flagship Project 2022-2023

Truly Autonomous Legged Robots for Assisted Living and more

With a Bachelor/Semester/Master Thesis/ FreeLancer and Staff at PBL

Would you like to design, Design and
Gevelopment of an Autonomous

appications such as bind person
assstance and otner appications?.

Would you ke to work with

systems, sensors including camera and
Lidar, Embedded Control. harowars and
software cesign. Controling Robotic
Ams, and with state of artlsgged Robots
from Uniree?

We are ooking students to work in the.
followng areas:
+ Embeaces

ntrol

+ Manipulation of robotic Amm

+  A-Perception for autonomous.
navigaton wih sensors

« Computer vision for perception and

Woukl you like to design, develop the
novel, multi-sensors and open
research platform for nteligent smart
glasses 7

Woukd you ke to work with

embedded systems. hardware and
software design under space and low-
power and wearable constraints?

We are looking students to re-design
the_platform o low power in mind and

student interested i the folowing
reas:
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Last 2 weeks!

12.12 / Mag no Lecture 11: Chapter 9 Low Power and Energy
19.12 / Magno Lecture 12: Chapter 10 Architecture Synthesis

Power and Energy Consumption

= Statements that are true since a decade or longer:

~,Power is considered as the most important constraint in embedded
SyStemS. 7 [in: L. Eggermont (ed): Embedded Systems Roadmap 2002, STW]

“Power demands are increasing rapidly, yet battery capacity cannot
keep up.” [in Diztel et al.: Power-Aware Architecting for data-dominated applications, 2007, Springer]

A\ High temperature

= Main reasons are:

High temperature detected. Device

isi i i i will be turned off for your safety if
. power prOVISIonlng s eXpenSWe lhelempera!umnf.p',lw)hm
Please use after a while

= battery capacity is growing only slowly

OK

= devices may overheat

= energy harvesting (e.g. from solar cells) is limited due to the relatively low energy
available density

General Remarks

Some Trends

7 L |
10 - Transistors
A la 4 thousands
10° | tas ] )
NV Yeu )
5L L WY _| Single-Thread
10 oo 9
A e ..Q;‘ Performance
10 | saak 0o | (SpecINT x 107)
- s :AQA ﬁ,l&*‘ﬂ-‘ "| Frequency (MHz)
= A -
L] a
- [ dr] 3,00 Typical Power
10° | s, g2t v RTRF TR %L (Watts)
A D) o v .
1L - .,'.‘,'! ¥y vy .::.'i | Number of
10 N [ sege Logical Cores
& . v v Y vv o »y
10° —s * . D00 e LNm Weenm ¢ o i
1 L 1 |
1970 1980 1990 2000 2010 2020

Original data up to the year 2010 collected and plotted
New plot and data collected for 2010-2017 by K. Rupp

Year
by M. Horowitz, F. Labonte, O. Shacham, K. Olukotun, L. Hammond, and C. Batten



Implementation Alternatives Energy Efficiency

= |tis necessary to 1000
optimize HW and SW.
| General-purpose processors 100
= Use heterogeneous
architectures in order to
Application-specific instruction set processors (ASIPs) adapt to required performance 10
Microcontroller and to class of application. 5
Performance DSPs (digital signal processors) ° 1L
Power Efficiency L) Flexibility = Apply specialization techniques.
0.1
Programmable hardware
FPGA (field-programmable gate arrays) 0.01
s e — 0.001
Application-specific integrated circuits (ASICs) ° © ° o
© Hugo De Man, 3 8 S g

IMEC, Philips, 2007

9-7
Embedded systems nightmare: Power availability

Ubiquitous computing dream of embedded systems everywhere is

accompanied by the nightmare of battery replacement and disposal.
If Batteries Followed Mobile Customer
Moore's Law Requirements?

300 1;006 i ..‘, Li [NIMnCo]O,
i Battery Technology is Stuck! Power and Energy
Nion/may —yantttt e ) .
§ B Qo*‘e‘ LB, R No Moore’s Law in batteries:

100 2-3%/year growth
Embedded systems’
lifetime depends on battery

Source: Avicenne =
. life!!
Solution

Design ultra low power smart systems and harvest energy from ambient
(heat, light, radio, or vibrations...)

0
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Low Power vs. Low Energy

= Minimizing the power consumption (voltage * current) is important for
= the design of the power supply and voltage regulators
= the dimensioning of interconnect between power supply and components
= cooling (short term cooling)
= high cost
= |imited space
= Minimizing the energy consumption is important due to
= restricted availability of energy (mobile systems)
= limited battery capacities (only slowly improving)
= very high costs of energy (energy harvesting, solar panels, maintenance/batteries)
= long lifetimes, low temperatures

9-15
Power Consumption of a CMOS Processors
Main sources:
102 300
= Dynamic power consumption [ iriehol -
5 \ junction leakage S s
= charging and discharging capacitors § 1F 77\ P Dynamic Power - 225 E
= Short circuit power consumption: 5 N 5
N . S 1021 \ o &
short circuit path between supply rails = \ Gate Oxide | ;
@ Leakage S
during switchin T / c
) & g 10 - ‘ \\"\ a | % ;
. e (=)
= |Leakage and static power = . S "y
= gate-oxide/subthreshold/junction 10 : : - L : 0
1990 1995 2000 2005 2010 2015 2020

leakage —

= becomes one of the major factors

[J. Xue, T. Li, Y. Deng, Z. Yu, Full-chip leakage analysis for 65 nm CMOS

due to shrinking feature sizes in
technology and beyond, Integration VLSI J. 43 (4) (2010) 353-364]

semiconductor technology

Power Consumption of a CMOS Gate

leax - leakage current
I, + short circuit current
I, : switching current

VDD

Isw
(Subthreshold) _

4 V]

Ileak

CIQad

y
Gnd

subthreshold (I;), junction (I,yyc) and
gate-oxide (Igare) leakage

Source

Gak

|

I'_// lsup Y

Reducing Static Power - Power Supply Gating

Power gating is one of the most effective ways of minimizing static power consumption

(leakage)

= Cut-off power supply to inactive units/components
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Dynamic Voltage Scaling (DVS)

Dynamic Voltage Scaling (DVS)

Average power consumption of CMOS Delay of CMOS circuits: 2
circuits (ignoring leakage): P ~ OéC L Vddf
V,
P~ OéOLVd2df T ~ CL% E ~ OéCLdedft = aCLVde (#CYCIGS)
(Vaa — V)
Vaa  :supply voltage v " vol
o : switching activity dd  supply voltage - -
. Vr  :threshold voltage Saving energy for a given task:
Cr  :load capacity
Vr < Vaa — reduce the supply voltage V,
f : clock frequency o o
— reduce switching activity a
Decreasing V,, reduces P quadratically (f constant). — reduce the load capacitance C,
: . : : — reduce the number of cycles #cycles
The gate delay increases reciprocally with decreasing V,, .
Maximal frequency f, ., decreases linearly with decreasing V,, .
9-19 9-20

Parallelism

Techniques to Reduce Dynamic Power |

E ~ V2, (#cycles)
By = 1Eq



Pipelining VLIW (Very Long Instruction Word) Architectures

HtHeeeee = Large degree of parallelism
. #oycles / .- many parallel comp.utational units, (deeply) pipelined
, Eq 2 = Simple hardware architecture
X B = explicit parallelism (parallel instruction set)
> . llelization is d i i all 4 instructions are
}TTTTTTTTTTTT parallelization is done offline (compiler) executed in parallel
#cycles /
2 instruction packet /
L |instruction1 | instruction 2 | instruction 3 | instruction 4 |
] ¢ ¢ ] ]
B~ Vdd (#CYCIGS) floating point | | integer integer memory
£ 1E unit unit unit unit
2= 7k | | | |
9-23
Example: Qualcomm Hexagon
Hexagon DSP Snapdragon 835
lax
VLIW: Area & power efficient multi-issue v _v -
e . :
KT mosen I Dynamic Voltage and Frequency Scaling -
T, RS ( oo e | Optimization
3 Hux Akv\g;’i;s Camera

Kryo 280 CPU

Agstic Audio

Qualcomm® Qualcomm H
|1Zat™ Location Haven Security

»  Unifiad 32¢320bit




Dynamic Voltage and Frequency Scaling (DVFS)

P ~ OKCLVdef
E ~ aCLVi,ft = aCLV3, (#cycles)

1

energy per cycle

—t—

reduce voltage -> reduce energy per task

/

~ — NJ V
/ f T dd “——reduce voltage -> reduce clock frequency

maximum
frequency

\ gate delay

of operation

Saving energy for a given task:
- reduce the supply voltage V,,
— reduce switching activity a
- reduce the load capacitance C;
— reduce the number of cycles #cycles

Example: Dynamic Voltage and Frequency Scaling

Example DVFS: Samsung Exynos (ARM processor)

ARM processor core A53 on the Samsung Exynos 7420 (used in

104

400 500 600

132 165

a 103
68 fr-;:’

mobile phones, e.g. Galaxy S6)

Exynos 7420 - A53 Power Curves

=—&=—1 core =—@=2 cores =@=3 cores =—8=—4 COres

172 20

e
97_5}%?3140 166

1100

g [ 1000

ey 98 ANANDGIECH

700 800 900 1000 1104 1200 1286 1400
Frequency (MHz)

1500

Power Consumption (mw)

Example: DVFS — Complete Task as Early as Possible

: , 1
™ 50 50MHz=150 A [~ — ~ Vg Vo [V] 50 40 25
i T
o'% Maximum Clock Frequency gw Energy per cycle [nJ] 40 25 10
a 40 40nd » 40 = Jmax [MHz] 50 40 25
< fé cycle time [ns] 20 25 40
o 7]
® 30 30 2 ‘ We suppose a task that needs 10° cycles to execute within 25 seconds.
B <
20 Energy Consumption 20 g a) [V ) 109 cycles@50 MHz E,= 109 x 40 x 10°
1 N, 52 =40 [J]
10} ¢ . . . . 10 42 deadline
3.0 35 4.0 4.5 5.0 2 52_ !
[Courtesy, Yasuura, 2000] Vdd T I [ i
5 10 15 20 25 tlIs]
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Example: DVFS — Use Two Voltages

b)

[V?]

Vaia [V] 50 4.0 25
Energy per cycle [nJ] 40 25 10
Jmax [MHZ] 50 40 25
cycle time [ns] 20 25 40

750M cycles @ 50 MHz + 250M cycles @ 25 MHz

52
42
2.52

=325[J]

E,=750 108 x 40 x 10°°
+250 106 x 10 x 10°

10 15

DVFS: Optimal Strategy

25 t[s]

y

I Viga

P
/ (v)

L — P(x)

T-a

Execute task in fixed time T
with variable voltage V,(t):

gate delay L
DT~ —
Vi

execution rate: f(t) ~ Vya(t)

invariant: /Vdd(t)dt = const.

= case A: execute at voltage x for T - g time units and at

voltage y for (1-a) - T time units;
energy consumption: T-(P(x)-a + P(y) - (1-a) )

Example: DVFS — Use One Voltage

c)

Vaia [V] 50 4.0 25
Energy per cycle [nJ] 40 25 10
JSmax [MHZ] 50 40 25
cycle time [ns] 20 25 40

E,=109x25x 109

[V 9
52 109 cycles@40 MHz
4 =25 [J]
2.52]
| | |
10 15 20 25 tlIs]

DVFS: Optimal Strategy

P(y)
P(z)
P(x)

Vdd
y ‘?
z /
X 4]
T-a T

Execute task in fixed time T
with variable voltage V,(t):

gate delay !
DT~ —
Via

execution rate: f(t) ~ Vaa(t)

invariant: /Vdd(t)dt = const.

= case A: execute at voltage x for T - a time units and at
voltage y for (1-a) - T time units;
energy consumption: T- (P(x)-a + P(y) - (1-a) )

= case B: execute at voltagez=a - x + (1-a) - y for T time units;
energy consumption: T - P(z)

-32
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DVFS: Optimal Strategy

Vaa Ply) Execute task in fixed time T
y — P(z) ) :
Px) with variable voltage V,,(t):
1
ate delay: 7~ —
g y Vi
¢ execution rate: f(t) ~ Vya(t)
z:T=a-T-x+ invariant: /Vdd(t)dt = const.

z=a-x+(1-a)-y

= case A: execute at voltage x for T - a time units and at
voltage y for (1-a) - T time units;
energy consumption: T (P(x)-a + P(y) - (1-a))

= case B: execute at voltage z=a - x + (1-a) - y for T time units;
energy consumption: T: P(z)

DVFS: Real-Time Offline Scheduling on One Processor
(Optional for FS 2022)

= Let us model a set of independent tasks as follows:
= We suppose that a task v;e V
= requires ¢; computation time at normalized processor frequency 1
= arrives at time g,
= has (absolute) deadline constraint d;

= How do we schedule these tasks such that all these tasks can be finished no
later than their deadlines and the energy consumption is minimized?
= YDS Algorithm from “A Scheduling Model for Reduce CPU Energy”, Frances
Yao, Alan Demers, and Scott Shenker, FOCS 1995.”

If possible, running at a constant frequency (voltage) minimizes
the energy consumption for dynamic voltage scaling.

DVFS: Optimal Strategy

Assumption: Dynamic power

is a convex function of V
g P(x) - a + P(y) - (1-a) ;
2
o N
52 T Pl2)
% z a.x.+ (1—a)y 'Sl'

Vdd

If possible, running at a constant frequency (voltage) minimizes the energy

consumption for dynamic voltage scaling:

case A is always worse if the power consumption is a convex function of the

supply voltage

YDS Optimal DVFS Algorithm for Offline Scheduling

(Optional for FS 2022)
O]
] 6
(\)NNN‘{NNNNNNHEINH%N time

= Define intensity G([z, z‘]) in some time interval [z, Z°]:
= average accumulated execution time of all tasks that

have arrival and deadline in [z, z] relative to the length
of the interval z'-z

V’([z,z’]) — {'Ui eV :z<a <d; < Z/}

Gl=)= Y el -2)

v, €V ([2,2'])

6,14,6
10,14,6

12,17,2

=]
2
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YDS Optimal DVFS Algorithm for Offline Scheduling YDS Optimal DVFS Algorithm for Offline Scheduling
(Optional for FS 2022) (Optional for FS 2022)

Step 1: Execute jobs in the interval with the highest intensity by using the earliest-deadline first Step 1: Execute jobs in the interval with the highest intensity by using the earliest-deadline first
schedule and running at the intensity as the frequency. schedule and running at the intensity as the frequency.
L] (365 ] 1| (365 |
N e ] 263 | [ e ] 263 |
T Em
T T T T T T T T T T T I T T TI7 . T T T T T T T T T T T T T T 117 :
0 4 8 12 16 time (6146 ] 0 | 4 8 12 16 time (6146 ]
G([0,6]) = (5+3)/6=8/6, G([0,8]) = (5+3+2)/ (8-0) = 10/8, G([0,6]) = (5+3)/6=8/6, G([0,8]) = (5+3+2)/ (8-0) = 10/8,
G([0,14]) = (5+3+2+6+6)/14=11/7, G([0,17]) = (5+3+2+6+6+2+2)/17=26/17 _ G([0,14]) = (5+3+2+6+6)/14=11/7, G([0,17]) = (5+3+2+6+6+2+2)/17=26/17 _
G([2, 6]) = (5+3)/(6-2)=2, G([2,14]) = (5+3+6+6) / (14-2) = 5/3, G([2, 6]) = (5+3)/(6-2)=2] G([2,14]) = (5+3+6+6) / (14-2) = 5/3,
G([2,17]) = (5+3+6+6+2+2)/15=24/15 G([2,17]) = (5+3+6+6+2+2)/15=24/15
G([3,6]) =5/3, G([3,14]) = (5+6+6)/(14-3) = 17/11, G([3,17])=(5+6+6+2+2)/14=21/14 - G([3,6]) =5/3, G([3,14]) = (5+6+6)/(14-3) = 17/11, G([3,17])=(5+6+6+2+2)/14=21/14 -
G([6,14]) = 12/(14-6)=12/8, G([6,17]) = (6+6+2+2)/(17-6)=16/11 G([6,14]) = 12/(14-6)=12/8, G([6,17]) = (6+6+2+2)/(17-6)=16/11
G([10,14]) = 6/4, G([10,17]) = 10/7, G([11,17]) = 4/6, G([12,17]) = 2/5 G([10,14]) = 6/4, G([10,17]) = 10/7, G([11,17]) = 4/6, G([12,17]) = 2/5
9-39

YDS Optimal DVFS Algorithm for Offline Scheduling YDS Optimal DVFS Algorithm for Offline Scheduling
(Optional for FS 2022) (Optional for FS 2022)

Step 1: Execute jobs in the interval with the highest intensity by using the earliest-deadline first Step 2: Adjust the arrival times and deadlines by excluding the possibility to execute at the previous
schedule and running at the intensity as the frequency. critical intervals.
1] 5|
2 e 1 [263 |
4 ]
0.8.2 (6,146 |
N B  w w e e e e O
L B B R I B B B time 0 4 8 12 16 10,14,6
—J 10,146 172
[l

o
o

E 7 s

T T U
0 4 8 12 16



YDS Optimal DVFS Algorithm for Offline Scheduling

Step 2: Adjust the arrival times and deadlines by excluding the possibility to execute at the previous
critical intervals.

TR
(6,146 | (2,106 |
(I)I T T T T T T T LT tme (0146 \I:>\6,10,6 |
@ (172 | (1132 |
8,13,2
I
FE— la,duc; |
T
0 8 1 16 time

YDS Optimal DVFS Algorithm for Offline Scheduling
(Optional for FS 2022)

Step 3: Run the algorithm for the revised input again

[I— (2,106 |
]
T a2
G([0,4])=2/4, G([0,10]) = 14/10, G([0,13])=18/13
G([2,10])=12/8,|G([2,13]) = 16/11, G([6,10])=6/4
G([6,13])=10/7, G([7,13])=4/6, G([8,13])=4/5 -

-43
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YDS Optimal DVFS Algorithm for Offline Scheduling

(Optional for FS 2022)
Step 3: Run the algorithm for the revised input again
4 | s

_ _ -_6,10,6
a2
G([0,4])=2/4, G([0,10]) = 14/10, G([0,13])=18/13
G([2,10])=12/8, G([2,13]) = 16/11, G([6,10])=6/4
G([6,13])=10/7, G([7,13])=4/6, G([8,13])=4/5 -

YDS Optimal DVFS Algorithm for Offline Scheduling

Step 3: Run the algorithm for the revised input again

;

T T
4 8 2

L | 1 16 time
G([0,4])=2/4, G([0,10]) = 14/10, G([0,13))=18/13
G([2,10])=12/8,|G([2,13]) = 16/11, G([6,10])=6/4

G([6,13])=10/7, G([7,13])=4/6, G(8,13])=4/5

[
i

T T
0 4 8 12 16

time

208
.
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YDS Optimal DVFS Algorithm for Offline Scheduling
(Optional for FS 2022)

Step 3: Run the algorithm for the revised input again
Step 4: Put pieces together

frequency

4||H5HH||| time - :-
0 4 16 8,13,2 2,52
frequency
0,2,2 |:|'> 0,2,2
3 N e
0 4 8 12 16
v, v, Vs A Vg Vg v,

frequency 2 2 1 1.5 1.5 | 4/3 4/3

YDS Optimal DVFS Algorithm for Online Scheduling
(Optional for FS 2022)

frequency
3
2 (263 |
1 0,8,2
L L :
0 4 8 12 16 time

Continuously update to the best schedule for all arrived tasks:
Time O: task v, is executed at 2/8
Time 2: task v, arrives
= G([2,6]) = %, G([2,8]) = 4.5/6=3/4 =>execute vg, Vv, at %

9-47

YDS Optimal DVFS Algorithm for Online Scheduling
(Optional for FS 2022)

frequency
3

2

1 0,

o0
(3]

L L L L L :
0 4 8 12 16 time

Continuously update to the best schedule for all arrived tasks:
Time 0: task v, is executed at 2/8

YDS Optimal DVFS Algorithm for Online Scheduling
(Optional for FS 2022)

frequency
3

2

1

\\\1\2\\\1|6| time

0 4 8

Continuously update to the best schedule for all arrived tasks:
Time O: task v, is executed at 2/8
Time 2: task v, arrives
= G([2,6]) = %, G([2,8]) = 4.5/6=3/4 =>execute vy, Vv, at %
Time 3: task v, arrives
= G([3,6]) = (5+3-3/4)/3=29/12, G([3,8]) < G([3,6]) => execute v, and v, at 29/12
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YDS Optimal DVFS Algorithm for Online Scheduling
(Optional for FS 2022)

frequency
3

12 time

0 4 8

Continuously update to the best schedule for all arrived tasks:
Time 0: task v, is executed at 2/8
Time 2: task v, arrives
= G([2,6]) =%, G([2,8]) = 4.5/6=3/4 =>execute vy, Vv, at %
Time 3: task v, arrives
= G([3,6]) = (5+3-3/4)/3=29/12, G([3,8]) < G([3,6]) => execute v, and v, at 29/12 -
Time 6: task v, arrives
= G([6,8]) = 1.5/2, G([6,14]) = 7.5/8 => execute v; and v, at 15/16

8 12

Continuously update to the best schedule for all arrived tasks:
Time 0: task v, is executed at 2/8
Time 2: task v, arrives

(365 ]
(263 ]
0,8,2

fime (6146 ]
(11172 ]

= G([2,6]) = %, G([2,8]) = 4.5/6=3/4 =>execute vy, Vv, at % 12,17.2
Time 3: task v, arrives y

*  G([3,6]) = (5+3-3/4)/3=29/12, G([3,8]) < G([3,6]) => execute v, and v, at 29/12 -
Time 6: task v, arrives

= G([6,8]) = 1.5/2, G([6,14]) = 7.5/8 => execute v; and v, at 15/16
Time 10: task v arrives

= G([10,14]) = 39/16 => execute v, and v, at 39/16
Time 11 and Time 12

= The arrival of vg and v, does not change the critical interval
Time 14:

*  G([14,17]) = 4/3 => execute vz and v, at 4/3

-51
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YDS Optimal DVFS Algorithm for Online Scheduling
(Optional for FS 2022)

frequency
3
2
1 5
0 4 8 12 16 time

10,14,6

Continuously update to the best schedule for all arrived tasks:
Time 0: task v, is executed at 2/8
Time 2: task v, arrives
= G([2,6]) =%, G([2,8]) = 4.5/6=3/4 =>execute vy, Vv, at %
Time 3: task v, arrives
= G([3,6]) = (5+3-3/4)/3=29/12, G([3,8]) < G([3,6]) => execute v, and v, at 29/12
Time 6: task v, arrives
= G([6,8]) = 1.5/2, G([6,14]) = 7.5/8 => execute v; and v, at 15/16
Time 10: task vs arrives
= G([10,14]) = 39/16 => execute v, and v, at 39/16

(=]
o]
%)

Remarks on the YDS Algorithm
(Optional for FS 2022)

= Offline
= The algorithm guarantees the minimal energy consumption while satisfying the
timing constraints
= The time complexity is O(N3), where N is the number of tasks in V
= Finding the critical interval can be done in O(N?)
= The number of iterations is at most N
= Exercise:

= For periodic real-time tasks with deadline=period, running at constant speed with
100% utilization under EDF has minimum energy consumption while satisfying the
timing constraints.

= Online

= Compared to the optimal offline solution, the on-line schedule uses at most 27
times of the minimal energy consumption.
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Typical Application Profile with MCU

ID Process Tpe:;‘:’ ACTIVE Tpel:o" ACTIVE
OFF
Dynamic Power Management

*Application phases:
* OFF — power is not applied to MCU
o1 _ Tactive
- STARTUP INITIALIZATION — MCU performs DUty Cycle [%] = 22525 * 100
configuration (peripherals, clocks, ...)
°T

period
* INACTIVE — MCU is in low power mode to reduce power consumption
* ACTIVE — MCU is in normal mode and performs tasks

Power Modes STM32L4 (similar to the lab board) Key features of STM32L4 (similar to the lab board)

*RUN (Range1) at 80 MHz 120 pA / MHz**

*RUN (Range?2) at 26 MHz 100 pA / MHZ**

7 low-power modes with fast wakeup

time : “ FlexPowerControl Down to 30 nA with 1/0O wake-up Riaiieatien Beme:
Efiicient running Down to 350 nA with 32 KB RAM ppiication benetits
8 low-power modes, several sub- retained
modes , * High flexibility to lower power
High flexoity Wake-up from high number of consumpion depencing on acive
peripherals peripherals, required performance
; and needed wakeup sources
! . Increase battery e
e — Battery backup mode with RTC and

+ BOM cost saving by removing

STANDBY 115nA/ 415 nA* external shifters

backup registers
SHUTDOWN __ S0nA/330nA" S RYCRGLEEATCEAN -Outstanding power efficiency Independent power supplies

*VBAT 4 nA/300 nA* * :with RTC
“* - from SRAM1 *=> ULPBbench score = 150

*=» CoreMark score = 273

Center For Project Based Leaming 19.12.2022 9.58



STM32L4 Power Consumption STM32L4 Power Modes Summary

) Mode Regulator CPU Flash SRAM Clocks Peripherals Consumption Wakeup time
cvplfglngfrem Startup time: @ 1.8V
DD e L q. =
From Stop1: 7 ps (4ps from RAM) From Run Ri Yes ON() ON Any Al 127 pA/MHz N/A
Stop2: 9 pus (4ps from RAM) From Standby: R2 All except OTG, RNG 111 pAMHZ
20ps LPRun LPR Yes ON() ON Any All except OTG, RNG 136 pA/MHz
From Shutdown: 270pus except PLL
. Sleep R1 No ON() ON®) Any Al 37 pAIMHz 6 cycles
R Any IT or event
ange 2 R2 35 PAMMHz
*Up to 26 MHz
LPSleep LPR No ON() ON®) Any All except OTG, RNG 40 JAMHz 6 cycles
except PLL Any IT or event
+ Range 1 Up y @ Stop 0 MR No OFF ON LSE/LSI Reset pin, all 1/0s 110pA 0.7 uA RAM
to 80 MHz BOR,PVD,PVM,RTC,LCD,IWDG, 5pA Flash memory
d COMPx,DACX,OPAMPX,USARTX,
Stop 1 LPR LPUART,I2Cx,LPTIMx,0TG_FS,SWPMI 6.6 uA w/o RTC 4 puA RAM
6.9 pA W/RTC 6 pA Flash memory
Stop 2 LPR No OFF ON LSE/LSI Reset pin, all 1/0s 1.1 pA wio RTC 5 A RAM
BOR,PVD,PVM,RTC,LCD,IWDG, 1.4 yAW/RTC 7 pA Flash memory
COMPx,LPUART,12C3,LPTIM1
Dynamic Run Stop 1 W/O Stop 2 Standby W/O or Shutdown *
from Flash or W/RTC W/O_ or W/RTC W/Oor Standby LPR DOWN OFF SRAM2 ON LSE/LSI Reset pin, 5 WKUPX pins +235nA 14ps
W/RTC
W/RTC OFF DOWN BOR, RTC, IWDG 115 nA wio RTC
415 nA w/RTC
Range 2 => VCOI’e = 1 OV Shutdown OFF DOWN OFF DOWN LSE Reset pin, 5 WKUPx pins 30 nA w/o RTC 250 ps.
RTC 330 nAW/RTC

Range 1 => Vcore = 1.28V

Center For Project Based Learning 19.12.2022

Power Modes Transitions )
Dynamic Power Management (DPM)

Reset LPSleep * Dynamic power management tries to assign optimal
power saving states during program execution

* DPM requires hardware and software support

SRR Example: StrongARM SA1100

400mW

RUN: operational

IDLE: a SW routine may stop the
Standby CPU when not in use, while
monitoring interrupts

SLEEP: Shutdown of on-chip
activity




Dynamic Power Management (DPM)

application states shut down wake up
1 1 T
| busy waiting busy |
ERS |- S |
—_— : !

power states

T,4: shutdown delay T, wakeup delay

T,: waiting time

Desired: Shutdown only during long waiting times. This
leads to a tradeoff between energy saving and overhead.

Break-Even Time

TIH 'PHY
| busy | waiting | busy |

,state transition application states

| run | | sleep | | run |
Twl Tum
qu Pe Rm:

power states

Scenario 1 (no transition): FE; =T, - P,
Scenario 2 (state transition): F2 = Tsq * Psq + T * Pow + (Tw — Tsa — Twu) * Ps

Break-even time: Limit for T, suchthat F; < E;

L break-even
Tsd'(Psd_Ps)+Twu'(Pwu_Ps) time
Pu; - -Ps

Break-even constraint: Ty >

Time constraint: T 2 Tsa + Twu

Break-Even Time

Definition: The minimum waiting time required to compensate
the cost of entering an inactive (sleep) state.

= Enter an inactive state is beneficial only if the waiting time is longer than the
break-even time

= Assumptions for the calculation. [T ——-T—— R -

information

]
= No performance penalty is tolerated. :
|
|

= Anideal power manager that
has the full knowledge of the future !
workload trace. On the previous slide, Observations Commands
we supposed that the power manager
has no knowledge about the future.

Break-Even Time

TIU PH}
| busy | waiting | busy |

,state transition application states

| run | | sleep | | run |
Ts‘d Twu
qu Pe Rm:

power states

remove, if power manager has
. . no knowledge about future
Scenario 1 (no transition): FE; =T, - P,

Scenario 2 (state transition): Eo = Tsq - Psq + Twu + Puwu + (T, — Tww) - Ps
Break-even time: Limit for T, such that F»
break-even
time

Tsd'(Psd_Ps)

Break-even constraint: Ty >

Time constraint: T 2 Tsa + Twu



Battery-Operated Systems and Energy Harvesting

9-67
Smart Sensors and loT are getting Momentum
Recent Trends: — Others
* Greater HW/SW complexity “
* More functionality per area Elctogynanic Themosiearc
* Shorter lifetime
Piezfse‘\]zclric gs;én

Biggest Challenges:

* Energy storage/consumption/sources

Energy Harvesting as
possible solution? "4 2015 2016 2017 206 2018

== Revenue (EUR million) == Growth rate

[] L. Probst, B. Pedersen and L. Dakkak-Amoux, “Energy harvesting to power the
tise of the Intenet of Things in Digtal Transformation Monitoring”, Jul. 2017

Integrated Systems Laboratory
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Smart Sensors and loT are getting Momentum

Recent Trends:
* Greater HW/SW complexity
* More functionality per area

* Shorter lifetime

Biggest Challenges:

* Energy storage/consumption/sources

Energy Harvesting

Energy harvesting is the process by which energy is captured and stored.
This term often refers to small autonomous devices — micro energy harvesting

All Energy is around

Heat Light

P

'

V

Thermal Photovoltaic
CONTRA: Occlusion/Night
Very Low Power Only on the

Not working indoor dresses

RF Motion and vibration

Electromagnetic

Short range from source
Antenna size

=i

Kinetic

Expensive
Not so effective to low
movements
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Which source from Embedded Systems? A dream? Achieving Autonomous “loT”

Energy Source - -
Source Polarity Efficiency Harvested Power Characteristics
100 mW/cm? (Outdoor) Operating conditions vary widely .
with environment light level. MPPT
Light EC 10~24% - algorithms needed to achieve
100 uW/cm? (ill office) power transfer DSP&stora ge
~0.1% 60 pW/cm? (Human) Low output voltage. Step-up circuit S i
be needed. ecur“y
Thermal i i
~3% ~1-10 mW/cm? (Industrial) m“&?;:’::i’:;‘eﬂ'r:a;?;‘:h'eve m <10kb/s
AMLA
~4 pW/cm3 (Human motion - Hz)  High AC output voltage with 1 %
positive and negative fluctuations
Vibration AC 25~50% : . (spikes). Rectifier & Step-down
~800 pW/ecm?® (Machines - KHz)  ¢jrcuits are needed.
" R Dual or 3-phase output. Rectifier is
) ~39% (Dynamic) g5 \Wwiem? (@ <1 mis) needed.
Ambient AC MPP varies slightly with wind
Air flow ~41% 3.5 mW/cm? (@ 8.4 mis) speed. Impedance matching is
o o sufficient to achieve maximum H
(Generaton) power transfer in many applications .Am b Ient energy
Impedance matching to achieve
0.1 pW/cm? (GSM 900 MHz) maximum power transfer . . .
RF AC ~50% 0.001 mW/cm? (WiFi) P Objective: 100 uW Avg > Energy neutrality becomes “easy”
9-71 9-72
The Good News ; : ;
System Design Consideration
. . Average Power
Mobile terminals Batteries Harvesters Consumers

scavenger-aware
design

/ Cell phone

Zigbee mesh network node
«— (w/ Rx from wireless sensor)
&——— ECG-EEG-Other BioSensors
e——— Chipcon CC2500 radio (Tx mode)

Wearable Device

Wearable Solar in outdoor application

Today's Current
Scavengers Transformer \
7777777777777 ]L”””””” [T
. Kinetic (Kinetron) Harvesting when
running

Today's Wearable

e——— Bluetooth Low Energy (CC2650)

*— nRF52832 (BTLE + ARM Cortext M4)

&——— Tl MSP430 microprocessor (awake)

" WSN evolution II‘ ||- scavenger evolution II-
. L. . . . Push button harvester ° MEMS sensors @ 1 Hz
The gap between scavengers energy and requirements of digital systems is shrinking § o 851 PV in blue sky —— — Push bution transmitter
Exploit energy manag.e.ment strategies and improvements |n. scavenger technology 1 om a-i PV in cabin lighting GSE monitoring Sensor - perday)
= Overcome traditional energy management strategies (battery-driven) Smal piezo beam vibe harvesters.

An new unified design methodology is required
= Smart adaptation
= Design for unreliability TEG=thermoelectric generator
= Exploit unpredictable power sources

20 cm2 TEG from human body TI- CC2650 radio (asleep)
.4 TI MSP430 microprocessor (asleep)

&——— Sensor @ 2.8 hrs interval




Next Generation of loT devices: Always-on Embedded System

1.) Edge Signal Processing and Al

Smart devices
for perpetual operation

3.) Low power system design 2.) Energy harvesting

4.) Low Power and long-range communication

ETHziirich

the Extreme - Permasense

i



Energy Harvesting Design: Generic Approach Solar Panel Characteristics

Dedicated blocks, depending on energy source, ambient conditions and application 259G
18 - = Variable output power
ired i icati i AM-1.5, 100mW/cm .
Not all are required in any application and with any source 16 = [lluminance level
Rectifier, DC-DC converter and MPPT are the most challenging and require a very 14 V* = Electrical operation point
accurate design process : - (Temperature, age, )

il
N

Charger/limiter/protection consumes additional power and are often to some extent
redundant.

-
o

= |-V-Characteristics
®* Non-linear

~CtargerErowcton = Dependent on ambient
Y -ococ By -Load . . .
Storage = Maximum Power Point Tracking
0 02 04 06 08 10 = Dynamic algorithm to find P*
Voltage [V/cell] |/

Diagram: Amorton Amorphous Silicon Solar Cells Datasheet, © Panasonic

Current [nA/cm?] |

o N B OO

D-ITET center for Project-based Learning % 19 580
Typical Power Circuitry — Maximum Power Point Tracking Maximal Power Point Tracking
U/l curves of a typical solar cell: simple tracking algorithm (assume constant illumination) : [start new iteration k -= k+1]
I p [ start new iteration k: = k+1 ]
ath sense V[k], /[K]
MPP sense V(K), 1(K) I4P / PIK = IK - 11K
P(k) = V(k) * I(k
/ (k) = V(K) * I(k) Q
0 01 02 03 04 05
U AAA A
yes ' ' L L -
red: current for different light intensities 0 0.1 0.2 0.3 0.4 0.5 V | SW{H ta | | setVik+1] = VK - & |
blue: power for different light intensities |set V(ke1) = V(K) + A I_ IA‘_+ +_l
grey: maximal power Iset V(k+1) = V(k) - A | [ &nd iteration k ]

tracking: determine optimal impedance

seen by the solar panel - -
—-l end iteration k |¢—
9-81 9-82




Maximal Power Point Tracking

[ start new iteration k: = k+1 ]

/ sense [k), I(k)

//""' P(K) = (k) * I(K)

N yes

IAP

A A yes

set V(k+1) = V(k) + A l

set V(k+1) = V(K/A |

Y

05V

Maximal Power Point Tracking

[ start new iteration k: = k+1 ]

/ oy sense V[k), I(k)

/./‘ P(K) = VIK) * I(K)

A A yes no yes

V(k) > V(k-1)? SV(k-1)?

IAP

N yes P(k) > P(N) ? no

Ay set V(k+1) = V( A

+->»

0.5

set V(k+1) = V(k) - A

end iteration k

Maximal Power Point Tracking

Maximal Power Point Tracking

[ start new itegation k: = k+1 ]

sense (k), I(k)

JAP /./"" P(k) = k) * 1(k)
N yes P> P(k-1) ? no
A A y V(k) > V(RRHL2 V(k) > V(k-1) ?
A A
+ + NE set V(k+1) =V(k) + A
0 01 02 03 04 05V sej V(k+1) = V(k) - A

end iteration k

[ start new iteration k: = k+1 ]

sense V(k), I(k)

yes

IAP //"" P(k) = V{f) * 1(k)
N yes P(kLAP(k-1) ? no
A A y Vi) > V(k-1)? V(K) > V(k-1) ?
A A
; . ARG set V(kAL) = V(K) + A
0 0.1 0.2 0.3 04 0.5 V set V(k+1) = V(k) - A

end iteration k

-84
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Typical Challenge in (Solar) Harvesting Systems

Challenges:
= What is the optimal maximum capacity of the battery?
= What is the optimal area of the solar cell?

= How can we control the application such that a continuous system operation is
possible, even under a varying input energy (summer, winter, clouds)?

Example of a solar energy trace: .

30

w
=]

25

20

solar radiation (MJ m?)
=
daily energy (MJ m'z)

=)

I|, ;’r(‘b‘“

S LAl LT

0 GEI 120 WED 240 3UD 360 2000 2001 2002 2003
day of the year 9-87

Application Control

F energy capacity B
Formal Model: - - “(‘\mgev\e gy capacity
- p(t) C et u(t) discrete time t

energy source energy storage

b(t)
p(7) u(t)

energy estimator controller consumer

T>t

= harvested and used energy in [t, t+1): p(t), u(t)
battery model: b(t + 1) = min{b(t) + p(t) — u(t), B}
= failure state: b(t) + p(t) — u(t) <0

= utility:
> w(u(r)

t1 <7T<to

L is a strictly concave function;
higher used energy gives a reduced

Ul(ti,t2) =
(t1,t2) reward for the overall utility.

Example: Application Control

Scenario: -

energy source energy storage

energy flow

information
flow

controller consumer

energy estimator

= The controller can adapt the service of the consumer device, for example the
sampling rate for its sensors or the transmission rate of information. As a result,
the power consumption changes proportionally.

= Precondition for correctness of application control: Never run out of energy.

= Example for optimality criterion: Maximize the lowest service of (or
equivalently, the lowest energy flow to) the consumer.

Always have in mind the full picture!
Electrical parameters of the

. a
O- |
N 1
transducers

Voltage, Current, Power, How I Power Sources |
will be converted

o
[ infinivision 080X

wuevs\aﬂ e

Harvesting Circuits '
Maximize energy conversion
but consider your input

Adaptive and multi harvesters
is a must

| Harvesting & Storages |

: . ) Issues / Multi Harvester
Design your system according with

the energy budget T
Minimize power, maximize | . v
your performance

Make it smart in power

management -
Non Volatile Processing '
On-board processing
Edge Processing and TinyML

Application Circuit

System Integration

——

\J
v A




Application Control (Optional in FS2023)

Theorem: Given a use function u*(t), t € [0,7) such that the system never enters a
failure state. If u*(t) is optimal with respect to maximizing the minimal used energy
among all use functions and maximizes the utility U(t, T), then the following
relations hold for all 7 € (0,7):

empty battery
w7 — 1) < u(r) = b*(r) =0~
. ” . full battery
u (1 —1) > u* (1) = b*(r) = B~

Sketch of a proof: First, let us show that a consequence of the above theorem is

true (just reverting the relations):
V7€ (s,t] : 0<b(r) < B = V7 €ls,t] : u'(r) =u"(t)

In other words, as long as the battery is neither full nor empty, the optimal use
function does not change.

-91
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Application Control (Optional in FS2023)

= What do we want? We would like to determine an optimal control u*(t) for

time interval [t, t+1) for all t in [0, T) with the following properties:

" VO<t<T : b*(t) +pt) —u*(t) >0
= There is no feasible use function u(t) with a larger minimal energy:
Yu : i t)} < i *(t
w s min fu(t)} < min {u”(t)}
= The use function maximizes the utility U(0, T).

= We suppose that the battery has the same or better state at the end than at the
start of the time interval, i.e., b*(T) 2 b*(0).

= We would like to answer two questions:

= Can we say something about the characteristics of u*(t) ?
= How does an algorithm look like that efficiently computes u*(t) ?

Application Control (Optional in FS2023)

Proof sketch cont.: T . ‘

A ’f\ T T
VAR Pl !,l A S J\,\

@
=]

Weekly Energy Wh]
&
T

o
S
T

1 I 1 I | |
270 280 290 300 310 320 33

=
)
]
e
2L
S
o
B
3
w
B
=1

~~T T T ~ T T T
—b(t)
E 80
?
)
5 60
e
% 40
2
F 20
Il L L 1 Il 1 L 1 L
30 240 250 260 270 280 200 300 310 320 33
Time [weeks]

(top) Example of an optimal use function u*(t) for a given harvest function p(t)
and (bottom) the corresponding stored energy b7 (f).



Application Control

= Proof sketch cont.:

suppose we change
the use function
locally from being
constant such that

the overall battery
state does not change

4

then the utility is worse
due to the concave
function g : diminishing
reward for higher

use function values; and
the minimal use function
is potentially smaller

WX

@
3

=
£
=
g
&
=
Il Il 1 Il Il Il Il 1
230 240 250 260 270 280 290 300 310 320 e
1 T ~ T =
b
E a0 B
-3
F 60 g
9
3 40 -
E
# 20
Il Il L 1 I L Il L L
230 240 250 260 270 280 290 300 310 320 3
Time [weeks]

(top) Example of an optimal use function 1*(f) for a given harvest function p(f)
and (bottom) the corresponding stored energy b (f).

Application Control

» Proof sketch cont.: Now we show that for all 7 € (¢,T)

or equivalently

u(t—1)<u*(r) =b"(1) =0

b*(1) > 0= u" (v — 1) > u*(7)

We already have shown this for 0 < b*(7) < B. Therefore, we only need to

show that[b"(7) = B = u™ (1 — 1) > u*(7) ]. Suppose now that we have

u* (T — 1) < u*(7) if the battery is full at 7. Then we can increase the use at
time 7 — 1 and decrease it at time 7 by the same amount without changing the
battery level at time 7 4+ 1 . This again would increase the overall utility and
potentially increase the minimal use function.

r<Pe ® b (r+1) feasible, but
ou” vt e better choice of
use function with
: : : uw(r—=1) >u*
I (r—1) > u*()

Application Control (Optional in FS2023)

» Proof sketch cont.: Now we show that for all 7 € (¢, T)

u(r—1)<u*(r) = b"(1) =0
or equivalently
b*(1) > 0= u" (1 — 1) > u*(7)
We already have shown this for 0 < b*(7) < B. Therefore, we only need to
show that[b*(7) = B = u*(7 — 1) > u"(7) |. Suppose now that we have
u* (7 — 1) < u*(7) if the battery is full at 7. Then we can increase the use at
time 7 — 1 and decrease it at time 7 by the same amount without changing the
battery level at time 7 4 1 . This again would increase the overall utility and
potentially increase the minimal use function.

v =1e - |
* ® b (r+1) initial, not optimal
gt ue > choice of the use
o u function
T—1 T T+1

Application Control (Optional in FS2023)

Weekly Energy Wh]

L 1 1 L I 1
30 240 250 260 270 280 290 300 310 320 33

NSNAT T o T T b

—bit

Iy

&

S =

£

2

] .

o

"

[ /

! ! I ! ! 1
250 260 270 280 290 300 310 320 33
Time [weeks]

(top) Example of an optimal use function 1*(t) for a given harvest function p(f)

and (bottom) the corresponding stored energy b*(t).
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Application Control (Optional in FS2023)

= How can we efficiently compute an optimal use function?

= There are several options available as we just need to solve a convex optimization
problem.

= Asimple but inefficient possibility is to convert the problem into a linear program.
At first suppose that the utility is simply

U,7)= > u(r)

0<r<T
Then the linear program has the form: maximize Z u(T)
0<7<T
[Concave functions (£ could be vr €[0,T) : b(r+1) =b(1) —u(r) + p(7)
piecewise linearly approximated. vre[0,T) : 0<b(r+1)<B
This is not shown here.] B -
vr € [0,T) : u(r) >0
B(T) = b(0) = bo
9-99
u(t) u(t)
P 1 b(1) P 1 b1)
4 4
3 @ 3 L J
2 @ @ 2 @ @
17 I | I
0 1

o4

(Optional in FS2023)

9-101

p(t) u(t) (Optional in FS2023)

Application Control (Optional in FS2023)

= But what happens if the estimation of the future incoming energy is not correct?

= |f it would be correct, then we would just compute the whole future application
control now and would not change anything anymore.

= This will not work as errors will accumulate and we will end up with many
infeasible situations, i.e., the battery is completely empty and we are forced to
stop the application.
= Possibility: Finite horizon control
= At time t, we compute the optimal control (see previous slides) using the currently
available battery state b(t) with predictions ﬁ(T) forall t <7 <t+T and
b(t +T) = b(t) -
* From the computed optimal use function u(7) forallt <7 <t -+ T we just take the
first use value u(t) in order to control the application.
= At the next time step, we take as initial battery state the actual state; therefore, we

take mispredictions into account. For the estimated future energy, we also take the
new estimations.

9-100
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Application Control (Optional in FS2023)

Application Control using Finite Horizon
(Optional in FS2023)

= Finite horizon control:

—(t)
- gso —_— . .
] | compute the optimal use function in [t, t+T) 20 ——i~+—, estimated input
5 ! using the actual battery state at time t 2 energy
t t+T - § 20 -
S 230 240 20 260 270 280 20 0 a0 @\/L’still energy
— | apply this use function in the interval [t, t+1). breakdown
{ i+1 . _‘00 ~ - due to misprediction
£ 80
- § 60
) ) | compute the optimal use function in [t+1, t+T+1) 1 ao
; ! using the actual batter state at time t+1 g oof
t+1 t+T+1 ; 1 1 1 1 1 1
230 240 250 260 270 T\mez[gdoeeks] 290 300
9-103 9-104

Application Control using Finite Horizon

(Optional in FS2023)

Remember: What you got some time ago ...

T
()
geo -—--m‘f; — mo;e pessimistic :
5 —rl prediction
5 o ) )
E “ =—=urur(t . . g i ) ‘I‘il!l‘.‘l!h!\!l!l!h!}) b
& 2= simplified 5 " Sl
oo "4 “optimization ‘ ®
"""" using a look-
%30 240 250 260 210 250 250 300 310 %0 = up-table
[not covered]
100 T~ ~—— —

T 80— =By yrl0
-;- T
g eor /]
9
S 40 m
2
o}
@o 20 4

) | | | | | | | | |

230 240 250 260 270 280 290 300 310 320 33

Time [weeks]
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What we told you: Be careful and please do not ...

Embedded Systems

Lecture 12. Architecture Synthesis

© Lothar Thiele

Computer Engineering and Networks Laboratory

Michele Magno

D-ITET center for project based learning

Eidgensssische Technische Hochschule Ziirich

10-

K TIME

..................................

Return the boards at the
embedded systems exam!

10-

10-



Where we are ... Implementation Alternatives

1. Introduction to Embedded Systems
-2. Software Development ‘
; 3. Hardware-Software Interface
--4. Programming Paradigms
] ~5. Embedded Operating Systems
A 6 Real-time Scheduling
7. Shared Resources

|--8. Hardware Components y
Hardware ‘f:: 9. Power and Energy y

“1.10. Architecture Synthesis and FPGA (field-programmable gate arrays)
System Integration

Application-specific integrated circuits (ASICs)

| General-purpose processors

N
N
N I

1 Application-specific instruction set processors (ASIPs
Software %2 "\ Hardware- = i P (ASIPs)
Software Performance

Power Efficiency

Microcontroller
DSPs (digital signal processors)

i
/

Flexibility

Programmable hardware

Architecture Synthesis

Determine a hardware architecture that efficiently executes a given algorithm.

= Major tasks of architecture synthesis:
= allocation (determine the necessary hardware resources)
* scheduling (determine the timing of individual operations) Specification Models

= binding (determine relation between individual operations of the algorithm and
hardware resources)

= (lassification of synthesis algorithms:
= heuristics or exact methods

= Synthesis methods can often be applied independently of granularity of
algorithms, e.g. whether operation is a whole complex task or a single
operation.



Specification Task Graph or Dependence Graph (DG)

* Formal specification of the desired functionality and the structure (architecture) Sequence
. . . . constraint . Nodes are assumed to be a
of an embedded systems is a necessary step for using computer aided design A “ . .
,program” described in
methods. .
some programming
@ Q language, e.g. C or Java; or
= There exist many different formalisms and models of computation, see also the just a single operation.
models used for real-time software and general specification models for the
whole system. A dependence graph is a directed graph G=(V,E) in which EC V x V
is a partial order.
= Now, we will introduce some relevant models for architecture level (hardware) If (v, v2) € E, then v1 is called an immediate predecessor of v2 and
synthesis. v2 is called an immediate successor of v1.
Suppose E* is the transitive closure of E. If (v1, v2) € E¥*, then vl is
called a predecessor of v2 and v2 is called a successor of v1.
10-10 10-11
Dependence Graph Dependence Graph and Single Assignment Form
= A dependence graph describes order relations for the execution of single given basic block: dependence graph
operations or tasks. Nodes correspond to tasks or operations, edges correspond x=a+b; a b C d
to relations (,,executed after”). y=c-d; O\
z=x*y;
= Usually, a dependence graph describes a partial order between operations and y=b+d;
therefore, leaves freedom for scheduling (parallel or sequential). It represents %

L , X
parallelism in a program but no branches in control flow.

single assignment
form:
= A dependence graph is acyclic.
Xx=a+b;

. " . y=c-d;
= Often, there are additional quantities associated to edges or nodes such as 2=x*y; z yl
= execution times, deadlines, arrival times yl=b+d;

= communication demand

Limit with reassignment, i.e. x = a — X, interation, loops.
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Marked Graph (MG)

= A marked graph G =(V,A,del) consists of

= nodes (actors) veV
= edges a=(vi,vj)eA, AcCVxV

= number of initial tokens (or marking) on edges del : A — Z=°
dely
= The marking is often represented in form of a vector: del = c.lc;l.i
d(.i]:|:4‘

E= 1)

Marked Graph

= The token on the edges correspond to data that are stored in FIFO queues.

= A node (actor) is called activated if on every input edge there is at least one

token.

= A node (actor) can fire if it is activated.

= The firing of a node v, (actor operates on the first tokens in the input queues)
removes from each input edge a token and adds a token to each output edge.

The output token correspond to the processed data.

= Marked graphs are mainly used for modeling regular computations, for example

signal flow graphs.

10-14
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Starting with some simple example

AN
O—x

U(1)
Node U
u(2)
Node U
Marked Graph

Example (model of a digital filter with infinite impulse response IIR)

= Filter equation:

yh=a-u(l)+b-y(l=l)+c-y(=2)+d-y(l-3)

» Possible model as a marked graph: .-

a d <~

2 (3)

input u

nodes 3-5:
w
&—® ()
Xt+tWey
outputy
y
T fork node 2: x=0
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Models for Architecture Synthesis

A sequence graph Gg = (Vg,Eg) isadependence graph with a single start node
(no incoming edges) and a single end node (no outgoing edges).
V, denotes the operations of the algorithm and E; denotes the dependence relations.

A resource graph Gr = (Vg, ER), Vg = Vg U Vi models resources and bindings.
V; denote the resource types of the architecture and Gy is a bipartite graph. An edge
(vs,vr) € ER represents the availability of a resource type v, for an operation v,.

Cost function ¢ : Vp — Z

Execution times w : Ep — 720 are assigned to each edge (vs,v¢) € Ep
and denote the execution time of operation v5 € Vg on resource type v; € V.

10-18

Models for Architecture Synthesis - Example

int diffeq(int x, int y, int u, int dx, int a) {
int x1, ul, yl1;
while ( x < a ) {

}

return y;

}

Corresponding sequence graph: Gs = (Vs, Eg)

nop ~0

x1 = x + dx;

ul =u - (3 *x*u*dx) - (3 %y *dx);
yl =y + u * dx;

x = x1;

u = ul;

y = yl;

10-20

Models for Architecture Synthesis - Example

Example sequence graph:
= Algorithm (differential equation):

int diffeq(int x,
int x1, ul, yl;
while ( x < a )

int y, int u, int dx, int a) {

{

x1l = x + dx;

ul = u - (3 * x *u *dx) - (3 *y * dx);
yl =y + u * dx;

x = x1;

u = ul;

y = yl;

}

return y;

}

Models for Architecture Synthesis - Example

= Corresponding resource graph
with one instance of a
multiplier (cost 8) and one
instance of an ALU (cost 3):

multiplier
QU”:]

Ggs = (Vs, Eg)

Gr= (VR,ER), Vg =VsUVp

10-19
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Allocation and Binding

An allocation is a function o : Vir — Z20 that
assigns to each resource type vy € Vp the num-
ber a(v;) of available instances.

A binding is defined by functions g : Vg — Vp
and v : Vg — Z>9. Here, 3(vs) = v; and v(vs) =
r denote that operation vs € Vg is implemented
on the rth instance of resource type v, € V.

Models for Architecture Synthesis - Example

= Example binding (a(r,) = 4, a(r,) = 2): ,—;}f”o}’:*?\

PP A NN
- . N ~

B(v1) =ry,y(v1) =1,
B(v2) = 7r1,7(v2) =2,
B(v3z) =r1,v(v3) = 2,
B(va) = r2,v(va) = 1,
B(vs) = r2,v(vs) = 1,

B(vg) = r1,v(ve) = 3,
B(vr) =ry,v(v7) =3,

B(vg) = r1,v(vg) = 4,
5 e
B(vg) = r2,7(vg) =1, )

B(vig) = r2,v(v1i0) = 2, "o
B(v11) = ro,v(v11) =2

Models for Architecture Synthesis - Example

= Corresponding resource graph
with 4 instances of a
multiplier (cost 8) and two 3
instance of an ALU (cost 3):

multiplier
(X(I‘] ):\\/ 4

Gr=(VRr,ER), VR =VsUVp
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Scheduling

A schedule is a function 7 : Vg — Z>0 that
determines the starting times of operations. A
schedule is feasible if the conditions

T(v;) — 7(v) > wly)  V(v;,v5) € Eg

are satisfied. w(v;) = w(v;, B(v;)) denotes the
execution time of operation v;.

The latency L of a schedule is the time differ-
ence between start node vg and end node wy:
L = 1(vn) — 7(vg) .

10-24 10-25




Example: L=1(vy,)-tlvg) =7

T(V5) =3
©(Vg) = T(vy) =

t(v;) =5

|

T(vg) =T(veg) =6 —
o) =7 ——

(V) =8 ——

Synthesis Algorithms

Classification
= unlimited resources:
= no constraints in terms of the available resources are defined.
= [imited resources:
= constrains are given in terms of the number and type of available resources.

Classes of synthesis algorithms
= jterative algorithms:
= an initial solution to the architecture synthesis is improved step by step.
= constructive algorithms:
= the synthesis problem is solved in one step.
= transformative algorithms:
= the initial problem formulation is converted into a (classical) optimization problem.
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Architecture Synthesis without Resource Constraints

Synthesis/Scheduling Without Resource Constraints

The corresponding scheduling method can be used
= as a preparatory step for the general synthesis problem
= to determine bounds on feasible schedules in the general case
= if there is a dedicated resource for each operation.

Given is a sequence graph Gg(Vs, Es) and a resource graph Gr(Vg, ER).
Then the latency minimization without resource constraints
with a(v;) — oo for all v; € Vp is defined as

L = min{7(v,) — 7(v0) : 7(v;) — 7(v;) > w(v;, B(v;)) V(vi,v;) € Eg}
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ASAP Algorithm

ASAP = As Soon As Possible

ASAP(Gg(Vg, Eg),w) {
m(vo) = 1;
REPEAT {

Determine v; whose predec. are planed;
7(v;) = max{r(vj) - w(vj) V(Uj,’U«L‘) € Eg}

} UNTIL (vy is planned);
RETURN (7);

ALAP Algorithm

ALAP = As Late As Possible

ALAP(Gs(Vs, Eg), w, Lmaz) {
T(Un) = Lmazx + 1;
REPEAT {

Determine v; whose succ. are planed;
7(v;) = min{7(v;) Y(v;,v;) € Eg} — w(v;)

} UNTIL (vg is planned);
RETURN (7);

}

The ASAP Algorithm - Example

Example:

_Nopyo
PEANVAON

w(v) =1

-7, ~r NS
T . 1 R
- ’ ' N ~
pr 7 T N
- , | N
3 7

S

8 @10
9
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ALAP Algorithm - Example

Example:

=7 =1

Lmax =

w(v) = 1 - &
S BIAN
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Scheduling with Timing Constraints

There are different classes of timing constraints:
= deadline (latest finishing times of operations), for example

7(v2) +w(vp) <5
= release times (earliest starting times of operations), for example

T(v3) > 4

= relative constraints (differences between starting times of a pair of operations), for
example

T(vg) — T(v7) > 4
T(vg) —T(v1) <2

Architecture Synthesis with Resource Constraints

10-34
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Scheduling with Timing Constraints

We will model all timing constraints using relative constraints. Deadlines and
release times are defined relative to the start node v,

Minimum, maximum and equality constraints can be converted into each other:
= Minimum constraint:

T(vj) > 7(v;) + l;; — 7(vj) — 7(v;) > 1
=  Maximum constraint:
T(v;) < 7(v;) + Ui — 7(vy) — 7(v5) = —ly;
= Fquality constraint:
T(vj) = 7(v;) + 1i; — 7(vj) —7(v) <l A
7(v) — 7(v;) = 1

10-35

Scheduling With Resource Constraints

Given is a sequence graph Gg = (Vg, Eg), a re-
source graph Gr = (Vgr, Er) and an associated

allocation « and binding 3.

dependencies are respected

there are not more than the available
resources in use at any moment in
time and for any resource type

Then the minimal latency is defined as

L =min{r(vy) :

(7(vj) = 7(vi) > w(vy, B(v;)) V(vi,v5) € Eg) A

({ws : B(ws) = v A 7(vs) <t < 7(ws) +w(ws,ve) }| < avy)
Vor € Vpr,V1 <t < Lmam)}

where Lpar denotes an upper bound on the
latency.
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List Scheduling

List scheduling is one of the most widely used algorithms for scheduling under

resource constraints.

Principles:

= To each operation there is a priority assigned which denotes the urgency of being
scheduled. This priority is static, i.e. determined before the List Scheduling.

= The algorithm schedules one time step after the other.

= U, denotes the set of operations that (a) are mapped onto resource v, and (b)

whose predecessors finished.

= T, denotes the currently running operations mapped to resource v, .

List Scheduling - Example

10-38

Example:

LIST(Gg(Vs, Eg),Gr(VR, ER),a,B,priorities){
t=1;
REPEAT {
FORALL v, € Vp {
determine candidates to be scheduled Uy;
determine running operations Tj;
choose Sy C U with maximal priority
and [S| + |Tx| < a(vg);
m(v)) =t Vv; € S}
t=t+1;
} UNTIL (v, planned)
RETURN (7); }

G

KoP, 0
AL

och

Ko,

N e mm e e o

b) GR

a(rp)=1

oc(rﬁzl
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List Scheduling

LIST(Gg(Vg, Eg),Gr(Vg, ER) o, B,priorities){
t=1;
REPEAT {

FORALL v, € Vp {
determine candidatesto be scheduled Uy;
determine running operations T1};
choose S; C U with maximal priority

and [Sg| + |Ty| < a(vg);
T(v;) =t Yv; € Sg;  }

t=t+4 1,

} UNTIL (v planned)
RETURN (7); }

resource types

v € Vg with B(v) = vy

Architecture Synthesis for Iterative Algorithms and
Marked Graphs
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Remember ... : Marked Graph

Example (model of a digital filter with infinite impulse response IIR)

= Filter equation:

yh=a-u()+b-y(I-D+c:y(l=2)+d - y(-3)

* Possible modé/|/as a marked g:rapf:l}’_’_,,,——"'————’

[
=7

- i nodes 3-5:
a d*« ¢~ b w
D00 £ ()
X+twWey
outputy
y
node 2: x=0

input u T fork
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Iterative Algorithms

Several representations of the same iterative algorithm:
= One indexed equation with constant index dependencies:

y[l] = aull] +by[l — 1] +cy[l — 2] +-dy[l —3] VI

= Equivalent set of indexed equations:
z1[l] = aull] VI
zoll] = =1 [l +dy[l - 3] W
z3[l] = o[l +cyll —2] W
ylll = z3lll +byll — 1] W

10-44

Iterative Algorithms

= Jterative algorithms consist of a set of indexed equations that are evaluated for
all values of an index variable /:

Here, x;denote a set of indexed variables, F; denote arbitrary functions and d;
are constant index displacements.

= Examples of well known representations are signal flow graphs (as used in signal
and image processing and automatic control), marked graphs and special forms
of loops.

10-43

Iterative Algorithms

Extended sequence graph G, = (Vs, E, d): To each edge (v, v;) € Esthere is associated
the index displacement d. An edge (v, v;) € E; denotes that the variable
corresponding to v; depends on variable corresponding to v; with displacement dj;.

u X X X
0 X 0 2 0 R0 1
O O y
3 2
Equivalent marked graph:
u X4 X5 X3
O ) ) )
\V
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Iterative Algorithms

= Equivalent signal flow graph:

= Fquivalent loop program:
while (true) {
tl = read(u);
t5 = a*tl + d*t2 + c*t3 + b*t4;

t2 = t3;
t3 = t4;
t4d = t5;

write(y, t5);}
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Iterative Algorithms

= |mplementation principles

* Asimple possibility, the edges with d;; > 0 are removed from the extended
sequence graph. The resulting simple sequence graph is implemented using
standard methods.

Example with unlimited resources:

@ © @

@ 2
execution

times w(v))

one iteration L=7
one physical iteration P=7
no pipelining
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Iterative Algorithms

= An iteration is the set of all operations necessary to compute all variables x;[/]
for a fixed index /.

= The iteration interval P is the time distance between two successive iterations of
an iterative algorithm. 1/P denotes the throughput of the implementation.

= The latency L is the maximal time distance between the starting and the
finishing times of operations belonging to one iteration.

* |n a pipelined implementation (functional pipelining), there exist time instances
where the operations of different iterations / are executed simultaneously.

Iterative Algorithms

Implementation principles

= Using functional pipelining: Successive iterations overlap and a higher throughput
(1/P) is obtained.

Example with unlimited resources (note data dependencies across iterations!)

u X X X
0 FI{ 0 2 3 1

O ©

e 4 resources
e functional pipelining
1

one iteration
P=2 L=7

one physical iteration
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Chapter 8 Remember: What you got some time ago ...

= Not covered this semester.
= Not covered in exam.

bbb
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= |f interested: Read
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What we told you: Be careful and please do not ...

Return the boards at the
embedded systems exam!
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